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1 ׀   

 ἐԛῈᶈẁיứ⃰ Ӕּז TP-LINK Ҳў ҐὭ  ԓḳץᵍ ҐὭ ᴿ ו ￼￼ḫ

ӕᵙ ῎ ᶈᾛӐׁң  ἐԛ  

1.1  אָ   

 ἐԛ￼ ‰ ѭⱦủ ᶢ ҃   ￼Ἡ Қᵔ  

1.2  ῞Ѿ Ḧ 

ᶈ ἐԛѧι 

 ̧ ᴺ << זּ ףּ ￼ Ԅ ẑ ѭ ᴅ >> ҇ ᴅ >> ‰ ι

Ԏѧι ו֫ ῂ҇ ᴅ  

 ̧ ⃰ᾰѧ֧א￼<> Ṋὐᴺ‰ ᾰḔἆᶃẻι Web ףּ ￼Ὗ ᵄ ιḅ< ḧ>ἆ<

>  

 ̧ ⃰ᾰѧ֧א￼ ᴥẬᴺ‰ ᾰḔι Web ףּ ￼א֧ Ὗ ᶹᵄ ιḅ ARP ḧ

ףּ  

 ἐԛѧӔּז￼⸗℮ᶃ‰ ῎ḅїχ 

ᶃ‰ ᵍѲ 

῎χ ᶃ‰ ℅ ֫ԓḳῗḾ Ẕ ℓ ￼ Ӽ ῎  
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1.3  ⱴῡᶙ 

 ἐԛ ҈זּ TP-LINK 3/5/6/7/8 ֯Ҳў ҐὭ ι ו֫ ҝ⸗ḧᶚᴺᾟὙιҨғᵝ

ḫ ѭ֝  
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2  ᶴ Ᵽ 

2.1  єṕ ҏὈῡ Ᵽᾛ←Ҟ  

2.1.1  ѝזὓᴬ ⱣҏὈῡ 

ѕṖ ҐὭ ᴵҨ ўחᴭ ὶ ҐὭ ιת ўחᴭᴵҨӔּז HTTP HTTPS

Telnet SSH SNMP  ҐὭת  

ўחᴭ ת IPχ192.168.0.1  

ўחᴭ Ἃᵄχadminזּת  

ўחᴭ Ḹת χadmin  

  ҟ ҐὭ ᶈ֧ᴔừ֙їιּכ ḅӍ ўחᴭӔּזHTTP HTTPS Telnet SSH

 ҐὭת   

⸗ ὓᾛẩ 

Ṅּכ ￼ ὶֹҐὭ ￼ўחὶᴭіιḅїᶃἍ χ 

 

HTTP HTTPS Ᵽ 
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1  ᶈּכ іἔẦ╞ ᵸι Ԅ http://192.168.0.1 ἆ  https://192.168.0.1 ε╞ ᵸ

ấ ӔּזChrome Firefox Edge ἆ IE9Ҩі￼╞ ᵸζ  

 

2  Ԅ⃰ ἋᵄᵙḸזּ￼  

 
├Ỵχ 

 ̧ ḅ‛ӔּזHTTPS ╞ιת ᵸҺώ Ḡԅ ιᶈ╞ ᵸѧ♇֨ ӡỤɋ ֹ ᴏ

ᴵ εјᵃ╞ ᵸώ ᴵ Һּצῶјᵃζ  

 ̧ ḅ‛ Ԅ⃰ ἋᵄᵙḸזּ ѳᵅι ת Ῐ јԅιᴵ ῗּ҈י╞ ᵸ ḕᴝᵼ ἄι℅ῊὟ

Ctrl+F5 ֻᾺ ᴏᴵ  

҆ Telnet Ᵽ 

1 כּ іḠ Telnet ḭἋ ҭε⅝ḅχTera Term SecureCRT ι  Ҩ Tera 

Term ѭӕζιᶈ Telnet ḭἋ ҭіᾺấ ὶι Ὅ Telnet ᴃ ιѮ  IP 

192.168.0.1ι ᴭᴺ 23  
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2 Ԅ⃰ ἋᵄᵙḸזּ￼  

 

є SSH Ᵽ 

SSH ות ᶈҐὭ і ừ֙їῗ ι￼זּ ӾӔּזԎҤ ΆẪת ԄҐὭ Ầᵏ

ו ἑᴵҨ SSH ת  

1 כּ  ︡ẹҐὭ ￼Web ι -ת Ḡԅ -ת SSH ιᵏּזSSHו  
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2 כּ  іḠ SSHḭἋ ҭε⅝ḅχTera Term SecureCRT ι  Ҩ Tera 

Term ѭӕζιᶈSSHḭἋ ҭіᾺấ ὶι ὍSSHᴃ ιѮ  IP 192.168.0.1ι

ᴭᴺ 22  

 

3  Ԅ⃰ ἋᵄᵙḸזּ￼  
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ᵹ SNMP Ᵽ 

ᴵҨᴠ SNMP ᶢ Ά│ҟ  

2.1.2  Console ὓᴬ ⱣҏὈῡ 

ѕṖ ҐὭ ᴵҨ Console ὶᴭ ιҐὭ ֧ᴔת їιӔּזConsole ת

ҐὭ ј ἋᵄᵙḸזּ  

⸗ ὓᾛẩ 

ΆẪ χӔּזѩᴭ ὶεἍῶѕṖ ҐὭ ᶎᾟὙ ΆẪζ,ѩᴭὶּכ ιRJ45

ὶᴭὶҐὭ ￼Console ὶᴭ  

https://service.tp-link.com.cn/detail_article_4311.html?smb
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├Ỵχ 

 ̧ זּ ΆẪ ὶּכ ọ ᾟὙѩᴭιḅ‛ּכ ≡ῶѩᴭ Ҁ USB ѩᴭ  

ΆẪ҇χӔּז‰֝USB Micro USB ὶε ֫ҐὭ ᾟὙ ΆẪζι‰֝USBὶּכ

ιMicro USB ὶҐὭ   

 

Console ὓᴬ Ᵽ 

1 Ḡ  ט

1ζ ḅ‛ּכ Ṿѩᴭὶᴭιј Ḡ  ψט

2ζ ḅ‛ӔּזUSB ѩᴭ ιּכ і Ḡ USB ѩᴭ ￼  ψט

3ζ ḅ‛ӔּזUSB Micro USB ὶι Ḡ TP-LINK Micro USB ѩᴭ ט ẑ   
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2 כּ іḠ ѩᴭ ӡḭἋ ҭε⅝ḅχTera Term SerureCRT ι  Ҩ Tera Term

ѭӕζιᶈѩᴭ ӡḭἋ ҭіᾺấ ὶι Ὅ SerialιҨᴣḾẔ￼ ӡ ᴭεјᵃּכ

￼ ӡ ᴭҺј ‾ζ  

 

3 Serial Port ԋ ѧ └⸗ꞌχ38400bps ᾭὯӈχ8bit ᷈ӱ› χnone ӯ

₿ӈχ1bit ᾭὯ╙ίֺχnone  

 

4  ︡ ẹἄוѳᵅι ὶᶈ ᴭѧ Ԅ CLIᵘҧᴏᴵת  
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2.1.3  Management ὓᴬ ⱣҏὈῡ 

ѕṖ ҐὭ ᴵҨ Management ὶᴭ ת ε ֫ҐὭ јᾟὙ ὶᴭζ 

⸗ ὓᾛẩ 

Ṅּכ ￼ ὶֹҐὭ ￼Management ὶᴭі  

 

1 ԎҤ ΆẪιת Management ὶᴭ￼ IPᶊᶍιҨWeb ѭӕᶈת ת

- - ᴭת ѧ Management ὶᴭ￼ IP ᶊᶍ ε ֫ҐὭ  ᴭת

IPѭ 192.168.1.1ζ  
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2 Management ὶᴭιI ҨӔּזHTTP HTTPS Telnet SSH ΆẪ ҐὭ ιת

ԏӌᾛӐΆ│љּכ ўחᴭ ὶҐὭ ᾛӐΆ│  

2.1.4  ⱣḟԄ 

ҐὭ ѧּזἋ֫ѭ 4 Ѧ ָιᶈḫ Ẕּז ѧ⁞Ὧ ∂ֳấּזἋχ 

 ̧ ᵔχᴵҨת ᵙӢᾡἍῶו ιץὐֳấᵙӢᾡּזἋ  

 ̧ ᾛӐᵔχᴵҨ ᵙӢᾡᶽ ו֫ ιӇј ֳấᵙӢᾡּזἋ εԏӌјᴵ ו￼

ᴠ Ἃἐԛᵙᵘҧזּ ἐԛζ 

 ̧ ἋχјᴵᶵҰᵙṀԄזּ јᴵֳấᵙӢᾡּזἋιᴵҨ ᵙӢᾡҐὭ ᶽ ֫

ו εԏӌјᴵ ו￼ ᴠ Ἃἐԛᵙᵘҧזּ ἐԛζ 

 ̧ ῞ ‬ἋχҝᴵҨזּ ҐὭ ᴿѦו ￼ ừ֙  

1  web ѯӕ 

ᶈҐὭ ￼ Ἃזּ-ת Ἃזּ-ת ףּ ι јᵃ  ￼ ᵔת ᴺ  



 

12 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

2  CLI  

∂χҐὭ ѧֳấ Ѧ Ἃᵄזᵔιּת test Ḹ  test1234567  

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)# user name test privilege admin password test1234567  

├Ỵχḅ‛ố ἋᵄᵙḸזּ ιᴵҨ Console ᴭ ҐὭ ιת CLIֳấ Ѧ ת

ᵔ Ἃι Ὰ  ҐὭת  

3  ֳ ấ⸗ ₩ẪḸ  

CLI ἋᴵҨזιᶈ⸗ ₩Ẫїιּת ҐὭ ￼Ἅῶו ι ᵔᴵҨ⁞Ὧת

Ḡԅ ᵏּזCLI⸗ ₩ẪḸ  

CLI ѯӕχ 

∂χҐὭ ѧֳấ⸗ Ḹ  test1234567  
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TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#enable password test1234567  

├Ỵχḅ‛ố ҃⸗ Ḹ ιṸῺ Ԅ⸗ ₩ẪιҐὭ ṏᴱ ᶶӈ҃  

4  Console ᴭ︡ẹּזἋᵄḸ  

ḅ‛ṸῺᶭẶҐὭ  Console ὶᴭ Ḡԅớιֱ￼ת ᵏּזҐὭ ￼ AAA ι

AAA ו Console ὶᴭᶭזּזἋᵄᵙḸ  

Web ѯӕχ 

ℓ χ Ḡԅ-AAA-ԅṕ ιᵏּז AAA ו  

 

ℓ ҇χ Ḡԅ-AAA-Ά│֯ ι‬ ︡ẹΆ│ ι Ṱ l҃ocalז▌ ￼ ΆẪι

ῂ ᶹ  
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CLI ѯӕχ 

︡ẹΆ│֯ ֧ᴔ Ṱ Ḅ҃ιCLIѧᴱ ᵏּז AAA ᴏᴵ  

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#aaa enable  

├Ỵχḅ‛ᵏּ҃זAAA ιᴡố ҃Ḹ ιҐὭ ṏᴱ ᶶӈ҃  

5     ת

ҐὭ ᴵҨ Ḿ IP MAC ᵙ ᴭ‎ ֺ ἋṞớזּ￼ ҐὭת  

Web ѯӕχ 

∂χ ֺᴱῶ 192.168.0.0/24 ⅎ￼ּזἋἑ  ҐὭת  
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Ḡԅ-ת Ḡԅ-ת  Ὅ ֺ ᶚ ὶԄΆẪιҨᴣӹ ҐὭ ּזἋ￼ IPᶊ

ᶍ  

 

CLI ѯӕχ 

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#user access -control ip -based 192.168.0.0 255.255.255.0 telnet 

ssh http  
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2.2  ҆ṕ ҏὈῡ Ᵽᾛ←Ҟ  

2.2.1  ѝזὓᴬ ⱣҏὈῡ 

҇Ṗ ҐὭ ᴵҨ ўחᴭ ὶ ҐὭ ιת ўחᴭᴵҨӔּז HTTP HTTPS

Telnet SSH SNMP  ҐὭת  

ўחᴭ ת IPχ192.168.0.1  

ўחᴭ Ἃᵄχadminזּת  

ўחᴭ Ḹת χadmin  

  ҟ ҐὭ ᶈ֧ᴔừ֙їιּכ ḅӍ ўחᴭӔּזHTTP HTTPS Telnet SSH

 ҐὭת   

⸗ ὓᾛẩ 

Ṅּכ ￼ ὶֹҐὭ ￼ўחὶᴭіιḅїᶃἍ χ 

 

HTTP HTTPS Ᵽ 

1 ᶈּכ іἔẦ╞ ᵸι Ԅ http://192.168.0.1 ἆ  https://192.168.0.1 ε╞ ᵸ

ấ ӔּזChrome Firefox Edge ἆ IE9Ҩі￼╞ ᵸζ  
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1  Ԅ⃰ ἋᵄᵙḸזּ￼  

 
├Ỵχ 

 ̧ ḅ‛ӔּזHTTPS ╞ιת ᵸҺώ Ḡԅ ιᶈ╞ ᵸѧ♇֨ ӡỤɋ ֹ ᴏ

ᴵ εјᵃ╞ ᵸώ ᴵ Һּצῶјᵃζ  

 ̧ ḅ‛ Ԅ⃰ ἋᵄᵙḸזּ ѳᵅι ת Ῐ јԅιᴵ ῗּ҈י╞ ᵸ ḕᴝᵼ ἄι℅ῊὟ

Ctrl+F5 ֻᾺ ᴏᴵ  

҆ Telnet Ᵽ 

1 כּ іḠ Telnet ḭἋ ҭε⅝ḅχTera Term SecureCRT ι  Ҩ Tera 

Term ѭӕζιᶈ Telnet ḭἋ ҭіᾺấ ὶι Ὅ Telnet ᴃ ιѮ  IP 

192.168.0.1ι ᴭᴺ 23  
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2 Ԅ⃰ ἋᵄᵙḸזּ￼  

 

є SSH Ᵽ 

SSH ות ᶈҐὭ і ừ֙їῗ ι￼זּ ӾӔּזԎҤ ΆẪת ԄҐὭ Ầᵏ

ו ἑᴵҨ SSH ת  

1 כּ  ︡ẹҐὭ ￼Web ι -ת Ḡԅ -ת SSH ιᵏּזSSHו  
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2 כּ іḠ SSHḭἋ ҭε⅝ḅχTera Term SecureCRT ι  Ҩ Tera 

Term ѭӕζιᶈSSHḭἋ ҭіᾺấ ὶι ὍSSHᴃ ιѮ  IP 192.168.0.1ι

ᴭᴺ 22  

 

3 Ԅ⃰ ἋᵄᵙḸזּ￼  
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ᵹ SNMP Ᵽ 

ᴵҨᴠ SNMP ᶢ Ά│ҟ -  

2.2.2  Console ὓᴬ ⱣҏὈῡ 

ѕṖ ҐὭ ᴵҨ Console ὶᴭ ιҐὭ ֧ᴔת їιӔּזConsole ת

ҐὭ ј ἋᵄᵙḸזּ  

⸗ ὓᾛẩ 

ΆẪ χӔּזѩᴭ ὶεἍῶѕṖ ҐὭ ᶎᾟὙ ΆẪζ,ѩᴭὶּכ ιRJ45

ὶᴭὶҐὭ ￼Console ὶᴭ  

https://service.tp-link.com.cn/detail_article_4311.html?smb
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├Ỵχ 

 ̧ זּ ΆẪ ὶּכ ọ ᾟὙѩᴭιḅ‛ּכ ≡ῶѩᴭ Ҁ USB ѩᴭ  

ΆẪ҇χӔּז‰֝USB Micro USB ὶε ֫ҐὭ ᾟὙ ΆẪζι‰֝USBὶּכ

ιMicro USB ὶҐὭ   

 

Console ὓᴬ Ᵽ 

1 Ḡ  ט

1ζ ḅ‛ּכ Ṿѩᴭὶᴭιј Ḡ  ψט

2ζ ḅ‛ӔּזUSB ѩᴭ ιּכ і Ḡ USB ѩᴭ ￼  ψט
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2 כּ іḠ ѩᴭ ӡḭἋ ҭε⅝ḅχTera Term SerureCRT ι  Ҩ Tera Term

ѭӕζιᶈѩᴭ ӡḭἋ ҭіᾺấ ὶι Ὅ SerialιҨᴣḾẔ￼ ӡ ᴭεјᵃּכ

￼ ӡ ᴭҺј ‾ζ  

 

3 Serial Port ԋ ѧ └⸗ꞌχ38400bps ᾭὯӈχ8bit ᷈ӱ› χnone ӯ

₿ӈχ1bit ᾭὯ╙ίֺχnone  

 

4 ︡ẹἄוѳᵅι ὶᶈ ᴭѧ Ԅ CLIᵘҧᴏᴵת  



 

23 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

2.2.3  ⱣḟԄ 

ҐὭ ѧּזἋ֫ѭ 4 Ѧ ָιᶈḫ Ẕּז ѧ⁞Ὧ ∂ֳấּזἋχ 

 ̧ ᵔχᴵҨת ᵙӢᾡἍῶו ιץὐֳấᵙӢᾡּזἋ  

 ̧ ᾛӐᵔχᴵҨ ᵙӢᾡᶽ ו֫ ιӇј ֳấᵙӢᾡּזἋ εԏӌјᴵ ו￼

ᴠ Ἃἐԛᵙᵘҧזּ ἐԛζ 

 ̧ ἋχјᴵᶵҰᵙṀԄזּ јᴵֳấᵙӢᾡּזἋιᴵҨ ᵙӢᾡҐὭ ᶽ ֫

ו εԏӌјᴵ ו￼ ᴠ Ἃἐԛᵙᵘҧזּ ἐԛζ 

 ̧ ῞ ‬ἋχҝᴵҨזּ ҐὭ ᴿѦו ￼ ừ֙  

1 web ѯӕ 

ᶈҐὭ ￼ Ἃזּ-ת Ἃזּ-ת ףּ ι јᵃ  ￼ ᵔת ᴺ  
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2 CLI  

∂χҐὭ ѧֳấ Ѧ Ἃᵄזᵔιּת test Ḹ  test1234567  

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)# user name test privilege admin password test1234567  

├Ỵχḅ‛ố ἋᵄᵙḸזּ ιᴵҨ Console ᴭ ҐὭ ιת CLIֳấ Ѧ ת

ᵔ Ἃι Ὰ  ҐὭת  

3 ֳấ⸗ ₩ẪḸ  

CLI ἋᴵҨזιᶈ⸗ ₩Ẫїιּת ҐὭ ￼Ἅῶו ι ᵔᴵҨ⁞Ὧת

Ḡԅ ᵏּזCLI⸗ ₩ẪḸ  

CLI ѯӕχ 

∂χҐὭ ѧֳấ⸗ Ḹ  test1234567  
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TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#enable password test1234567  

├Ỵχḅ‛ố ҃⸗ Ḹ ιṸῺ Ԅ⸗ ₩ẪιҐὭ ṏᴱ ᶶӈ҃  

4 Console ᴭ︡ẹּזἋᵄḸ  

ḅ‛ṸῺᶭẶҐὭ  Console ὶᴭ Ḡԅớιֱ￼ת ᵏּזҐὭ ￼ AAA ι

AAA ו Console ὶᴭᶭזּזἋᵄᵙḸ  

Web ѯӕχ 

ℓ χ Ḡԅ-AAA-ԅṕ ιᵏּז AAA ו  

 

ℓ ҇χ Ḡԅ-AAA-Ά│֯ ι‬ ︡ẹΆ│ ι Ṱ l҃ocalז▌ ￼ ΆẪι

ῂ ᶹ  
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CLI ѯӕχ 

︡ẹΆ│֯ ֧ᴔ Ṱ Ḅ҃ιCLIѧᴱ ᵏּז AAA ᴏᴵ  

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#aaa enable  

├Ỵχ 

1 ḅ‛ᵏּ҃ז AAA ιᴡố ҃Ḹ ιҐὭ ṏᴱ ᶶӈ҃  

2 Έῼ ҭⱱ ￼ҐὭ јᾟὙAAA ι ᶈConsole ὶᴭѧӔּז line ᵘҧ

Console ὶᴭ￼︡ẹḸ ιԏӌ ḅїχ 

TL-SG3210>enable  

TL-SG3210#configure  
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TL-SG3210(config)#line console 0  

TL-SG3210(config - line)#login local  

5    ת

ҐὭ ᴵҨ Ḿ IP MAC ᵙ ᴭ‎ ֺ ἋṞớזּ￼ ҐὭת  

Web ѯӕχ 

∂χ ֺᴱῶ 192.168.0.0/24 ⅎ￼ּזἋἑ  ҐὭת  

Ḡԅ-ת Ḡԅ-ת  Ὅ ֺ ᶚ ὶԄΆẪιҨᴣӹ ҐὭ ּזἋ￼ IPᶊ

ᶍ  

 

CLI ѯӕχ 

TL-SH7428>enable  

TL-SH7428#configure  

TL-SH7428(config)#user access -control ip -based 192.168.0.0 255.255.255.0 telnet 

ssh http  
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2.3  ᴄWEB ҏὈῡ Ᵽᾛ←Ҟ  

2.3.1  ᴄWEB ⱣҏὈῡҞ  

ᴅWeb ҐὭ ῗTP-LINK2 ֯ ᴅ ҐὭ ι ׁṰ ԅ ״ ἄ҉ҐὭ ֯ι

  ᾰ ḾҨׁ  ᶚ￼ ᶵ ΆẪת ҟ ι ⱱ ￼ 2 ֯ ᴅWEB ҐὭ 

ᴵҨ Web ףּ ᵙ TP-LINK Web ҐὭ ḭἋ ת   

2.3.2  WEB Ᵽ 

1  ṄҐὭ ￼₩ẪẦԋὌֹט Web ת ₩ẪιӔּז Ṅּכ ᴭљҐὭ ￼үỴὶᴭ

  

 

2  Ṅּכ ￼IPᶊᶍ ἄљҐὭ ᵃ ⅎι֧ ᴔꜛỗїιҐὭ  IPῗ192.168.0.1  
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3  ᶈּכ іἔẦ╞ ᵸι Ԅ 192.168.0.1ιᴏᴵ⃰Ẃ  ҐὭת  
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├Ỵχḅ‛ Ԅ⃰ ἋᵄᵙḸזּ ѳᵅι ת Ῐ јԅιᴵ ῗּ҈י╞ ᵸ ḕᴝᵼ

ἄι℅ῊὟCtrl+F5 ֻᾺ ᴏᴵ  

2.3.3  TP-LINK Web ҏὈῡḬỦ ẓⱴ Ẑ Ᵽ 

1 כּ іḠ TP-LINK Web ҐὭ ḭἋ Ẕּז ẑ εї ᶊᶍχ

https://service.tp - link.com.cn/detail_download_5553.html ζ   

2 כּ ᴭљҐὭ ￼үỴὶᴭ  

3 TP-LINK Web ҐὭ ḭἋ Ẕּז ẑ ι♇֨ ֻᾺ Ὗ 

 

4  ḅ‛ҐὭ  IPљѮ  IPјᶈᵃ Ѧ ⅎι♇֨ IP ιṄҐὭ  IPӢᾡѭљѮ  IP

ᶈᵃ ⅎ ( ҐὭ ⃰ ἋᵄᵙḸזּ￼ ἑ Ӣᾡ)  
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5  ♇֨ ︡ẹ ι Ԅ⃰ ἋᵄᵙḸזּ￼ ιᴏᴵ   ҐὭת
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2.4  ᴾ ҏὈῡ︡ҬἫֿבấԊҞ  

2.4.1  ︡ҬἫֿבấԊҞ  

TP-LINK јᵃᶚᴺ￼ҐὭ Ὂῶјᵃ￼Ὄ Ầԋιᵼ℅ᴵ Ὅ￼ṪӐ₩Ẫј ‾ι ᶋ￼זּ

῟Ѽј ‾ι ᾰ Ѯ ҟ ׁἍῶ￼ҐὭ ￼ ҭὌ Ầԋᴣ ҎӔּז ῎   

2.4.2  1 ֮ҏὈῡ 

 

 ֜ҏὈχἍῶ ᴭ יּ ӡι ῞҈זּ ᾭὯҽ  ᶫψע

VLAN χ ᴭљ ᴭѳ Ҋ ιᴱ љі ᴭ ӡι ҈זּ ὶῂ AP￼Ӕּזᶋ

῟ιἬֺ Ῡιώ״ ớ ᵀּזᶈ Ҏ ẖ Ḷ ῂ ι ᴱ

і ј Ҋ ￼ᶋ῟ѧψ 

ӿ χἍῶ ᴭ￼ IEEE802.3x╙ίו ԋ ι ᵀּזᶈ ҎӔּזẍᾘἆ ᾘҽ ᾭὯ

‹ᶫѧιḅχḙע￼ ᾨḙ ᵌ Ԁ  

2.4.3  1 ֮ POEҏὈῡ 

⁴ẩ ᴿ 1 
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VLAN χ ᴭљ ᴭѳ Ҋ ιᴱ љі ᴭ ӡι ҈זּ ὶῂ AP￼Ӕּזᶋ

῟ιἬֺ Ῡιώ״ ớ ᵀּזᶈ Ҏ ẖ Ḷ ῂ ι ᴱ

і ј Ҋ ￼ᶋ῟ѧψ 

ὔχר ᾯҐὭ ѧ￼ ḕ ◊ιҸק ҽ ᾦꞌι֟ Ṉ ί ѧᴊ ᵙ

Ԁא ι ᵀּזᶈ Ҏ ίẔּזᶋ῟ψ 

 ֜ҏὈχἍῶ ᴭ יּ ӡι ῞҈זּ ᾭὯҽ  ᶫψע

⁴ẩ ᴿ 2 

 

 ֜ҏὈχἍῶ ᴭ יּ ӡι ῞҈זּ ᾭὯҽ  ᶫψע

1~4 Ả α10Mbps βχ 1Ќ4 ᴺ PoE ᴭ Ӊᴃᵬ ꞌιḫא῭ ε200~300m ζ

￼ᾭὯҽ ι ᵀּזᶈ Ҏ ￼ ίẔּזᶋ῟   
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2.4.4  2 ֮ ҈ Ᵽῡᶙ 

 

VLAN χ ᴭљ ᴭѳ Ҋ ιᴱ љі ᴭ ӡι ҈זּ ὶῂ AP￼Ӕּז

ᶋ῟ιἬֺ Ῡιώ״ ớ ᵀּזᶈ Ҏ ẖ Ḷ ῂ ι ᴱ

і ј Ҋ ￼ᶋ῟ѧψ 

Web ⱣχҐὭ ᾟὙ ᶊWeb ιᾟὙת ᴭᴠᾭιᾟὙ ᴭ ꞌιᾟὙ

802.1Q VLAN MTU VLAN ᴭ VLAN ו ￼ ψ 

 ֜ҏὈχἍῶ ᴭ יּ ӡι ῞҈זּ ᾭὯҽ ᶫע  

2.4.5  2 ֮҈ Ᵽῡᶙ 
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VLAN χ ᴭљ ᴭѳ Ҋ ιᴱ љі ᴭ ӡι ҈זּ ὶῂ AP￼Ӕּז

ᶋ῟ιἬֺ Ῡιώ״ ớ ᵀּזᶈ Ҏ ẖ Ḷ ῂ ι ᴱ

і ј Ҋ ￼ᶋ῟ѧψ 

҈ ⱣχҐὭ ᾟὙ ᶊWeb ιᾟὙת ᴭᴠᾭιᾟὙ ᴭ ꞌιᾟὙ

802.1Q VLAN MTU VLAN ᴭ VLAN ו ￼ ψᵃῊҐὭ ѼᾟὙ҉ ות

ιᴵҨ ᵬ҉APPἆ ᵬּז ҉Ẉᴶ ת  

 ֜ҏὈχἍῶ ᴭ יּ ӡι ῞҈זּ ᾭὯҽ  ᶫψע

2.4.6  ṩѝ ҏὈῡ  

ᶙ 1 

 

VLANχẦᵏ/ԋ ᴭљ ᴭѳ Ҋ ιᴱ љі ᴭ ӡψ 

BSPχẦᵏ/ԋ ẍᾘ ῩӠἴו ψ 

Ҩіѣ ו ῗּזᶈṪўᶋ῟ιӔּז ⁞Ὧḫ ∂֘ḧῗᵋẦᵏ  

ᶙ 2 
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WEBχҐὭ ᾟὙ ᶊWeb ιᾟὙת ᴭᴠᾭιᾟὙ ᴭ ꞌιᾟὙ

802.1Q VLAN MTU VLAN ᴭ VLAN ו ￼ ψ ֫ῳᾺ ҭⱱ ε3.0 ᴣҨ

іζ￼Ṫў ҐὭ ѼᾟὙ҉ ות ιᴵҨ ᵬ҉APPἆ ᵬּז ҉Ẉᴶ

ת  

BSPχẦᵏ/ԋ ẍᾘ ῩӠἴו ψ 

DIP ἫֿבấԊαP1-P10βχẦᵏ/ԋ ḾẔ ᴭѧᾸἵ ו ιẦᵏᵅ ᴭḅ‛ᾸẦћѼ

FAULTὶ ḒὶԄ҃ἵ ᵸ￼ừ֙їι ᶵҺ ֧ἵ ӡỤ ἵ ᵸғּוἵ ψ 

ᶙ 3 
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WEBχҐὭ ᾟὙ ᶊWeb ιᾟὙת ᴭᴠᾭιᾟὙ ᴭ ꞌιᾟὙ

802.1Q VLAN MTU VLAN ᴭ VLAN ו ￼ ψ ֫ῳᾺ ҭⱱ ε3.0 ᴣҨ

іζ￼Ṫў ҐὭ ѼᾟὙ҉ ות ιᴵҨ ᵬ҉APPἆ ᵬּז ҉Ẉᴶ

ת  

BSPχẦᵏ/ԋ ẍᾘ ῩӠἴו ψ 

DIP ἫֿבấԊαP1-P10βχẦᵏ/ԋ ḾẔ ᴭѧᾸἵ ו ιẦᵏᵅ ᴭḅ‛ᾸẦћѼ

FAULTὶ ḒὶԄ҃ἵ ᵸ￼ừ֙їι ᶵҺ ֧ἵ ӡỤ ἵ ᵸғּוἵ ψ 

ERPSχע Ầԋι ԋ ι ᶈWEB₩Ẫїἑ ẦᵏιẦᵏᵅιҐὭ Ầᵏ ERPS

￼Ѯוע ιẊӔ RPLẦԋψ 

RPLχ ԋ ιẦᵏᵅι ᴭ 1 ѭ RPLᴭ  
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2.5  ᴾ ҏὈῡᶵӇᾛ←Ҟ  

2.5.1  2 ֮ҏὈῡ 

1 Web Ᵽꜛ ᶵӇᾛ← 

︡ẹҐὭ  ת -ת Ṫԏ- Ỡ ,ʉ♇֨ ᶶӈ Ὗ ᴏ  I  

2 ︡ҬᶵӇᾛ← 

2.1 ҉   ҐὭת

₩ẪẦԋּיWeb ⱣὌ  ֜ҏὈιԜồ ε2sԓζὌᵻWeb Ᵽ  

 

2.2 ҉   ҐὭת

₩ẪẦԋּ҈י ⱣὌ  ֜ҏὈιԜồ ε2sԓζὌᵻ҈ Ᵽ  
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2.5.2  3/5/6/7/8 ֮ҏὈῡ 

1 Web Ᵽꜛ ᶵӇᾛ← 

︡ẹҐὭ  ת -ת Ṫԏ- ҭᶶӈ,♇֨ ᶶӈ Ὗ ᴏ  I

2 Console ὓᴬᶵӇᾛ← 

2.1 Console ὶᴭ῾ ︡ẹḸ  

1 כּ ὶҐὭ ￼Console ὶᴭιԏӌ ὶᵙ Ά│ᴠ ҇Ṗ ҐὭ ￼ Άת

│ ἆѕṖ ҐὭ ￼ │Άת   

2 Ӕּז reset ᵘҧḾҐὭ  ᶶӈ. 
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ᶶӈᵘҧѯӕχ 

TL-SH7428>enable  

TL-SH7428#reset  

System software reset, are you sure? (Y/N):y  

2.2 Console ὶᴭ ҃︡ẹḸ  

1 כּ ὶҐὭ ￼Console ὶᴭιԏӌ ὶᵙ Ά│ᴠ ҇Ṗ ҐὭ ￼ Άת

│ ἆѕṖ ҐὭ ￼ │Άת   

2 Ḿ ᶵ Ὰіּכ￼ ѧιẸѩᴭּף ѧ֧א Hit any key to stop autoboot ώ ￼

ῊӧιὟүỴ ι֧אḅїּף χ 

 

3 Ὅ 2ι ὍᶶӈҐὭ   

 

4 ḅ‛ҐὭ Ӕּז￼⅝ Έῼ￼ ҭⱱ ιᶈᵏטῊιẸѩᴭּף ѧ֧א Press CTRL-B 

to enter the bootUtil ᴣῊὟїCtrl+B ιᶈ֧ףּ￼א ѧ Ὅ reset  
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3  ҏὈ  

3.1  ҏὈῡ ᴬרὔ ἷᴆ 

3.1.1  ẓⱴҞ  

ᴭ ίῗ ᾭὯץ ᴨἩ ιI ҨḫאṄ Ѧἆ֡Ѧ εÆ ί ᴭζ￼ᾭὯץᶶֺ

ֹ Ѧ⸗ḧ￼ ᴭε ί ᴭζι Ḿᾠ ֹ￼ᾭὯץ ֫‘ιᴵҨ ֹ ίἆὴ

ᾥ ￼ ￼   

3.1.2  ₱Ҟ  

ѧῶ ᴶḠ ҃ᾭὯ֫ץ‘ ҭ￼Ѯ  ὶᶈҐὭ ￼ 3 ᴺ ᴭι Ḿ ѧּכ

￼і ѭ ί Ỵ ὂἓḅїχ 
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3.1.3  ᾛ← 

1  ᶈ ҇ṖҐὭ-> ᴭ <-ת ᴭ ί ѧι♇֨ ιḅїḅἍ  

 

Ὅ ί ᴭ 3 ￼ιẊ♇֨ώҐψᶈ ί ᴭѧ Ὅ ί￼ ᴭ 5.6 ᴭιԄᴭ֧ᴭ

ᶎ Ὅᵏּזι♇֨ώҐιḅїᶃἍ  
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2 ώҐᵅᴵҨ ֹ ί ᴭꜛỗ֯ χ 

 

℅ṰḢἄ ι├ỴӠḕ ҨԁὲּכṀ Ѣ᷂  
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3.1.4  ↕ổ҅  

 ̧ ᶺ ί ᴭᴵ ἄ ј ḧι ѧ╙ ᶽῊјấ ₭ớ ᶺ

ί ᴭ  
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3.2  ҏὈῡ ᴬ ἷᴆ 

3.2.1  ẓⱴҞ  

ᴭ ו ᴵҨ ֺ Ѧ ᴭֹᴰᶹ ᴭ￼ᾭὯ ᴧ ֺᾭὯ ᴧ￼ΆẪᵙ

VLAN ֺ￼ΆẪỄ ӆιӇῗ ֺớ῭Ặ ᴭ ᴵҨᶈⱶתі

ẦѣѦ ᴭ ι ҈זּ ҎḾẍᾘ╙ ⅝ ᾧỵ￼ᶋἍι ᴭ ‎ ẍ

ᾘᶟ  

3.2.2  ₱Ҟ  

• ⱶᵬᶋ ῂ ιӔּזᴥ APᾉ AC ￼ Ά⁮ιѭ҃ APᵙ APѳ

￼ ι֟Ṉẍᾘ╙ ￼ẇἣιɰ Ặῂ ￼ ḧớι ᶈὶԄҐὭ іזּ ᴭ

￼ ιӔAPᴱ ᵙі ￼ AC ι Ҋѳׁј ι ὂἓḅїχ 
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3.2.3  ᾛ← 

ᶈ ҇ṖҐὭ-> ᴭ <-ת ᴭ ѧι♇֨ ι ὍḾẔ ᴭ￼ ᴧ ᴭι ₭ѯӕ

2-28 ᴭ￼ ᴧ ᴭѭ 1 ᴭψᵼѭ 1 ᴭῗі ᴭι1 ᴭ￼ ᴧ ᴭѭἍῶ ᴭιḅ

їḅἍ  

1 2-28 ᴭᴱ ᴧֹ 1 ᴭχ 
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2 1 ᴭᴵҨ ᴧ 1-28 ᴭχ 

 

Ḣ ᴭᵙ ᴧ ᴭ￼ԋ ι♇֨ώҐιᴵҨ ֹḅї￼ ᴭ ᴧ֯ χ 
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℅ṰḢἄ ι2-28 ᴭі￼APᴱ ᵙ 1 ᴭὶ￼AC ᶵ ιAP Ҋѳ ј

ᴰᶹ ├ỴӠḕ ҨԁὲּכṀ Ѣ᷂  
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3.3  ҏὈῡ ᴬḟԄ ἷᴆ 

3.3.1  ẓⱴҞ  

Ҏ ᶋ῟ї ֺ ᴭ￼ῳᶽḙѽMAC ᾭ ι‎ MAC ᶊᶍᾢ֨ᵙίֺ

ᴭ￼ ╙ ḅ‛ ᴭᵏּז ᴭḠԅו ιṄטỗḙѽὶԄ￼MAC ᶊᶍιẸḙѽᶊᶍᾭ

ֹῳᶽӪῊӯ₿ḙѽ ℅ᵅιMAC ᶊᶍ῾ ḙѽ￼ ᶵṄј Ԝ ᴭὶԄ

ιӠ Ḡԅớι ẂṄ ỗᶊᶍ + ᴭḠԅ ᵀ ‎Ӕּז   

3.3.2  ₱Ҟ  

•ԇᴻ ᵔת ∂ҐὭ ￼ ᴭ 1 ᴱ ῗ ỗᶊᶍ ѧ 1 Ѧ MAC ḾẔ￼ ᶵᴵҨі ι

јᶈ ỗᶊᶍ ѧ￼ ᶵֱῂ│і ι ѱ ᴭḠԅו Ḿ ᴭ 1 ῳᶽḙѽᶊ

ᶍᾭѭ 0.ιẊћᶈ ỗᶊᶍ ѧ▌זӹ і ￼ Ѧ ᶵ￼MAC  

3.3.3  ᾛ← 

1  ᶈҐὭ web ףּ  ҇ṖҐὭ -> ᴭ ᴭḠԅ <- ת ι ᴭḠԅι 1Æ ῳ

ᶽḙѽᶊᶍᾭѭ 0χ 
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2  Ḿ ᴭ 1 Ӯ ỗᶊᶍ ḧι ḧӹ і ￼ ᶵ  

 

ḅі ᵅιֱ ᴱῶMAC ѭ 80-EA-07-0D-0B-CC￼ ᶵὶᶈ ᴭ 1 ￼ VLAN1 ї

і ιԎҤ ᶵὶֹ ᴭ 1 ֱῂ│і   
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3.4  ҏὈῡ ᴬ₲ ἷᴆ 

3.4.1  ẓⱴҞ  

ᴭ∆ ו ῗṄҐὭ ￼ᶺѦⱶת ᴭ∆ ᶈ ẻἄ Ѧ і￼ⱶת ᴭιa ∆

ԓ￼ᶺ‍ ֱᴵ ѭ ‍ ᴭ∆ Ѯ ῶѣѦӐּזχṾḴᴬז ᶵҰ   

3.4.2  ₱Ҟ  

•ҲўѧῶѣѦ ι⅛Ѧ ῶѣѦהԇ♇ι⅛Ѧהԇ♇￼ѣѦ ᴿῶ ѦὶԄҐὭ ι

јᵃהԇ♇ѳ ⁄ỌҐὭ  ὶιאᶈ ⁄ỌҐὭ ѳ ￼ ∆ ιa Ὴ

јᵃ јᵃ VLAN  ᾰҨ TL-SG5428PEѭӕҟ ḅӍᶈε3/5/6/7/8 ζ ֯Ґ

Ὥ  ᴭ∆ ҨᴣᶈVLAN ῊḅӍӔּז ו ὂἓḅїχ 

 

3.4.3  ᾛ← 

1 ᴿ ᾛ← 

ᶈ ҇ṖҐὭ->∆ טἐ<-ת ѧιїἾ ὍLAG ᴺḅ LAG1ι Ὅ ∆

￼ ᴭḅ 23-24 ᴺ ᴭι♇֨ώҐ  
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2 ח ᴿ ᾛ← 

ᶈ ҇ṖҐὭ->∆ LACP<-ת ѧι Ὅ ∆ ￼ ᴭι Ԅ Keyεᴏת

LAG ᴺ 1-8ζιꜛỗїἾ ὍẦᵏι♇֨ώҐ  

 

3 VLAN ᾩḄӌӓⱴ₲ ᴬ 
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ᶺѦ ᴭ ∆ ᵅᶈ іῗ Ѧ ᴭι VLAN Ὴљ῞ ᴭ ӆιᴱῗ

├Ỵἐט Ὅ LAGS֯ ԏӌ Ά│ḅїχ  

1  ᴭ ᶚѭ TRUNK ᶈ VLAN->802.1Q VLAN -> ᴭ ѧιᶈVLAN ᴭ

￼UNIT ֯ ѧ ѧ LAGSιṄ ᴭ LAG1￼ ᴭ ᶚ ѭ TRUNKι♇֨ώҐ  

 

2 ֮֫ VLANχᶈ VLAN->802.1Q VLAN -> VLAN ѧι֫ ֳָấVLAN10 VLAN20

ὍḾẔ￼ ᴭι├Ỵ∆ ᴭ ѭ Taggedιᶈ Tagged ᴭ￼ UNIT ֯ ѧ Ὅ

LAGSιԜ ὍḾẔ￼∆ ᴭι♇֨ώҐ ḅїᶃLAG1ᴭѭTaggedι9-16 ᴭѭUntagged  
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3 VLAN20 ￼ ᶶ 2 ℓᴏᴵ ḢἄᵅιVLANז▌ ֯ ḅїχ 

 

℅ṰḢἄ ι├ỴӠḕ ҨԁὲּכṀ Ѣ᷂  

3.4.4  ↕ổ҅  

 ̧ Ṟ҈ᵃ Ѧ∆ ѧ￼ἄᵔ ᴭọ ῶ ￼ ι Ҏ Ѯ ὐ STPץ QoS

VLAN ᴭṞớ MAC ᶊᶍḙѽ ḅ‛ ∆ ιấ ᶈҸӾ ∆

ᵅιԜ ∆ ￼ԎḜו ḅ‛ѣᴶ ᶵѳ Ӯ ᴭ∆ ιѣ ọ ᾟὙ ᴭ∆

ιᵋֱᴵ ҺṀ ע  
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 ̧ Ầᵏ 802.1Q VLAN  VLAN ‴ἄוּ QoS DHCP әᵎᴣ ᴭ ε

ꞌ ╙ίζו ￼ ᴭι Ṟ҈∆ ἄᵔιֱҤҪ￼ ӠὙ  

 ̧ Ầᵏ ᴭḠԅ ᴭ ί MAC ᶊᶍ ◒ ỗ MAC ᶊᶍ ḧ ᴁᴥṪᴣ 802.1X 

ו ￼ ᴭιј ∆Ԅז  

 ̧ Ầᵏ ARP ἴ DoS ἴו ￼ ᴭιấ ј ṄԎזԄ∆  

 ̧ ᵀ֫ѭ ỗ ᵀᵙטỗ ᵀιḫ ẔּזѧӔּזԎѧ ᴏᴵιἅᴻғᵝὸ Ӕּז

ỗ ᵀ￼ΆẪ  
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3.5  ҏὈῡᶉᶌ Ᵽה ӓⱴἷᴆ 

3.5.1  ҏὈῡᶉᶌ Ҟ  

TP-LINK 3/5/6/7/8 ֯ҐὭ  Ṿῶᶊᶍ ות ιҐὭ ￼ᶊᶍ ות ῗ ת

ҐὭ ἍḙѽֹMAC ￼ ѧṝ ￼ᶊΆι ҐὭ ￼ᶊᶍ ות ιᴵҨҸק ╙

ἆ Ӡ Ḡԅ ҐὭ ￼ᶊᶍ ות Ѯ ֫Ҩї֡Ѧו ₩ᶒιָ֫א ҟїᴿѦ

₩ᶒ￼ו ᵙẔּזᶋ῟  

3.5.2  ᶉᶌ ᾶ  

ᶊᶍ ᵍ҃ץ ᴭ ἵᾰ ᴧ￼ᶊᶍӡỤιῗҐὭ ḫ҇אṖἵᾰồ ᴧ￼ᶢ ᴵҨ

ᶈ  ‬ ֹҐὭ ᶊᶍ ￼ԅ ӡỤ  
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3.5.3  ᶉᶌ  

ỗᶊᶍּזּיἋἐṪ▌זᵙֵ ιјᴩῳᶽ Ὴק ￼ ֺ Ḿ҈ ὂἓ Ḿᶁḧ￼Ӕּז

ᶫ‎ע ιӔּז ỗᶊᶍ ḧᴵҨώ ҐὭ ￼ ᴧᾦꞌι֟Ṉ ѧ￼ẍᾘ╙  
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3.5.4 ח  ᶉᶌ  

 ỗᶊᶍῗҐὭט ḙѽט ᴨ￼MAC ᶊᶍ ҐὭ  ḙѽᾺ￼ᶊᶍᵙט ט

ỗᶊᶍטᶊᶍ‎јᾸ῭ᾺԎ￼זὲјԜӔּק  
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3.5.5  ╥ᶉᶌ  

◒ᶊᶍιӹ ҐὭ ḾјῼῺ ᴧ￼ᾭὯṿ ◒ιᴏ℅ᶴῗ ҐὭ ￼

MAC ᶊᶍ ᴧ ᵄᴅι℅֯ ѧ￼MAC ᾭὯֹ҃ץҐὭ ιҐὭ Һ ὍѢẨ ◒ᶊ

ᶍјҺ ιᴱק ἐṪ ᵙֵ  
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4  ᶣᴫה  

4.1  ҏὈῡᶣᴫ ἷḿ 

4.1.1  ẓⱴҞ  

ᶤ εAStackζῗὝṄᶺᴶ ᶵ њּז￼ᶤᴬᴭ ὶ ‎ιɨ ᴬ ᶺᴶἄᵔיּ ᶵ ἄι

ѮҐὭ εMaster ζ ᶵ ᶤᴬ ￼ ᵙת ἴιԎҤἄᵔ ᶵᶈᶴתўח￼ᵃ

ῊᴵӐѭѮҐὭ ￼ᶵҰ ῆѮҐὭ  ᶵᾥ ι Һ ט ѯᾺ￼ѮҐὭ ιҨ

Ӡ ўחјѧᾸιҡ ḫ҃א ᶵ￼ 1χN ᶵҰ ọ ￼ ᵅιἍῶ ᶵ Ὁקἄ

ᴶ  ֫ṵẪ ᶵ ӔּזᶤᴬἩ ᴵҨḫאᶺᴶ ᶵ￼ᴃᵃṪӐᵙ ιḾᶹת ṏӵא

ᴶ ᶵ ‾  

4.1.2  ₱Ҟ  

•ᶽᶚ ѭ҃Ӡ ￼ ḧớιẊћᶭז ᴧṾḴӔּזѕᴶ TL-SH8434 ҐὭ 

ᶤᴬ ι ᶵᶤᴬᵅ ∂ ֹҨї ∂χ 

1 Ặᶽ￼ Ἓṝ ￼ ҐὭזιᶤᴬᶭד ―ṾḴιᶭז ᴭᾭ ψ 

2 ᶤᴬᵅ ᶵ ἄ ᴶ ᶵι ψ 

3 ᶭז ᶵ￼֑ӎᶵҰ ιӠד ￼ ḧớ  
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4.1.3  ᾛ← 

₉ ᶣᴫ֜׀ᶴ 

֝ᶵѕᴶ֧ᴔꜛỗї￼ TL-SH8434 ҐὭ ιѕ⁞ 1 єӽSFP+ּכ TL-TC532-1 ҈זּ

ὶҐὭ ￼ᶤᴬᴭ  

҆₉ ᶣᴫᴬַײ  

TL-SH8434 ῶ 6 Ѧ ᴭᴵҨ ἄᶤᴬ ᴭιԎѧ 4 ѦєӽSFP+ᵙ 2 ѦQSFP+ ᴭιḅ

ᶃχ 
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1 ָ֫︡ẹ 3 ᴶ ᶵ￼web ףּ ιᶈ ᶤᴬו ɋᶤᴬ ɋᶤᴬת ףּ ᶤᴬ

ᴭιṄ ѧ￼ᶤᴬᴭꜛỗ ἄᵏּזι ₭ ὍṄҐὭ ￼ 29.30 ᴭ ἄᶤᴬᴭ  

2 ᶈ ⱶת ѳָׁ֫ ѕᴶҐὭ χ 

(1) ᶤᴬᵄ χᶈ ᶤᴬו ɋᶤᴬ ɋᶤᴬת ᶤᴬᵄ εᴵ ᾛӐζψ 

(2) ᶤᴬᴭχᶈ ᶤᴬו ɋᶤᴬ ɋᶤᴬת ѧṄᶤᴬᴭꜛỗ ѭᵏּז

εọ ᾛӐζψ 

(3) ᶤᴬ ᴺχᶈ ᶤᴬו ɋᶤᴬ ɋᶤᴬἄᵔת ѧָ֫ ѕᴶҐὭ 

￼ᶤᴬ ᴺѭ 4 5 6 εᴵ ᾛӐζ 

ᶵ├χ⅛ᴶ ᶵ꜠ ι ѳᵅ ệӠḕ  
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3 ṄѕᴶҐὭ ָ֫ ᵅӠḕ ᵅᾸּכιⱡᵅὟⱢ Ẫἆ ￼Ẫע ὶΆẪ ⱶת

ὶ  

4 ⱶת ὶᵅι ᶵіּכιᶤᴬẦḊẻἄιᶤᴬᵅᴱῶӐѭѮҐὭ ￼ Master Ὕ ♂

ҺҘ   
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ᶤᴬ ẻἄᵅιּזἋᴵҨ үỴἄᵔ ᶵ￼ ᴭ︡ ᶤᴬ ᶤᴬᵅ￼ ֫ѭԅṕ

ᵙ ᴭ ι╧ᴣֹ ᴭ ԋ￼ Һᶈ Ẕ￼ּף Ῐ јᵃUnit ι ὍјᵃUnit

‎ јᵃҐὭ ￼ ᴭ  

ᶤᴬӡỤṝ χ 
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4.1.4  ↕ổ҅  

 ̧ ᶤᴬ￼ ᶵᶚᴺᵙ ҭⱱ  ∂ ‾ψᶤᴬᵅԅṕ Һ⌐ּזMaster ᶵ￼  

 ̧ ḅ‛ ᶵјῗᶈ֧ᴔꜛỗї ιᶤᴬẻἄᵅᵤѦ ᶵῗMaster ιṏҺ⌐ּז Ѧ ᶵ

￼Ἅῶ  

 ̧ ᶤᴬ ῗῂ│ ᶶӈҐὭ ╦ ￼ι ἐטԋ ᶤᴬᴭᵙԎḜᶤᴬו  

 ̧ ᶵḾẔ ᴭᵏּ҃זᶤᴬו ᵅῂ│ԜּזӐўחᴭ  
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5  VLAN  

5.1  ҏὈῡ 802.1Q VLAN ἷᴆ 

5.1.1  ẓⱴҞ  

802.1Q VLAN ᴵҨḫאṕᶟ ԓ҇Ṗ ￼ Ҩᴣ ҐὭ ￼VLAN Ҋ ιᶈѧᶽᶚ

ѧѭ҃ ẍᾘᶟι 802.1Q VLAN ῗ Ѧ ẂῶᾦћΆӝ￼ה│ι ‾ῃ Ӡ זּ

ἋṾḴιѼ Ӊ ᶵᵼѭᶴתṕᶟ ẍᾘἍṾ‎￼ớ Ὣ   

5.1.2  ₱Ҟ  

802.1Q VLAN ᴵҨḫאṕᶟ ԓ҇Ṗ ￼ Ҩᴣ ҐὭ ￼VLAN Ҋ ι ᾰҨ TL-

SG5428PEѭӕҟ ε5/6/7/8 ζ ֯ҐὭ  IEEE 802.1Q VLAN￼Ά│  

ḫӕχᵃ Ѧԇᴻ￼ᵃ Ѧ ῶᶺѦјᵃ￼הԇᶊ♇ε⅝ḅᶈјᵃ￼₥Ṗζιᴿהԇ♇ῶ

ᴿ ￼ҐὭ ι ẻἄᵃ Ѧṕᶟ ι ∂јᵃ ֮֫VLAN ὂἓḅїχ 
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5.1.3  ᾛ← 

ҨҐὭ  ѭӕι ᴭ 1 ὶ ᵸιיּ ᴭ 2 ὶҐὭ ҇ ᴭ 1  

1 ḧ ᴭ ᶚχṄ ᴭ 1-2ι5-12 ѭ GENERAL ᶈ VLAN-> 802.1Q VLAN ->

ᴭ ѧιע ḾẔ ᴭ ι├Ỵ5-8 Ṅ PVID ѭ 10ι9-12 Ṅ PVID

ѭ 20  
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Ḣᵅ￼ ᴭ ֯ χ 

 

2  VLAN ￼֮֫χᶈ VLAN->802.1Q VLAN -> VLAN ѧιֳָ֫ấVLAN10

VLAN20 Ṅғᵝ ֮֫ѭVLAN 10ι ὍḾẔ￼ ᴭι├Ỵ Ṅ ᴭץᵍ ᴞιḅїᶃ

ᴭ 2 ѭ Taggedι ᴭ 1 ᵙ ᴭ 5-8 ѭ Untagged VLAN20 ᶶі ℓ ᴏᴵ  
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ḢἄᵅιVLANז▌ ֯ ḅїχ 

 

ҐὭ ҇ ῗ ‾￼ιᴱῗ ᴭ℅Ὴᴱῶ Ѧ ᴭ 1ιљҐὭ  ￼ ᴭ 2 ᵃ  

℅ṰḢἄҐὭ ѧ 802.1Q VLAN ￼ ι├ỴӠḕ ҨԁὲּכṀ Ѣ᷂   
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5.2  MAC VLAN ἷᴆ 

5.2.1  ẓⱴҞ  

MAC VLAN ⁞Ὧ⅛ѦѮ ￼MAC ᶊᶍ‎֮֫VLAN,ᴏḾ⅛ѦѮ ￼MAC ᶊᶍᶎֹ֮֫

VLAN ѧ MAC VL AN ￼Ҹ♇ᶈ҈ιṄMAC ᶊᶍљVLAN ḧᵅι MAC ᶊᶍḾẔ￼

ᶵᴵҨ Ỵ֬Ὥ ᴭιᴱ ὶֹ ẔVL AN ￼ἄᵔ ᴭᴏᴵι јọᾡᴪ VLAN ἄᵔ

￼  

MAC VLAN ᶼḫא♄╗￼ὶԄίֺιᵃ јᵃ ᴭὶԄ ᶵῊι ᶵҺ

֫ ᵃ￼ VLANψ јᵃ ᵃ  ᴭὶԄ ᶵῊι ᶵᴵҨ јᵃ ֫ јᵃ

￼VLAN  

5.2.2  ₱Ҟ  

•ԇᴻῶѣѦ ιѭ҃ ӡḠԅ ҃ VLAN ט╙Қᵔ҈יּ ᶽιԇᴻᶈҺ ḯ

ώӗ҃ѪῊ￼הԇᶋἍιᴏᵔṪᴵҨ ѪῊהԇᶋἍὶԄԇᴻ ιӇ ∂ὶԄᵅᴱ ֮

ֹ֫ ṯ Ἅᶈ￼ VLANιὂἓḅїχ 



 

76 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

5.2.3  ᾛ← 

1 ᶈ VLAN ת ɋ 802.1QVLAN ɋ ᴭ ιṄ ∂ ᴭᶎ ѭGENERAL ι♇

֨ώҐι ἅҪ ӕ 1-8 ᴭιẊӢᾡ 1-4 ￼ PVID ѭ 10ι5-8 ￼ PVID ѭ 20ιḅї

ᶃἍ χ 
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2 ᶈ VLAN ת ɋ 802.1QVLAN ɋ VLAN ι Ἅᶈ￼VLANιṄ 1-8 ᴭ

ᶎ ᶈ vlan10 ᵙ vlan20 ι֧ᴭ ֱ ѭ untag ḅїᶃἍ χ 

 

3 ᶈ יּ ɋ ὶᴭ јᵃ￼VLAN ḧ IPιḅїᶃἍ χ 

 

4 ᶈ יּ ɋ DHCPῸחᵸ Ầ DkHCPו ιᵏּזᴏᴵιẊ▌זᶊᶍ−ι├

Ỵ ԋᵙDNS Ѽ▌זιḅїᶃἍ χ 
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5 ᶈ VLAN ɋ MAC VLAN ι MAC VLANιḅїᶃἍ χ 

 

6 ᴭӔ ιἅҪ ҃ 1-8 ᴭιἍҨẦᵏ 1-8 ᴭ￼ ᴭӔ ιḅїᶃἍ χ 
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ҨіιMAC VLAN Ḣἄή ὶԄүỴ￼ 1-8 ᴭ Ṟ҈VLAN10   

5.2.4  ↕ổ҅  

 ̧ Ԅ MAC VLAN ḾẔ￼ VLAN ID Ὴι℅ VLAN ọ ῗ Ԅ ᴭἍᶈ￼ 802.1Q 

VLAN   
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5.3  VLAN ԏᶙ ἷḿ 

5.3.1  ẓⱴҞ  

ԏῶ  VLAN ו ￼ ᶵṄ OUI ᶊᶍ‎ש Ԅ ᴭ￼ἵᾰѧ￼◊ MAC ᶊᶍḔ

ⅎι◊ MAC ᶊᶍ ᵀ ε ӾᶈҐὭ і ҃ Ѧ OUI ᶊᶍ ζ￼ ᶵ

OUI ᶊᶍεώӗ IPּכ ￼ᴔᵬ￼OUI ‰ ῗᵪ ￼ιᴵҨ҆Ӿ‬ ֹζ￼ἵᾰ ѭ

ῗ ᾭὯ╙ι ֹ֮֫  VLAN ѧҽ ιẊ їᴧҸӾט ֱιώ ╙￼ҸӾ

ιӠ  

5.3.2  ₱Ҟ  

•ԇᴻ ḫא כּ ᵙ █ᵀ ￼ ∂ιћ כּ њ ᶈ Ѧ VLAN ѧҽ

∂ḅїχ 

∂ 1χ 

(1) VLAN 2 ѭ VLANιᴱӹ ἵᾰ  

(2) IP Phone ᶚѭUntagged ιὶԄ ᴭῗGeneral ᶚ ᴭ 1  

כּ (3) ᵙ IP כּ ѩ ὶԄҐὭ ι ᴭ 1 ṪӐᶈ Ẫιḅ‛ḜҪᶈ₩ט 30 ֫ ԓ≡ῶ

ᾠֹ ╙ιṏṄ Ẕ￼ VLAN ק  

(4) ᴭ 1 ӹ OUI ᶊᶍῗ 0011-2233-0000 ό ῗ ffff -ffff -0000 ￼ ἵᾰ ιὼ

Ḕ ѭ test  
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∂ 2χ 

(1) VLAN 2 ѭ VLANιᴱӹ ἵᾰ  

(2) IP Phone ᶚѭUntagged ιὶԄ ᴭῗGeneral ᶚ ᴭ 1  

(3) ᴭ 1 ᴱὶԄ҃ כּ ιṪӐᶈἐט₩Ẫ  

(4) ᴭ 1 ӹ OUI ᶊᶍῗ 0011-2233-0000 ό ῗ ffff -ffff -0000 ￼ ἵᾰ ιὼ

Ḕ ѭ test  

 

5.3.3  ᾛ← 

ḽ ₱ 1ɇӓⱴ  ⁴ẩח

₉ ὓ ⸗ ᴬѬײַ general ᴬεẉֲẤ VLAN 2  
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1 VLAN - 802.1Q  VLAN - ᴭ ι ὶ כּ ￼ᴭѭgeneral ᴭιPVID Ӡ

Ὑѳׁ￼ўח јᾡᴪεјẽᵠ ᴭ 1 ￼ԎҤўחᾭὯζχ 

 

2 Ὰấ VLAN 2 ѭ VLANιᴵҨјץᵍ ᴭε ẪїҐὭ ⁞Ὧ₩ט ᴭῗᵋᾠֹ

ᾭὯ ט ἴ ᴭזԄἆ ֧ VLANζχ 
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҆₉ ԄṔ VLAN ה  

ᶈ Ὸח - VLAN  ιԅṕ ѧᵏּזԅṕ VLAN ו ι VLAN ѭ

VLAN 2ι Ὴק ѭ 30min χ  

 

 

 
῎χ 

 ̧ ҸӾ ֫ѭ 0~7 Ԋ 8 ⁶ι ҸӾ ѭ 6ιћᾭḔ ᶽιҸӾ  
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є₉ ᴬ 1 ײַ VLAN ה  

ᴭ 1 ￼ VLAN ו ι ᴭ 1 ѭ ẪιḠԅ₩Ẫ₩ט זּ  

 

 
῎χ 

 ̧ Ḡԅ₩ẪҦ ᴭ ᴧᾭὯץ￼₩ẪιԎѧ Ҧזּ ᴭ ᴧἍῶᾭὯץιᵏּזҦ ᴭᴱ

ᴧ ᾭὯץ  

ᵹ₉ VLAN OUIײַַ ᶉᶌ  

Ṱ ҃ ҎẂ ᴔᵬ￼ OUI ᶊᶍιḅ‛≡ῶ ṯᴔᵬ￼ֱᴵҨ ό љ Ṅ

ᶵ￼ᶊᶍ▌ז ᴞ  
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℅ι ￼Ẫї₩ט VLAN ἄוι1 ᴭї ᵀOUI ￼ ᶵὶԄᵅҐὭ 

Ṅט כּ ᾭὯᶈVLAN 2 ѧҽ  

ḽ ₱ 2ɇӓⱴừ⁴חẩ 

₉ ὓ ⸗ ᴬѬײַ general ᴬεẉֲẤ VLAN 2  

1 VLAN - 802.1Q  VLAN - ᴭ ι ὶ כּ ￼ᴭѭgeneral ᴭιPVID

ѭ 2χ 
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2 Ὰấ VLAN 2 ѭ VLANιץᵍ ᴭ 1ι֧ᴭ ֱѭ untag χ 

 

҆₉ ԄṔ VLAN ה  
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ᶈ Ὸח - VLAN  ιԅṕ ѧᵏּזԅṕ VLAN ו ι VLAN ѭ

VLAN 2ι Ὴק ѭᴵҨӠὙ χ 

 

 
῎χ 

 ̧ ҸӾ ֫ѭ 0~7 Ԋ 8 ⁶ι ҸӾ ѭ 6ιћᾭḔ ᶽιҸӾ  

є₉ ᴬ 1 VLAN ה  

ᴭ 1 ￼ VLAN ו ι ᴭ 1 ѭἐט₩ẪιḠԅ₩Ẫ⁞Ὧ ṯ ∂ Ὅχ 

 

 
῎χ 
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 ̧ Ḡԅ₩ẪҦ ᴭ ᴧᾭὯץ￼₩ẪιԎѧ Ҧזּ ᴭ ᴧἍῶᾭὯץιᵏּזҦ ᴭᴱ

ᴧ ᾭὯץ  

ᵹ₉ VLAN ײַ OUI ᶉᶌ  

Ṱ ҃ ҎẂ ᴔᵬ￼ OUI ᶊᶍιḅ‛≡ῶ ṯᴔᵬ￼ֱᴵҨ ό љ Ṅ

ᶵᶊᶍ▌ז ᴞ  

 

℅ιἐט₩Ẫї￼ VLAN ἄוιἐטṄ 1 ᴭזԄᶈ VLAN 2 ѧ  

5.3.4  ↕ổ҅  

 ̧ IPּכ ￼ṪӐᴝתχљԎҤ ᶵ ‾ιIPּכ Ѽ IPᶊᶍἑ ᶈ ѧ⃰Ẃ

ӡ IPּכ ᴨ IPᶊᶍ￼ΆẪῶѣ χ DHCP ט ᴨᵙ ἋἐṪזּ ιᴵ

Ҩᴠ IPּכ ￼Ӕּז ῎ѿ  

 ̧ ừ֙їχIP כּ ᶈ ט ᴨ IP ᶊᶍῊιIP כּ ᴵҨᵇ DHCP ῸחᵸᵃῊ ∂

Voice VLAN ӡỤιḅ‛DHCPῸחᵸ ᵻ҃Voice VLAN ӡỤιIPּכ ṏᴵҨ ὶ
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ᴧ ᾊṾῶVoice VLAN Tag ￼ ╙ε tagged ╙ζψḅ‛DHCPῸחᵸ≡

ῶ ᵻVoice VLAN ӡỤιIPּכ ṏᴱ ᴧ јṾVLAN Tag ￼ ╙ε untagged

╙ζ ᵃ‾ιᶈּזἋᶈ IP כּ іἐṪ IP ᶊᶍῊιѼᴵҨ ἆј Voice 

VLAN ӡỤιIPּכ Һ⁞ὯּזἋ￼ ᴧ֧ tagged/untagged ╙  

 ̧  VLAN ѧ￼ ᴭᴵṪӐᶈ  VLAN ￼ Ẫιᶈјᵃ￼ṪӐ₩Ẫ₩טẪἆἐ₩ט

ї ᴭזԄ  VLAN ￼ΆẪјᵃ  

 ̧ ἋזẪχẸּ₩ט IPּכ ᵏטῊιἍᴧ֧￼ἵᾰ ᾟὙ  VLAN ￼ ᶵῊι ᶵ

ָ ἵᾰ￼◊MAC ᶊᶍιש ᶵіἍ ￼OUI ᶊᶍιOUI ᶊᶍש ἄוᵅι

ᶵ Ṅט ἵᾰ￼ Ԅ ᴭ▌ֹז  VLANιẊїᴧ ιṄצּ ἵᾰ￼Ҹ

Ӿ Ӣᾡѭ ᶵіἍ ￼  VLAN ѧ ╙￼ҸӾ ιẊӔּז Ḿֺ ק  

VLAN ԓ￼ ᴭ ἴ ᶈ Ὴק ԓι ≡ῶҡ Ԅ ᴭᾠֹүӍ ἵᾰῊι

ṄἫ ᴭҡ  VLAN ѧֵ  

 ̧ ἐט₩Ẫχἐט₩Ẫїι ᴭזԄ  VLAN ἆҡ  VLAN ѧֵ ￼ יּ ᵔת

ἐט Ἃזּ IP כּ ѧι ᶵ ָἵᾰ￼◊ MAC ᶊᶍιש

ᶵіἍ ￼OUI ᶊᶍιOUI ᶊᶍש ἄוᵅιїᴧ ιṄצּ ἵᾰ￼ҸӾ Ӣᾡ

ѭ ᶵіἍ ￼  VLAN ѧ ╙￼ҸӾ  

 ̧ Ẫ₩ט ҈זּ PC-- IPּכ ѩ ὶԄ ᴭιᴵҨᵃῊҽ ᾭὯᵙ῞ ўחᾭὯ￼

ΆẪ  

 ̧ ἐṪ₩Ẫ ҈זּ IP כּ ᴅ꜠ὶԄҐὭ ι ᴭҝҽ ἵᾰ￼ ΆẪι

￼ΆẪᴵҨӔ ᴭњּ҈זҽ ᾭὯι ԁўחᾭὯḾ ᾭὯҽ ￼ẽᵠ  
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6  ⱳở‍ 

6.1  ҏὈῡⱳởה‍ ἷᴆ 

6.1.1  ẓⱴҞ  

ἄ‴STPε Spanning Tree Protocalוּ ζѮ ᶈṕᶟ҈זּ ѧ╦ Ṗⱶעת ιẊᶈ

ᾥ Ὴ ᶵҰ╗☼ט Ỡᶶ ᴃ ￼ ᶵ ế℅ҐҊӡỤᴧא ѧ￼

ע ιẊῶ Ὅ￼Ḿ•Ҏ ᴭ ᶩιῳ Ṅע ‗Ӣׇἄῂע ￼‴ᶚ ‗  

 

(1) Ᾰ֑ӎ ╦ ѧḕᶈ￼ Ểᵻעψ 

(2) Ẹׁ Ểᴧּוᾥ Ὴι☼╗֑ӎᶵҰ ιỠᶶ ớ  

ἄ‴ᴃוּ ֫ѭѕ ι῞ ἄ‴STPεSpanning Tree Protocalוּ ζ ồ ἄ‴RSTPוּ

εRapid Spanning Tree Protocal ζҨᴣᶺּוἄ‴MSTPεMultiple Spanning Tree 

Protocal ζιᴵҨ⁞Ὧ ◑ιזּ ᶺ Ӕּעזᶫ ∂ ї ҟ TP-LINK ҐὭ ּוἄ

ו‴ ￼ Ά│  
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STPᵙ RSTPו ￼ Ά│ῗ ᵃ￼ RSTP ⅝҈ STP‎ ᾠᾩ ẙ῭ồιћԒḳ

STPᴃ ιἍҨ ὸ ӔּזRSTPᴃ  

6.1.2  ₱Ҟ  

1 ḭἋԇᴻԓ ι5 ᴶ TP-LINK ᶚҐὭ ᾉấSTPἆת RSTPעẻ ιḫא

ᾥ ᶵҰ￼ו 5 ᴶҐὭ עẻ ὶιἍῶҐὭ ѳ ￼ ὶּז ᴭѭ 1 2 ᴺ ᴭ

ḅїᶃἍ χ 

 

2 ḭἋԇᴻԓ ιḅїᶃἍ ὂἓ ‗ιᾯѦ ѧ ҃ 6 Ѧ VLAN 101 -106ι

ḫאVLAN101 103 ᵙ 105 ￼ᾭὯ╙ Ҩ Bѭ⁞⁷ιVLAN102 104 ᵙ 106 ￼ᾭ

Ὧ╙ ҨCѭ⁞⁷ MSTPזּ Ᾰ ѧ￼ע ιẊ ֹᾭὯ ᴧ ѧ VLAN ᾭ

Ὧ￼֑ӎᶵҰҨᴣ ֫Ἳᾦ‛  

 

6.1.3  ᾛ← 

STP/RSTP ᾛ← 
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1 ӢᾡҐὭ ￼ IP ᶊᶍј֗ χTP-LINK ￼ҐὭ  ת IP ᶊᶍᶎῗ 192.168.0.1ι

ѭ҃ ₿ᶊᶍ֗ ι Ӿấ Ӣᾡѭј֗ ￼ IPᶊᶍ Ҩ TL-SG5428 ѭӕιἔẦ ויּ

ɋ ὶᴭ ι♇֨ Ӣᾡ  

 

2 ҐὭ Ầᵏ STPἆ RSTPԅṕ ẦԋχἔẦ ᴅ ἄ‴ɋוּ ᶢ  ιּוἄ

ו‴ Ὅ ᵏּז ιּוἄ‴₩Ẫ ὍSTPἆ RSTP ι♇֨ ώҐ 

 

3 ҐὭ  ᴭᵏּוּזἄ‴ו χἔẦ ᴅ ἄ‴ɋוּ ᴭ ι ὍҐὭ 

￼ ᴭε ӕѧῗ ᴭ 1 ᵙ 2ζιꜛỗ Ὅ ᵏּז ι♇֨ ώҐ 
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ᴶҐὭ  Ḣἄι ᵃ￼Ά│ιӘ₭ ԎҤ￼ҐὭ  ḢἄSTP/RSTPו ￼ ѳ

ᵅι ὶᴏᴵ  

MSTP ᾛ← 

 ӕѧӬḧ IP VLAN ԋ￼ Ṱ Ḣἄιҝԋ├ּוἄ‴￼  

1 ἍῶҐὭ Ầᵏ MSTP ԅṕ ẦԋχἔẦ ᴅ ἄ‴ɋוּ ᶢ  ιּוἄ‴ו

Ὅ ᵏּז ιּוἄ‴₩Ẫ ὍMSTP ι♇֨ ώҐ 
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2 ἍῶҐὭ  ᴭᵏּוּזἄ‴ו χἔẦ ᴅ ἄ‴ɋוּ ᴭ ι ὍҐὭ 

ѳ ￼ ᴭ ᴺ ꜛỗ Ὅ ᵏּז ι♇֨ ώҐ 

 

3 ἍῶҐὭ  ᵃ￼MST ᶟ￼ᶟᵄεүỴᶟᵄζᵙӢ ָε ᴏᴵζχἔẦ ᴅ

ἄ‴ɋוּ MSTP ḫӕ ɋ ᶟ ιἍῶҐὭ  ᵃ￼ᶟᵄε ӕѧѭTEST ζ

ᵙӢ ָε ӕѧѭ ￼ 0 ζι♇֨ ώҐ 

 

4 ἍῶҐὭ  MSTᶟ￼VLAN-ḫӕῑṃιṄVLAN 101 103 105 ῑṃֹḫӕ 1ι

Ṅ VLAN 102 104 106 ῑṃֹḫӕ 2χἔẦ ᴅ ἄ‴ɋוּ MSTPḫӕ ɋ ḫӕ

ιḫӕ ID 1 ιVLAN ID 101,103,105 ι♇  ֨ ז▌ ιṄVLAN 101 103

105 ῑṃֹḫӕ 1 ᵃ Ά│Ṅ VLAN 102 104 106 ῑṃֹḫӕ 2 ἍῶҐὭ 

ᵃ￼  
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5 Ḣ⅞ḅїᶃἍז▌  

 

6 ṄҐὭ B ѭḫӕ 1 ￼⁞⁷ιћῗḫӕ 2 ￼Ὕḧ⁷χἔẦҐὭ  B￼ ιἔ

Ầ ᴅ ἄ‴ɋוּ MSTPḫӕ ɋ ḫӕ ι Ὅḫӕ1 ιẊṄҸӾ ѭ0 ι♇

֨ ώҐ  
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7 ⱡᵅ Ὅḫӕ 2 ιẊṄҸӾ ѭ4096 ι♇֨ ώҐ Ḣ⅞ḅїᶃἍ 

 

8 ṄҐὭ C ѭḫӕ 2 ￼⁞⁷ιћῗḫӕ 1 ￼Ὕḧ⁷χἔẦҐὭ C￼ ιἔ

Ầ ᴅ ἄ‴ɋוּ MSTPḫӕ ɋ ḫӕ ι Ὅḫӕ1 ιẊṄҸӾ ѭ4096 ι

♇֨ ώҐ ⱡᵅ Ὅḫӕ2 ιẊṄҸӾ ѭ0 ι♇֨ ώҐ Ḣ⅞ḅїᶃἍ 
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9 MSTP￼Ἅῶ Ḣἄιḫא￼ᾦ‛χḫӕ 1εVLAN101 103 105ζι ￼ ḅ

ṫ Ἅ ιḫӕ 2εVLAN102 104 106ζι ￼ ḅᴸ Ἅ  

 

℅ιּוἄ‴ו ￼ᶢ  Ά│ṏҟ Ḣ҃  

6.1.4  ↕ổ҅  

 ̧ Ὴ⅛ᴶҐὭ ᴅ꜠ ὶ ι⅛₭ ᴶҐὭ  ḢἄᵅԜ ὶ

ᵙ֫ ᵸיּ ᶴ҈ ꜛỗιћ Ṉῶ ֧ᴭῗԇ IPᶊᶍ 
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7  ί Ᵽ 

7.1  ҏὈῡᶹ ₡ IGMP Әᵍ ἷᴆ 

7.1.1  ẓⱴҞ  

ᶈỄᶺ ᶫѧע ֹזּ ᾘ‎ҽ ᾭὯιּ҈יҐὭ  ᴧ VLANѧ￼ ᾘἵᾰι

ἍҨјזҨ ֺ￼ ιҺ ἄҐὭ  ᴉּז ᶺ ◊ ᴭ֡Ѷԅ ‎זּ ᴧ ᾘᾭὯιṾ

Ḵ╡ Ѥ ѭ҃ᵀת￼ ᴧ ᾘᾭὯι ◊ιώ ￼і ӌ ιᴵҨ

IGMP әᵎẊ ὍѢẨ῾ ᾘἵᾰ‎ ֘ ѳᵅ ᴭᴱῶזԄֹ Ѧ ᾘ ѧιἑ

Һᾠֹ ᾘᾭὯιјזԄ￼ ᾘ ￼ ᾘἵᾰ ᴭ ḧѭ῾ ᾘἵᾰιẊ Ѣ

Ẩι ‾ Ѧ ᴭῗјҺᾠֹ ᾘᾭὯ￼ ‾ ῶᾦ ṾḴᵙҐὭ ￼ớ ιᵃῊ

ѼΆӝḾ ᾘἄᵔ ￼תιᵀת ᾘўח  

7.1.2  ₱Ҟ  

•Ҳў ѕṖҐὭ ֮֫҃ 3 Ѧўח VLANιָ֫ῗVLAN 10.20.30, ѕѦўח

ᾠֹ‎ ԇᴻ ᾘῸחᵸ￼ ᾘўחᾭὯιӇῗѭ҃ ҐὭ  ◊ IGMP ә

ᵎ‎ίֺᵤҎ ᴭ ᴧ ҰᾭὯι ὂἓḅїχ 
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7.1.3  ᾛ← 

₉ ֪֭ѝזVLAN 10.20.30 ε ίᾎὊӓⱴַײ VLAN 40  

֮֫VLAN Ὴ Ṅ ᾘўח￼ ᴭ ѭ general ᴭιӝ҈ѳᵅ￼ VLAN ιᵃ

ῊӠ ᴭῃᴵҨ ῞ ўחѼᴵҨ ᴧ ᾘᾭὯ  

ᶈ VLAN-802.1Q VLAN -VLAN ףּ  ι֮֫ḾẔ ᴭֹḾẔўח VLAN їι ὂἓ

ї֧ᴭ ֱѭ untag χ 
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Ԏӎ￼ὶᴭιDHCPιҨᴣ ỗ יּ ᴵҨᴠ χ ḫӕ ѕṖҐὭ ҲўẔּז ḫ

ӕ  

҆₉ ᾚẤ ίΐזᵷᵘ ⱴָ ίᾎὊ ᴬỨᶇַײ VLAN  

Ὰấ Ѧ VLAN40 ᶈ҈זּ VLAN ҽ ᾘᾭὯιӠ ᾘᾭὯᴱҺᶈ VLAN ѧ ᴧι

јҺẽᵠ￼ԎҤ￼VLAN ᵙ ᴭι ҐὭ ￼ ◊ιώ ṾḴַּזꞌ   

ᶈ VLAN-802.1Q VLAN -VLAN ףּ  ιṄ ֹזּ ᾘўח￼ ᴭ▌ֹז VLAN

ѧι ᴭṾјṾ tag ԏӌ ᶫע ḧιἄᵔ ᴭ￼ ᶚјҺẽᵠֹ⃰Ẃ￼ ᾘ ᴧι 

₭ Ὅ untagged ὶᴭιᾺấ ᾘVLAN 40 ᵍץ 1-13 ᴭιћ ѭ untag ι13 ᴭ

ὶ ᾘῸחᵸιPVID ѭ 40 χ 

 

є₉ ᴬַײ PVID  

Ḿ҈ ᾘVLAN Ἅᶈ￼ ᴭι ᾘ◊ ᴭε ӕῗ 13 ᴺ ᴭζᴏᴧ ᾘᾭὯ￼ ᴭιԎ

PVID ἄ ᾘ VLAN ￼ IDε ӕῗ VLAN40ζιӠ ᾘᾭὯ ‎￼Ὴӧῗᶈ ᾘ
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VLAN ѧ￼ψ ԎҤἄᵔ ᴭ 1-12 ᴭιᴏ ὶᾠ ᾘᾭὯ￼ ᴭιPVID ҠѭѳׁἍ

ᶈ VLAN ￼ IDιѼṏῗ Ҏ ᴭᴝῶ￼ ᵙўחјҺᴩֹẽᵠ  ᶈ VLAN-802.1Q 

VLAN- ᴭ ףּ ι 1-13 ᴭѭ general ᴭιẊ ḾẔ ᴭ￼￼ PVID ѭḾẔ￼

VLAN IDιḅїχ 

 

ᵹ₉ ấᵎ IGMP Әᵍ 

ᶈ ᾘ ԅṕזѧιᵏּת IGMP әᵎιᶈ IGMP ԅṕ ѧι ὍѢẨ῾ ᾘἵᾰιԎ

ӎ  
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├χIGMP әᵎᵙMLD әᵎ ᵃῊᵏּז  

Ҋ₉ IGMP Әᵍַײ ᴬᵘ ίVLAN  

ᶈ ᾘ IGMP-ת әᵎ- ᴭ ѧι ֹזּ ᾘו ￼ 1Æ-12 ᴭᵏּז IGMPәᵎι

ᵃῊᵏּזồ Ầו εᶈῶᶺѦ ᾘ ζιѳᵅ♇֨ώҐזᶫїӔּע￼  
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ⱡᵅᶈ ᾘ IGMP-ת әᵎ- ᾘ VLAN ″ѧιᵏּז ᾘVLAN40ι ᵸיּ ᴭῊ ᵙ

ἄᵔ ᴭῊ ⁞Ὧ ᶪ֒ι Ὅὸ Ӫ ỗ ᵸיּ ᴭѼṏῗᴧ ᾘᾭὯ￼ ᴭι

ѧ ᴭ 13ιѳᵅ♇ώҐ  

 

ԇ₉ ίVLAN ≡  

Ḅ ᾘ VLAN ᵙ IGMP әᵎᵅιῸחᵸ ҐὭ ￼ 13 ᴭẦḊᴧ ᾘᾭὯιὶ

ᾠ כּ ὶҐὭ ￼ 1-12 ᴭιּ҈י῾ ᾘἵᾰѢẨι℅Ὴῗᾠјֹ ᾘἵᾰ￼  Ẹ

ὶᾠ כּ ᴧ Ԅז ᾘ ￼ᶲ῎ѳᵅι 13 ᴭ￼ ᾘ◊ᴧ ￼ ᾘ ᾭὯјԜ ѭ

ῗ῾ ᾘἵᾰιᾥᴵҨ ὶᾠ כּ ᾠֹ  

ђ₉ ί ᶉᶌ ײַ  

Ḿ҈•Ҏ⸗ḧ￼ᶋἍ‎ ιὶᾠ ᴏ ᾘἄᵔ ᴭї јᾟὙ‰֝￼ ᾘᴃ ιῗјҺᴧ

Ԅז֧ Ѧ ᾘ￼ ᵓ￼ ҈יּ ҃῾ ᾘἵᾰѢẨιἍҨ ἄᵔ ᴭῗјҺᾠֹ῾

ᵓ ￼ ᾘἵᾰ￼ ℅Ὴιѭ҃Ӡ ἄᵔ ᴭѼ ὶᾠֹ ᾘᾭὯιI Ҩ ỗ ᾘᶊ

ᶍ  
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ᶈ ᾘ -ת ᾘᶊᶍ -IPv4 ỗ ᾘᶊᶍ ѧιᶅ ֒ ￼Ԅז ᾘ IPᵙ ᾘVLANι

ᴧ ᴭ Ὅῂ│ᴧ ᵓἵᾰ￼ ᴭ 8ιѳᵅ♇֨▌ז  

 

Ὴᶈ ᾘᶊᶍ ѧӝҺּוἄ ‍ ỗ￼ᶊᶍ ι Ṅ ᾘᶊᶍѭ 224.1.1.1 ￼ ᾘἵᾰ

ᴧֹ 8 ᴭ   
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℅Ὴιј ὶᾠ ᴧ ᾘ ᵓἵᾰι ‾ᴵҨὶᾠֹ ᾘᾭὯ   

ҨіᴏᴵḢἄ ᾘ VLAN ᵙ IGMP әᵎ￼ ◑ זἋ￼Ӕּזּ ∂ι Ḣἄᵅ ệӠḕ
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8  ⱶה  

8.1  ҏὈῡDHCP Ѧ ἷᴆ 

8.1.1  ẓⱴҞ  

ᶈᶽᶚ￼ ѧιᴵ ҺḕᶈᶺѦḒ DHCP ḭἋ ẍᾘ╦Ụ ệ DHCP Ὸח

ᵸ￼ᵠẔᵅệֹ IPᶊᶍ Ӈẍᾘ╦Ụῗј Ḓ ￼ ᵼ℅ιḅ‛DHCPḭἋ ᵙῸח

ᵸᶈјᵃ￼Ḓ ԓιḭἋ ј ᵇῸחᵸּך IPᶊᶍ ό ṏ DHCPѧֹזּ ו

DHCPѧ ו ιἨἻјᵃḒ DHCPḭἋ ᵙῸחᵸ￼ ӡүח   

8.1.2  ₱Ҟ  

•ҲўӔּזѕṖҐὭ ֮֫ᶺѦḒ ιᵃῊ ῶ ᴶњּז￼ DHCP Ὸחᵸ ѕṖҐὭ і

ј DHCPῸחᵸιᴿѦḒ ᵸ֫חDHCPῸ￼זњּיּ IPᶊᶍ  
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8.1.3  ᾛ← 

︡ẹֹѕṖҐὭ ￼ ףּת ι♇֨ ויּ -DHCPѧ -ԅṕ ιk ҐὭ ￼DHCPזּ

ѧ ו ιḅїᶃχ   

 

 
῎χ 

 ̧  Option 82 ⁞Ὧḫ ∂ ῗᵋẦᵏ Option 82 ᶈ 802.1X ẔּזѧҺ

Ӕֹּז  

♇֨ ויּ >DHCP ѧ >DHCP Ὸחᵸ ι▌זDHCPῸחᵸᶊᶍιḅїᶃχ 

 

‾ιṏᴵҨḫאѕṖҐὭ ￼јᵃḒ њּז￼DHCPῸחᵸ֫ IPᶊᶍ  
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8.2  єṕ ҏὈῡ ꜝ ⱶ ἷḿ 

8.2.1  ẓⱴҞ  

ҐὭ ￼ צּ εPBRχPolicyיּ -Based Routing ζώӗ҃ ⅝ᶢ҈ ￼ᶊᶍ יּ

ᴧ῭ז♄╗￼ᾭὯץ יּ ᴧ ֺ  

צּ ᴵҨ⁞Ὧ IP/IPv6 ἵᾰ◊ᶊᶍיּ ￼ᶊᶍ ᴭ ἵᾰ ẙ ԓḳ♄╗ᶊ

יּ ὍιҸӾ ⅝῞ ￼ יּ ι ‾ṏᴵҨὟⱢ ᵔ￼ỴỐת Ḿ ֫ỵԌ ￼╙ Ὰ

ḧѲἵᾰ￼ ᴧ Ểι◑ Ҏ⸗℮ᶋ῟ї￼ ∂   
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8.2.2  ₱Ҟ  

•ԇ ֧ᴭ֫ѭᶹ ᵙњ ι ҐὭ ￼ צּ јᵃאḫיּ јᵃ   

∂ҟ χ 

(1) ᴧ ח ᵩ ָ֮֫֫ἄјᵃ ⅎψ 

(2) ᴧ ח ᵙ ᵩ ѳ ј Ҋ ψ 
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(3) ᴧᵙ ח ј ᶹ ιӇᴵҨ ԇᴻԓ ψ ᵩ ῃᴵҨ ᶹ ιѼᴵ

Ҩ ԇᴻԓ  

∂֫‘χ 

(1) ҐὭ Ḿὶѣᴶ ᴵҨיּ ҐὭ  ᴭḾὶјᵃ￼֧ᴭיּ  ψיּ

(2) јᵃ ј ᶼҊ ᴵҨ ACL ֱ‎ḫאψ 

(3) Ḿ јᵃ ⅎ јᵃ ◊ ҡјᵃ֧ᴭ יּ ᴧ￼ừ֙ιI ҨӔּז⁄ỌѕṖҐ

Ὥ ￼ צּ ויּ ι ACL ‍ ש ҐὭ ѧ￼ᾭὯ╙ι ḾᾭὯ╙Ὕḧ їיּ

￼ IPᶊᶍιҡ ḫאјᵃᾭὯ╙ҡјᵃ֧ᴭ ᴧ  

ὂἓḅїχ 
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8.2.3  ᾛ← 

₉ ᴦכֿ ז ᵨ ַ֪֪֭Ѭїᵂ ₡ 

ҐὭ ὟⱢẂ ѕѦ ֮Ḅ VLANιὶᴭᶊᶍιDHCP ᶊᶍ−ι ṏјԜ ὼ

ιԏӌ ‛ḅᶃχ 

҆₉ ᴦכֿ ז ᵘ ᵨ Ѳ ї ҉  

ACLḫאᴥᵇ ₿ ι ACLẊ ḧḾẔὶᴭᵅḅᶃχ 
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є₉ ꜝ ⱶὔֹїᵂ ᶸײַ ΰ  

1  ὶᴭיּ

ҐὭ ￼ ᴭᶊᶍιḾὶјᵃ֧ᴭיּ ᵸιᶈҐὭ Webיּ ףּ χ ויּ ɋ ὶᴭ

ɋ ὶ IÆD -- ᴭיּ ι 23 ᴭḾὶԓ ὶᴭ￼יּ IPᵙ 24 ᴭḾὶᶹ ￼ᵸיּ

ὶᴭ IPχ 
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2 ‰֝ IP ACL 

‰֝ IP ACL֯ ιὝḧᾭὯ╙ ιᶈҐὭ  Web ףּ χ ί ɋֺ ACL ɋ

ᾺấACL -- ‰ I֝P ACL ιֳấ‰ I֝P ACL‍ ε℅‍ ￼ ￼ῗὝḧ צּ ◊￼יּ

￼ IPζχ 

 ₭ѯӕ ᴧ ԇᴻԓ ￼ᾭὯ╙ֳấΆ│  

ῳ ֳấ￼֡‍ᾭὯ╙‍ ḅᶃχ 
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3 ֳấ ᵸῑṃיּ  
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Ὕḧ צּ ‍￼יּ ᵄ ιᵅ ‍℅זּ ḧḾẔ￼ VLAN ὶᴭιӔ ὶᴭιᶈҐὭ 

Web ףּ χ ויּ ɋ ῑṃיּ ɋ ֳấ ῑṃיּ ι℅ᶴֳấѕ‍ ῑṃיּ ֫

ָѭχ ᴧֹԓ ι ԓֹח ᵙ ᵩֹԓ ᵙᶹ ѕ‍‍ χ 
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4 ῑṃיּ ι ḾᾭὯ╙ ҐὭ ￼ ᴧᾛӐιᶈҐὭ Web ףּ χ ויּ

ɋ ῑṃיּ ɋ ֳấ ῑṃיּ ι ῑṃיּ ιֳấ ῑṃיּ  ɐ -- ῑיּ

ṃ ש ᾭὯ╙ -- Ḿש ￼ᾭὯ╙Ἒ ￼ ᴧᾛӐχ 

 ₭֯ѯ ᵩ ԓ ᵙᶹ ᾭὯ╙ש ᾛӐ  

ԓ χ 

 

 
῎χ 

 ̧ ҐὭ  ї Ҧ ‍‍ ￼ҸӾ ⅝ יּ ιᴏχVLAN Ҋ ᾭὯѼҺש

צּ ‍יּ јῗש ‍יּ   

 ̧ ҐὭ  ї Ҧ ‍‍ ￼ҸӾ ⅝ ӉιᴏχVLANיּ Ҋ ᾭὯҺש

ҸӾש יּ  

ᶹ χ 
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῎χ 

 ̧ ҐὭ  ї Ҧ ‍‍ ￼ҸӾ ⅝ יּ ιᴏχVLAN Ҋ ᾭὯѼҺש

צּ ‍יּ јῗש ‍יּ   

 ̧ ҐὭ  ї Ҧ ‍‍ ￼ҸӾ ⅝ ӉιᴏχVLANיּ Ҋ ᾭὯҺש

ҸӾש יּ  

 ̧ ᶈӮᾭὯ╙ש ￼Ὴӧι Ѧ ῑṃיּ ᵄ ᴵҨש ᶺѦᾭὯ╙ι ẑ֯ᴺ֫תιћẑ֯ᴺ

ṇҸӾ  

ῳ ֳấ￼֡‍ ῑṃיּ ֱ‍ ḅїχ 
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5 צּ  יּ

Ṅ Ḅ￼ ῑṃיּ ֱ ḧֹḾẔ￼VLAN ὶᴭιᶈҐὭ Web ףּ χ ויּ

ɋ צּ ɋיּ צּ יּ χ 

 

 
῎χ 

 ̧ Ѧὶᴭᴱ ḧ ‍ ῑṃיּ ᵄ ιӇᴵҨ Ѧ ῑṃיּ ѧ￼ẑ֯ᴺ֫תјᵃ￼ᾭὯ

╙ᵙטӐ   

6 ԓ ᵙᶹ  ᵸיּ

ԓ NAPT￼יּ ‍ ᵙ ỗ ‍יּ ιӠ ᾭὯ⃰Ẃ ᴧ  

ԓ ᵸNAPTיּ ֱχ 



 

120 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

ԓ ᵸᵻיּ יּ ֱχ 

 

ᶹ ￼יּ NAPT ‍ ᵙ ỗ ‍יּ ιӠ ᾭὯ⃰Ẃ ᴧ  

ᶹ ᵸNAPTיּ ֱχ 

ᶹ ᵸᵻיּ יּ ֱχ 
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ᶽ ╙ ḅїχ 

℅ιҨі ∂ӝᴵҨ ҐὭ ￼ צּ ויּ ԅ ḫא   
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9  ΐז  

9.1  ҏὈῡṽḳὔֹ ἷᴆ 

9.1.1  ẓⱴҞ  

ҐὭ ￼ṾḴίֺו ᴵҨίֺ⅛Ѧ ᴭ￼֧Ԅᴭ ꞌιᶈӔּזῶ ṾḴ￼ừ֙їιӠ ⅛

Ѧ ⃰ẂӔּזẔּזιјҺᵼѭ•Ѧ ᴭ╙ ᶽṀ ԎҤ ῂ│і ￼ừ֙  

9.1.2  ₱Ҟ  

•֧ ṛ￼ אҚᵔᴧת Ẃῶ ἋᶈӔּכּז ї ᶽ ᾭὯιᶈї ᾭὯῊṀ ԎҤ

זἋῂ│Ӕּזּ ιᵼ℅ Қᵔת ὶԄҐὭ ￼ ᴭṾḴίֺו ίֺ⅛Ѧ ᴭ￼

֧Ԅᴭ ꞌιӠ ἍῶּזἋ￼і Ӕּזι Ỵ ὂἓḅїχ  
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9.1.3  ᾛ← 

ᶈ Ὸח ->╙ ṾḴίֺ<-ת ѧι Ἅῶї ᴭ￼֧Ԅᴭ ꞌѭ5Mbps ι

і ᴭ 24 ᴭј ֺι├Ỵᴅӈѭ KbpsιḅїḅἍ  

 

 
῎χ 

 ̧ ᵃ Ѧ ᴭ￼ԄᴭṾḴ ֺᵙ ῩἬֺј ᵃῊẦᵏψћ ᴭ ֺᾭӪọ ѭ 64 ￼ᾯᾭӤι

ԄԎҤᾭӪᵅ ᶵҺ שט ῳ ￼ ѦӪ  

‾ṏᴵҨ ֺ і ᴭᶹ￼ԎҤ ᴭ￼ ֧ᴭ ꞌ ѭ 5Mbps ιӠ ҃ᾯѦ ѧ

ᴵҨ⃰ẂӔּז  
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9.2  ҏὈῡ ῇἉֹ ἷᴆ 

9.2.1  ẓⱴҞ  

ҐὭ ￼ ῩἬֺו ӹ ҐὭ ᶈ ѧ ◒ẍᾘ ᶺᾘᵙULץ ḅ‛ѕ ᾭὯץ￼ҽ

ꞌ ҃ ￼ṾḴιֱ Һ ҨץѢẨᾭὯט ԁ ẍᾘ ῩιӠ ￼ ḧ

ớι Ẕּז ᶈῂ ￼ᶋ῟ ᶺ   

9.2.2  ₱Ҟ  

•ҲўӔּז ᴶ 3 ֯ҐὭ ӐѭὶԄṖ ᶵιѭ҃Ӡ εṎԎῗῂ ζ ￼

ḧớι Ḿ Ѧ ὂἓѧ￼ẍᾘץ╙ ῶἍίֺιᵼ℅ ᶈҐὭ і ᴭ￼ῳᶽ

ὶᴩẍᾘ ꞌιḅ‛ ᴭ￼ὶᴩẍᾘ ꞌ ℅ӪιֱѢẨᶺӎẍᾘץιӠ ḧớ

Ỵ ὂἓḅїχ  
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9.2.3  ᾛ← 

ᶈ Ὸח ->╙ <-ת ῩἬֺ ѧι Ἅῶ ᴭ￼ẍᾘὶᴩ ꞌѭ200Kbpsε

ừ֙їῂ ᶋ῟ὶ AP￼׳ӽ ᴭấ ӪζιḅїḅἍ χ 

 

 
῎χ 

 ̧ ᵃ Ѧ ᴭ￼ԄᴭṾḴ ֺᵙ ῩἬֺј ᵃῊẦᵏψћ ᴭ ֺᾭӪọ ѭ 64 ￼ᾯᾭӤι

ԄԎҤᾭӪᵅ ᶵҺ שט ῳ ￼ ѦӪ  

 ̧ PPS₩ẪχҐὭ  ᾭὯץјὟⱢḔ ι ῗὟⱢ⅛ ᶺṈѦẍᾘץᾭ ψ ừ֙

ї PPS₩Ẫῗ ᵅιᴅӈᴱזỗιᵏּꜛ￼זּ ѭ PPS,ј ѭ kbps ἆ ratio  

 ̧ ҐὭ ּף ῶ Ѧ ᴅӈѭ ratio ιᴅӈᵍѲѭ⅝ꞌιӔּז℅ᴅӈῊᴨӪ ᶀᴱ ᶈ 0-100

ᶀԓιᵍѲѭẍᾘץᴉ⅝ ᴭỞᾭὯץ￼⅝ӕ  

‾ṏᴵҨ ֺ ᴭ￼ῳ ẍᾘὶᴩ ꞌιӠ ҃ᾯѦ ḧớ  
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10  ὔֹ 

10.1  ҏὈῡ ὔֹ ἷᴆ 

10.1.1  ẓⱴҞ  

ᶈҐὭ ѧѮ ACL‎ίֺ   ιּ҈יҐὭ  ֱῗ ᴧἍῶᾭὯιACLί

ֺῗ ש‍ ￼ι ίֺᴵҨ⁞Ὧ ∂ ֺҜѱᴵҨ ιҜѱјᴵҨ ιҐὭ 

ᾟὙMAC ACL ,‰֝ IP ACL ιἛṝ IP ACLιίֺ Ẃ♄╗ᶺᴪ   

10.1.2  ₱Ҟ  

•Ҳў֮֫҃ᶺ ⅎι   Ӡ ￼Ḡԅớι ӕӔּזԎѧ￼‰֝ IP ACL

ιԎӎ￼MAC ACL ᴝת ӆ Ỵ ὂἓḅїχ  
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∂ 

ғᵝ χ ₿ ᴧ  

ᴧ χᴱӹ Ὸחᵸι ₿ Ԏӎ  

ᵔṪῂ χ ₿ ғᵝ ᴧ Ὸחᵸ  

ḭ χ ₿ ғᵝ ᴧ ᵔṪῂ Ὸחᵸ  

10.1.3  ᾛ← 

Ҩ ᴧ ѭӕιԏӌ ḅїχ 

Ӿ Ὰấ ѦACL IDι‰֝ IP ACL￼ ID ᴺ ᶀῗ 500-1499ι ӕӔּז 520 ᶈ

ίֺ->ACL ->Ὰấ ACL ѧι Ԅ520ι♇ֳ֨ấᴏᴵ  

 

Ԝ⁞Ὧ ∂ֳấ ACL ֱ ᶈ ί -ֺ>ACL ->‰֝ IP ACL ѧιїἾ Ὅֳấ￼

ACL 520ι Ԅ ֱ ID 21ιḠԅᾛӐ Ὅӹ ι◊ IPѭ ᴧ IPι ￼ IPѭῸחᵸ IP

ḅїᶃἍ ιḢἄᵅ♇֨ώҐ  
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₿ Ԏӎ ￼ ֱḅїἍ χ 

 

Ḣἄᵅ ACL 520 ֯ ḅїᶃἍ χ 

 

ῳᵅ ḧ Ẕ VLAN ѧ ᶈ ί -ֺ>ACL ḧ ->VLAN ḧ ѧιїἾ ὍACL 

520ι Ԅ VLAN ID ᴺ 20ι♇֨▌ז ḅїᶃἍ χ 
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Ԏӎ ᶶі ѕѦℓ ᴏᴵι├Ỵ⅛Ѧ ֳấ Ѧ ACL ID ᴺҨ VLAN ￼

ḧ  

Ԏӎ ֳấᵅ￼ACL֯ ḅїχ 

 

 

 

Ҩі ҐὭ ￼ ίֺו ḫ҃אҲўᴿ ￼ ίֺ ∂ιḅ ῭ԏӌ￼

∂ᴵҨ MAC ACL ἆ Ἓṝ IP ACL ίֺ Ԏѧ MAC ACL ⁞ὯᾭὯץ￼◊

MAC ᶊᶍ ￼ MAC ᶊᶍ ҇Ṗᴃ ᶚ ҇ṖӡỤֺḧש ֱιḾᾭὯץ Ẕ

￼֫‘ᶴת  
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Ἓṝ IP ACLᴵҨ⁞Ὧἵᾰ￼◊ IPᶊᶍӡỤ ￼ IPᶊᶍӡỤ IPἨ ￼ᴃ ᶚ ᴃ

￼⸗ớ ӡỤ‎ֺḧש ֱιḾᾭὯץ Ẕ￼֫‘ᶴת  

ӕχ 

1 Ὰấ ACL IDιID ᶀ 1500-2499  

 

2 Ὰấ ‍Ἓṝ IP‍ χᶈῊ 1 Ὴ ⅎѢẨ◊ IPѭ 192.168.100.0/24 ι◊ ᴭѭ 600ι

IPҸӾ DSCPḔⅎḔⅎѭ 1 ￼ TCPᾭὯץ  
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ᴵҨ⁞Ὧ ᶪ֒῭ԏӌ￼◊ ￼ IPι◊ ￼ ᴭιҨᴣḾẔ￼ᴃ εICMP,UDP,TCP ζ 

2  ‍ ֳấἄוᵅιṄḾẔ ID=1500 ￼‍ ḧֹ ᴭἆ VLAN ὶᴭіᴏᴵּוᾦι℅

ᶴᵃ‰֝ IP ACL  
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11  ḟԄ 

11.1  ҏὈῡDHCP Әᵍ ἷᴆ 

11.1.1  ẓⱴҞ  

DHCPѮ Ӑּזῗ ѧ֫ ᵙ ת IPᶊᶍι ẂἅҪῗ ᵸἆѕṖיּ ҐὭ ӼẸ

DHCP Ὸחᵸ￼ ιӇḅ‛ ѧῶԎҤ ᶼ֫ DHCP ￼ │ῸחᵸιѼҺ ḭἋ

֫ ј⃰ ￼ IPιṀ ῂ│і ι ‗ ҁ Ầᵏ DHCPәᵎ ו ι▌זάӡ

ᴭιI Ҩ ᵙῸחᵸᴱ ҡάӡ ᴭὶᾠᴧ DHCP Offer ἵᾰιҡ ⃰ ￼

ӡ   

11.1.2  ₱Ҟ  

•Ҳў 3 ֯ҐὭ ӐѭὶԄṖӔּזιѭ҃Ӡ ￼ ḧớιӔ ᴱ ҡ ḧ

￼DHCPῸחᵸ ᴨ IPᶊᶍιј ҡ │￼DHCP ᴨᶊᶍι Ỵ ὂἓḅїχ 
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11.1.3  ᾛ← 

ᶈ Ḡԅ->DHCP әᵎ->ԅṕ ѧιᵏּזDHCPәᵎו ιẊ Ὅּוᾦ￼ VLANι

 ӕᴱῶ VLAN 1 ᵼ℅ Ὅ VLAN 1ιḅ‛ῶԎҤVLAN Ầᵏәᵎו ιѼ Ԅ

ḾẔ￼VLAN ID,ḅїḅἍ  

 

ᶈ Ḡԅ->DHCP әᵎ-> ᴭ ѧ ὶᵀ│ ￼ᵸיּ ᴭѭӡү ᴭι ӕ

ὶ ᵸ￼іיּ ᴭ 1 ᴭѭӡү ᴭιԎӎѭ ӡү ᴭιԎӎ  ӕ Ὅ  



 

134 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

‾ҐὭ іἍὶԄ￼ ṏᴱ ҡ 1 ᴭі ￼ ᶵ ᴨᶊᶍιјҺҡԎӎ ᴭ￼ │

DHCPῸחᵸ ᴨᶊᶍιӠ ҃ ￼Ḡԅớ  
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11.2  ҏὈῡᵹӹ Ḧ ARP ἑ IP ╟ ἑ ἷᴆ 

11.2.1  ẓⱴҞ  

ᵺӺ ḧו ᴵҨṄṕᶟ ѧ  ￼ IPᶊᶍ MAC ᶊᶍ VLAN ᵙ ᴭ ḧιARP

ἴו Ҩᴣ IP ◊ ἴו ṄӔּזᵺӺ ḧ‍ ḾᾭὯץ ◒ιᶈӔּ҃זᵺӺ ḧ‍

ᵅᴵҨᵏּזARP ἴιIP◊ ἴ‎ ӠἴιӔᴱ ῗ ḧ‍ ѧ￼ ᶵἑ

ҐὭ   

11.2.2  ₱Ҟ  

•Ҳў 3 ֯ҐὭ ӐѭὶԄṖӔּזιѭ҃Ӡ ￼ ḧớᵙḠԅớι Ầᵏ

⅛Ѧўח VLAN ї￼ ARP ἴᵙ IP ◊ ἴו ιӠ ᴱῶᶁḧ ᶈᶁḧ ᴭἑ ⃰Ẃ

ҐὭ  ᴧᾭὯι ԁ҃ │￼ARPᾢ֨ι Ỵ ὂἓḅїχ  
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11.2.3  ᾛ← 

ᶈ Ḡԅ->ᵺӺ ḧ->Ἔὼ ḧ ѧι ARPἜὼἜὼẸׁἍῶ⃰ẂὶԄҐὭ ￼

ᶵιѕѦ VLAN Ἔὼѕ₭ι⅛₭Ἔὼ֧￼ ‛ Ὅ ἴ ᶀѭԅ ἴιẊ♇֨

ώҐώҐֹ ḧ֯ ,ḅїḅἍ : 

 

ῳ Ἔὼ֧‎￼ᵺӺ ḧ֯ ḅїχ 

 

℅Ὴӿῶ ḧ֯ ј ḫא ∂ι ᶈ Ḡԅ->ARP ἴ-> ARP₱ ѧᵏּז◊

MAC ι ￼MAC ιIP ιẊӔ ḾẔ￼ VLANιⱡᵅ♇֨ώҐ: 



 

137 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

 
῎χ 

 ̧ ◊MAC χẸ℅ו ẦᵏᵅιARP ἴו Һ₅‬ ARPἵᾰ￼◊MAC ῗᵋ ҈ᴧ

MACιḅ‛ј ֱṄἵᾰѢẨι ᶴ￼ᴧ MAC ῗᵺӺ ḧ‍ ѧḾẔ ᴭ￼ἍḾẔ￼

MAC  

 ̧ ￼MAC  χẸ℅ו ẦᵏᵅιARP ἴו Һ₅‬ ARPᵻᶶἵᾰ￼ ￼MAC ῗᵋ ҈

‰MACιḅ‛ј ֱṄἵᾰѢ, ᶴ ‰MAC ῗὝ Ѧ ᴭἍḾẔᵺӺ ḧ‍ ѧ￼

MAC  

 ̧ IP χẸ℅ו ẦᵏᵅιARP ἴו Һ₅‬ἵᾰ￼ IPᵀ│ớιḅ‛ IPḔⅎјᵀ│ֱṄἵ

ᾰѢẨ  

 ̧ ҐὭ Һ⁞ὯᵺӺ ḧ‍ ‎ש ḾẔ ᴭ￼ ARPἵᾰѧ￼◊MAC ἆ ￼MAC ῗᵋῗ ᴭ

Ṱ ḧ￼MACιḅ‛јῗֱ ὍѢẨ  

ḅ‛ּזἋḾ ѧ￼ ARPἵᾰ￼ᾭ Ѽ ίֺιᴵҨᶈ Ḡԅ->ARP ἴ-> ARP

ᾢ֨ ѧ ᴭ￼ARPἵᾰ￼ ꞌιᴅӈ PPSιẸ ᴭᾠֹ￼ ARPἵᾰ ꞌ ҈ ḧӪ

ᵅι ᴭṄҺᾸẦι ἐטᶈּף Ỡᶶιᵼ℅ Ӫ ⁞Ὧḫ ѧῶּז ARP￼

ᾭ ‎ḧ  
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├Ỵχ 

 ̧ ҐὭ і ᴭᴵҨᵏּזӡүι ѦᴭṄᾣ Ἅῶ￼ ARPἵᾰιјҺḾᾭ ῶ ֺ  

 ̧ ARPᾢ֨ו ᵏּזḾẔ VLAN ἑ ᾦιᵼ℅Ѽוּ ⁞ὯᵺӺ ḧ‍ ‎ש ιḅ‛ᵙ

ḾẔ ᴭ￼ᵺӺ ḧ‍ јש ιҐὭ ṄҺѢẨἵᾰ  

ᵃῊᶈ Ḡԅ->ARP ἴ->IP ◊ ἴ ѧᵏּז ￼ IÆP◊ ἴו ι ἴ ᶚ

Ὅ SIP+MAC ￼ΆẪιі ᴭ 24 ᴭ ј ᵏּזιᵼѭᶹ ᵻᶶ￼ᾭὯץ◊ IP ᴵ

≡ᶈᵺӺ ḧ‍ ԓṀ ῂ│і χ 
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῎χ 

 ̧ SIP+MAC  ֺῗᴱᶴת◊ IPᶊᶍ ◊MAC ᶊᶍᵙ ᴭᶎ ᵀᵺӺ ḧӡỤ￼ᾭὯץ  

ҨіᴏᴵḢἄᴱῶḾẔ ὶԄֹḾẔ ᴭћӔּזḾẔ IP ἑ і ιӠ ҃Ҳў ￼Ḡ

ԅớ  
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12  802.1X  

12.1  ҏὈῡ 802.1X ה ἷᴆ 

12.1.1  ẓⱴҞ  

802.1X ᴃ Ӑѭṕᶟ ᴭ￼ὶԄίֺ ֺᶈҨᶿ ѧ ẍ┌ẔּזιѮ ֘Ҩᶿ ԓ

ᵙḠԅΆ ￼  802.1X ᴃ ῗ ᶢ҈ ᴭ￼ ὶԄίֺᴃ ι ᶢ҈ ᴭ￼

ὶԄίֺ ῗὝᶈṕᶟ ὶԄ ᶵ￼ ᴭ ιḾἍὶԄ￼ּזἋ ᶵ ᵙίֺ

ὶᶈ ᴭі￼ּזἋ ᶵḅ‛ ιṏᴵҨ ṕᶟ ѧ￼ ◊ψḅ‛ј ι

ֱῂ│ ṕᶟ ѧ￼ ◊  

12.1.2  ₱Ҟ  

•ԇᴻѭ҃Ӡ ᾭὯὶԄ￼ḠԅớιӔּזҐὭ Ӯ 802.1X ιᴱῶ ︡ ᵔת

֫ ￼ᵔṪ ᴺἑῶ ὶԄ Ӕּז ◊ιὂἓ ‗ḅїχ  
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ᶃѧҨ TL-SG5428 ӮѭѧỌҐὭ ι 802.1X Ὸחᵸὶᶈ TL-SG5428 і Ἅῶ

ѳᵅἑ Ὸחᵸ ◊ἆ ◊ ї Ṅҟ ḫאṕᶟ ѧ⅛ᴶ ᶵ

ҐὭ ￼ 802.1X ו ᾉ Radius Ὸחᵸḫא ὶԄ￼  

12.1.3  ᾛ← 

₉ ὨẤRadius ΐזᵷ 

 ᾰҨ ⱱ￼WinRadiusזּ Ӯѭ Ὸח εѼᴵҨᶈWindows Server іᾉấ Radius

Ὸחᵸ ῶԋῸחᵸ￼ᾉấΆ│ ᶈ іᴠ ԋ ᾳζ  

1 ᵏּזWinradius ιּז ᵔת Ұ ιẊᶈ ɋᾭὯẓɋ ט ODBC ι ᾭ

ὯẓιᾭὯẓ ἄוᵅԜ ᵏ ҭ  
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2 ҭ ᵏἄוᵅι Ὸחᵸᴠᾭ 

Ὸחᵸі￼ χ  

Π Ὸחᵸ IPᶊᶍχ192.168.111.250 εῸחᵸ IP Ӡ љҐὭ  VLAN1 ￼ὶᴭ IPῗ

ᴵҨ Ҋ ￼ι ӕὟⱢᵙVLAN 1 ᵃ ⅎ IPѯӕζ 

Π ᴭχ1812  

Π ᴭχ1813  

Π Ḹ χfae  

Π Ὸחᵸі Ἃזּ ᴺḸ χᵔṪ 1/123456  



 

143 

3/ 5/6/7/8 ֯Ҳў ҐὭ  

 

 

҆₉ TL-SG5428 ײַ 802.1X ה  

1 802.1X ᶈҐὭ ￼ Ḡԅɋ802.1X ɋԅṕ ףּ ιᵏּ802.1זX ԅ

ṕ ו ι ₩Ẫ Ὅ EAPιԎӎᴠᾭ ₭ Ὅ  
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2 ᶈҐὭ ￼ Ḡԅɋ802.1X ɋ ᴭ ףּ ι ḾẔ ᴭ￼802.1X ו  

 

 
῎χ 

 ̧ јᵏּז TL-SG5428 ᴭ(28 ᴭ)￼ 802.1X ιӔ ῸחᵸᶈүӍῊӧ

ᴭὶԄ Ҩӝ ḭἋ   




























































