TP-LINK

REV1.5.0
1910040856



75 B
Copyright © 2018 FELHARFRAF

FRALA , OREE BT AU

REWE BB BR 2w S IVEAT, AR BB NASHE B 5] R B30 s AT
DEAENE, BHARUEFOHRGEATERMA DT GRT e, 155 AIfEdHE.

TIP-LINK i R A AR R bR AT A RIRE, B EIE G .

AF MR 2E A A BRI S, W ARERT, BARTIER . BRAFTRRAE, AT
WA EAAE IR S, BT/ ERRIR A AT T T R 4R O



1.1
1.2
1.3
1.4

B2E

2.1
2.2
23
24
2.5
2.6
2.7
2.8
29

BIE

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9

BAE

4.1
4.2
4.3
4.4

B5E

5.1
5.2
5.3
54
5.5

BE6FE

6.1
6.2
6.3

............................................................................................................. 1
TR W22 = =S 4
LG 2 BT o TR 4
T ATIEIR Lottt 11
FEAT AL oottt 13
TTRATHEIRZITE ettt 13
FHPTFRTHT covereeneeuesssnesesesessssssssssesese s s ssssesesess s s s e ss s sassnsnsnenes 15
=T = o[RS 15
Service passWOord-eNCryPliON. .......couveii i 15
€NADIE PASSWOIT .....eueiiiiiiii e e e e e e e 16
E€NADIE SECTEL.. ... e 16
(oT0)] 1o U] = 17
=)L SRR 18
=T Lo F PRSP 18
£ T 1Y 1153 o] PSSR 18
Lo 1=7= T g 1= oY PSSR 19
IEEE 802.1Q VLAN FEE AT ...t 20
1Y = o PR 20
1) G = Lot IR - o T 20
=0 T 21
switchport general allowed VIan ... 21
SWItCHPOI PVId. ..o 22
SHOW VIAaN SUMIMAIY ...eiiiiiiiiieiceee ettt e e e e e e s e e e e e e e e e ennneees 22
ShOW VIAN DHET ..o 23
] 0T 1R =T o PSSR 23
show interface SWItChPOIt.............ooooiiiiiii e 24
MAC VLAN BB S o.eeeeeeceeeceeressesssse s e e e e e e e sessessnssesesssssesesenens 25
MAC-VIAN MAC-AAAIESS........uuiiiiiii e et e e e e e e e e e e e eeee s 25
(= Tom Y - T o PRSP 25
SNOW MAC-VIAN .....oeiiiiiiiii e e e e e 26
ShOW Mac-vIan iNtEIFACE .........c.ueiiiiiiie e 26
PP VLAN BLE AL et sseas 28
protocol-vian temMPIate...........ooeeiiiiiieiee e ————————— 28
o1y o1 (eTelo] BV, F=T o TV F= T o WP 28
o] o] (o TeTe] BV F= T I o | {o U o 29
show protocol-vian template ... 30
Show protocol-vian VIan......... ..o 30
VLAN-VPN BLE A c.eoeeeeeeeceeeeee e e e e e sesesesesesssesesessssssssssssssssnns 31
(o (o it Ko I 0 o o 1= O 31
dot1g-tUNNEl IPId ... e 31
o ot Ko T (8 0T 0T I g aF=T o] o 1o o PSS 32



6.4  switchport dot1g-tunnel Mapping........ccccooi i 32
6.5 switchport dot1g-tunnel mode...........oociiiii 33
6.6  ShOW dOt1Q-tUNNEL..... ..o 33
6.7  show dot1g-tunnel interface...........cooo i 34
6.8  show dot1g-tunnel MapPPING........ccerieiiiiiiiieee e 34
BTE BT VLANELE D e 35
% B o o= Y - o U TSP PUPRPTPRPR 35
Y (o o= IR = o 1=V |1 o S 35
4R Y (o oTc IR =Y T o] 4 T 11§ 36
7.4 voice VIan MacC-addreSsS ........coiiiiiiiiiiiiiee e ee e 36
7.5  switchport voice vIan MOde...........oooiiiiiiiii e 37
7.6 switchport voice vlan SECUNILY ..........oooiiiiiiiiii e 37
7.7 ShOW VOICE VIAN ....coiiiiiiiiii e 38
7.8  ShOW VOICE VIAN OUI.....eiiiiiiiiiici e 38
7.9  show voice vlan SWItChPOrt ............oooiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e areaees 39
# 8 Private VLAN TEE TS ..oceeeceeceerereeee e 40
8.1 Private-VIan PriIMary........coccuiiiiiie ettt e e e e e s e e e e e e s e ennneeeeeeens 40
8.2  private-vlan ComMMUNILY .........ooiiiiii e 40
8.3  private-vlan isolated ... 41
8.4  private-vlan association......... ... 41
8.5  switchport private-vlan ............ooo i 42
8.6  switchport private-vlian host-association ..o, 42
8.7  switchport private-vlan mapping ..o 43
8.8  sShow vIan private-vlan................uuueeeiii 44
8.9  show vlan private-vlan interface............coccoiiiiii i 44
FOE GVRP ELE ML oottt 45
1S IRt B 1Y/ o (o] (o] o Y- | ) I PP 45
9.2 gVIP (INTEIFACE) ...ttt e e 45
9.3 gVIP registration. ... ..o i 46
S I o 1Y/ o I ] 1= SR 46
S TSI =1 01011 VAo 1Y o I'e | o] o T- | S 47
9.6  ShOW QVIP INTEITACE ... .ueiie e 47
%10 Z EtherChannel ELE T4 .cococvvvrrererereressssssssssesesssssssssssssessssssssssnens 49
L 2R B g = g1 =Y T o T o PSR 49
10.2 port-channel 10ad-balance ... 49
10.3  1aCP SYSEM-PIIOTILY ... e 50
(O P= o7 o I o o g o] (o] 4 1 V7RSSR 51
10.5 Show etherchannel..........cooo e 51
10.6 show etherchannel load-balance ..............cccooiiiiiii e 52
TO.7  SNOW JACP . 52
O IR T g o1 =T o I3 < T o SRR 53
B E FAPBEHEEERS e sssssnns 54
11.1  USEr NAME (PASSWOI) ....coiiiiiiiiai e e e et e et e e e et e e e e e aneee e e e anneeeeeeenneeeeean 54
11.2  USEr NAME (SECIEE) .oiii i e e eee e e e 55
11.3  user access-control ip-bDased ...........ooii i 56
11.4  user access-control MAcC-based ...........oocuiiiiiiiiii i 56
11.5 user access-control port-based............ccoooiiiiiiiiiiiiiie, 57



(I T (=Y [ =Y SO PPPPRTN 58
11.7  Show USer aCCOUNt-liSt..........cooiiiiiiieie e 58
11.8  show user configuration ............cooo i 58
11.9  show telnet-status ..........ooooiiiiiiii e 59
E 12 HTTP AT HTTPS FEE IS oo sseesens 60
T2, AP N SEIVET ... 60
12.2 0P NP MAXAUSEIS...eeee e 60
12.3  ip http SESSION tIMEOUL .......eueee e 61
12.4 P NP SECUMB-SEIVET ...t 62
12.5 ip http SECUIE-ProtOCOL. ....cooiiiiii e 62
12.6 ip http secure-Ciphersuite...........ooo e 62
12.7  ip QP SECUME-MAX-USEIS. ... . eeiiieiiiiiie e et eee ettt e et a e e et e e e e enneeee e eeneeeeeean 63
12.8 ip http secure-session tiMEOUL ..., 64
12.9 ip http secure-server download certificate ..............cccoeeeiiiiiii i, 64
12.10 ip http secure-server download KeY ..........ooocuuuiiiiiiiie e 65
12.11 show ip http coONfiQuration ...........ooccueiii i 66
12.12 Show ip http SECUIME-SEIVET .......oii e 66
FA3E BEIIRIEM D oo sssssse s ssssssssssesssssssssssssns 67
(RS T B o I To 10 o7 N ] o [ T [ RS RR 67
(RS I [0 X | T o X< g Voo o] T [N USSR 68
13.3  ip dNCP SNOOPING VIAN ..o e 68
13.4 ip dhcp snooping information OPtioN .........ceeiiciiiie i 69
13.5 ip dhcp snooping information strategy .........cocceveeicciiii i 69
13.6 ip dhcp snooping information remote-id..........ccceeveiiiiicciii e 70
13.7 ip dhcp snooping information Circuit-id ..o 70
13.8 ip dhcp SNOOPING trUST.....oiiii e 71
13.9 ip dhcp SNOOPING MAC-VENITY ...coiiiiiiiie e 72
13.10 ip dhcp snooping lIMIt rate ... e 72
13.11 ip dhcp snooping decCling rate ..........oovvviiiieicc e e 73
13.12 Show ip SOUICE DINAING.....ciiiiiiiiiiiiiie e e e e e e e e 73
13.13 Show ip dNCP SNOOPING....cciiieiiiiiiiiiie e e e e e e e 74
13.14 show ip dhcp snooping iNterface. .........ooceiii i 74
13.15 show ip dhcp snooping information interface............cccooioiiiiiii e 75
HF14E ARP BT ECE AT D e veeererereesssssseresesess s sssse s s sssssssssessssssssssnens 76
141 ip @rp iNSPECHION VIAN .....coiiiiiii e 76
14.2 ip arp inspection validate............ooo i 76
14.3 ip arp inNSPECON trUST ... ... 77
14.4 ip arpinspection limit-rate...........ccoooiiiiiiiiiiiii 77
14.5 ip arp iNSPECLON FECOVET .......ueiceeeeeee e 78
14.6  ShOW ip @rp iNSPECLION. ....coi i e e e 78
14.7 show ip arp inspection interface. ..o 79
14.8 show ip arp inspection statiStiCs. ... 79
14.9 clearip arp inspection statistiCs ..........ooooiiiiii e 80
FAS5E IPPEFTIEEE DD oo 81
(R T B o IV =T 41 VT 1U o YRS 81
15.2  ShOW IP VEIIfY SOUICE......uiiiiiiiiie e ciie ettt e sttt e e s e e e s ennaeeeeanes 81
2516 2 DOS BHTITL ceeeerereeerereresssesessssssessasssesesssssessasssess s s s ssesansesneas 83



16.1 P dOS-PrEVENL. ... e e e s e e e e e e e e eneeeeeeans 83
16.2  Ip dOS-PreVeNt tYPE. .o e 83
16.3  ShOW IP dOS-PreVENt ... ..o e ee e 84
g A I i VT 85
A% B o T T 11 o TN o1V = RS SR 85
LA ToTe o 1 Yo N o101 1= [0 SR 85
17.3  10gging file flash .....cooe i 86
17.4 logging file flash frEQUENCY ......cocoiiiiiii i 86
17.5 logging file flasSh IEVEL......c.coieiiiiicee e 87
17.6  109giNg NOSTINAEX oo e 87
LI A To e T 119 T I 4 To 1 (o S SSR 88
17.8  109ging MONITOr [@VEI .......ooiii e 88
L8 T 1= - 1 (o T T oo SRR 89
17.10 show 10gging 10Cal-CONTIG .......uueiiiiiiie e ae e 89
17.11 Show 10gging I0GNOST........ooiiiiieee e e 90
LA T LoV [ Yo To [ To TN o Ui =) SRR 90
17.13 Show 10gging flash ..o 91
A8 EE SSHILE AT coeeerereeeerereeese ettt 92
18.1 PSS SEIVET ..ttt e s e e e s e e e e e neeeeeean 92
18.2  IP SSh VEISION ...t ee e 92
18.3  ipSSh algorithm ... ..o 93
18.4 PSS tIMEOUL ... 93
18.5 1P SShMax-ClIENt .........eee e, 94
18.6  iP SSh AOWNIOA .......eeeie e 94
18.7  remoVe PUDIIC-KEY .....coieeiiii e 95
18.8  SNOW IP SN e e 95
%19 IEEE 802.1X FEE AL - ovrereeerereeeeereressseseess ettt 96
19.1  dot1x system-auth-Control.............c.oiiiii e 96
19.2  dotIX handShaKe ...........eeiiii e 96
19.3  dotIx auth-method ..o 97
19.4  dotIX @CCOUNTING ... e e e e e e e e e e e e e nnnes 97
19.5 dot1x guest-vian (Global).........ceeiiiiiiii i 98
19.6  dotTIX QUIET-PEIIOM ... e e e 98
19.7 dot1x timeout supplicant-imeout ..o 99
19.8  dot1X Max-reauth-req..........ooiii e e 99
RS T o (o i USSR 100
19.10 dot1x guest-vian (iNterface) .........cccuvei i e 100
19.11 dotIX POrt-CONLIOL ... 101
19.12 dot1X port-method ... 101
19.13 Show dOt1X gIODAI ... 102
19.14 show dot1X INterface ........cooo i 102
20 F HBEELEATS oo 104
20.1 mac address-table statiC .........coooiiiii i 104
20.2 mac address-table aging-time...........oooii i 104
20.3 mac address-table flteriNg .........coccuere i 105
20.4 mac address-table Max-Mac-CoUNt............cooiiiiiiiiiiiieii e 105
20.5 show mac address-table ... 106
20.6 show mac address-table aging-time ...........ccccce e 107



20.7 show mac address-table max-mac-Count.............cccceeiiiiii e 107
20.8 show mac address-table interface ... 108
20.9 show mac address-table Count ....... ... 108
20.10 show mac address-table address .........cceee i 109
20.11 show mac address-table VIan ..............cceeiiiiiiiii e 109
B21E RAME D oot ss s 111
211 system-time ManuUal ... 111
21.2  SYSIEM-tME NP i 111
21.3 system-time dst predefined..........cceviiiiiiii i 112
21.4  system-time dst date ... 112
21.5 system-time dst reCUrming........ccoo oo 113
21.6  NOSINAME.......ueeeiiiiee e e e e e e aae s 114
P2 I A o o~ Y i [o T o PP PPPPPPPP 115
P2 IR T oo g1 v= Lox 1 J 115
A R B (=TT S U UPP PP PP PP PPPPP 116
2770 FEDOOL ... 116
21.11 copy running-config startup-Config...........coooiiiiiiiii e 116
21.12 copy startup-config thp .......cceeeiiii e 117
21.13 copy tfp Startup-Config ... 117
21.14 bOOt APPlCALION .....eviiiiiiiiiiit s 118
21.15 remove DaCKUP-IMAGE. .......ceiiiiiiiieiieie e e e e e e e s e e e e e e e e ssnneeeeeeeeeeenanes 119
21.16 firmware UPGrade ........c.ueveiiciieeeeiiiieee st e e e esee e e e stee e e s et e e e ssaneeeessnnseeeesnnseeeaens 119
22 T A o1 T OSSR 120
A T < T 1 =T~ o OO PPRRRT 121
21.19 ShOW SYSIEM-INTO ..ooiieii e 121
21.20 ShOW IMAGE-INTO .....oiiiiiii e a e 122
21.27 SNOW DOOL ... e 122
21.22 ShOW ruUNNING-CONMIQ ....uvvieeiiiiiie e e e e e e e s e e e s nnraeaeens 123
21.23 ShOW Startup-CoNig .....ccuueeiiieeiie e 123
21.24 ShOW SYSIEM-IME ..ot e e 123
21.25 Show system-time dSt.........ocuiiiii e 124
21.26 Show SyStem-time NP .....cooo i 124
21.27 show cable-diagnostics interface ..o 125
21.28 show cpuU-UtIliZation...........cccoooiiiiiiiiecce e 125
21.29 show memory-UtiliZation............oociiiiiireee e 126
5522 % IPV6 HBHEFL B M4 cooeeeeeerceeeereeee e 127
221 0PVE ENADIE ... 127
22.2  ipvB address autOCONSIg .......cuueveiicuiiieeiiiiie e e et e e e e e e e e s e e e naae e 127
22.3  ipv6 address liNK-10Cal.............ooiiiiiii e 128
A |0V S =To [0 (=<3 o | o7 o J SRS 128
P T | 0V =T [0 [ (=TT - RS 129
22.6  IPVE AAAIESS ....uueeiee e e e e e e e e e 129
22.7 IPVE dAreSS EUIB4.........enneeeee ettt 130
22.8 ShOW IPVB INTEITACE .......uveeeeiiiiieeeeee e 130
23 F DURPIBLE AL ceeeereeeerereeseesesess e e e sessss e se s sseeas 132
23.1 interface fastEthernet........ ..o 132
23.2 interface range fastEthernet....... ... 132
23.3 interface gigabitEthernet ... 133
23.4 interface range gigabitEthernet.......... ... 133



pAC TS T o (=YY 4o} (o] o U RS 134
23.6  SHULHOWN ... 134
23.7  FlOW-CONIIOl ....oeeeeeieeeeeeeeee e aa e 135
DA TS T o 0] o] = G 135
B2 8 T 112 o1 oo J 136
23,10 SPEEA......ee e e e e aaaaaaaaaaaas 136
23.11 SEOrM=CONIOl PPS. .. 137
23.12 SOMM-CONTIOl ..o e e eaaa e 138
D2 T G T o = aTo 11, T 11 o 138
23.14 ClEAI COUNTEIS....ciii i ittt e e e e e e e e e e e e e e e e enaraeeeeeaaeean 139
23.15 show interface Status .........coooiiiiiiiii e 140
23.16 show interface COUNTEIS .........cccii i 140
23.17 show interface configuration ..........cccoocvivi e 141
23.18 ShOW StOrM-CONTIOL........ciiiiiiii e 141
23.19 show bandwWidth............cooiiiiiiii e 142
HF24E QOSTE D coooeverrrrererereress e s st ss s sa e anns 143
St B o [0 1 S 143
B o o 1= o [T o R 143
24.3  OS QUEUE COS-M@P - uueetaeaureraeaauueeeeaaanseeaeaaaseeaaaaanseeeaaansseeeeaanseeeesannseeessanseneess 144
244 (OS QUEUE ASCPNAP. ... uuiuuiicieieeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeaaaaaaaaaaaas 145
24.5 (OS QUEUE MOAE .....uuiiiiiiecc et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaas 145
24.6 qOS QUEUE WEIGNT ... e 146
24.7 ShOW QOS INEIMACE .......uueieiieie e 147
P BT (o1 Vo To =R oo 1o 0 =T o R 148
P e BT (o)1 Vo To =R o K=o o K 0 =T o J RS 148
24.10 ShOW (OS QUEUE MOE ....coeiimiiiiieeiiiiieeeiiee ettt e ettt e e et e e e e enee e e e s enee e e e eenneeeeas 148
24.11 ShOW QOS StAtUS......uuiiccc e 149
H25F OB E AL oo 150
25.1 monitor session destination interface ... 150
25.2 monitor session source iNterface ...........ccooooviiie e 151
25.3  SNOW MONItOr SESSION. .....eiiiiiiiiieiitiee ettt 152
F26F SOREEEEATS oooveererererernssssere s ss s sssssse s ansnnns 153
26.1 POt ISOIAtION ... 153
26.2 show portisolation interface ..o 153
27 Z FBRMTELE TS coeeeeerererersssssseresesessss s s ssssssssssesesssassssnsns 155
27.1 loopback-detection (global)..........ceiiir i 155
27.2 loopback-detection interval .............cooo i 155
27.3 loopback-detection reCoOVEery-time.......cccoooieiiiiiiiee e 156
27.4 loopback-detection (INtErface).........ccocceiieiiciiie e 156
27.5 loopback-deteCtion CONfig .......ccccciiieiiiiiie i 157
27.6  loopback-detection rECOVET ...........uuuiiiieiii s 157
27.7 show loopback-detection global.............coooiiiiiii e 158
27.8 show loopback-detection interface...........cooooiiiiii i 158
H 28 F POEFLE D coovevererrerereresssssssssesesesssssssssssessss s s ssssssssesessssasansnens 160
28.1  power inline consumption (global) ..........ccooiiiiiiii e 160
28.2  POWET INIINE SUPPIY .cceeeieieeeiiie ettt e e e enaeeee s 160
28.3  POWET INlINE PIIOIY ... e e e e e e e e an 161

\



28.4 power inline consumption (interface)...........ocoeie i 161
28.5 POWET tIME-TANGE ...eoiiiuiiiiieiiiii ettt e e et e e e e enee e e e s enbe e e e eenneeeeas 162
b4 G T o] o - 162
28.7  @DSOIULE ... 163
28.8  PEIHOMIC. ...t aaaaaaa e 164
D24 TR T o Yo 111 /= T ol o Vo] o F= S 164
28.10 power inliNe tIME-TaNGE.....ccouiii i e e e eeeeeeean 165
28.11 POWET PrOfil@ ... 165
28.12 power inling Profile ..........oii e 166
28.13 ShOW POWET INIINE....coiiiiiie et e e e e eaee s 167
28.14 show power inline configuration interface...........c.ccccooiiiiii 167
28.15 show power inline information interface............ccccccoooeiiiieei e, 167
28.16 ShOW POWET tIME-TANGE......ciiiiiieiieeiee e eeeeeean 168
28.17 ShOW POWET NOLIAAY ... .ceiiieeiiiiiiiiie e e e e e e e e e e nanes 168
28.18 ShOW POWET Profile .......eciiiiiiei e e 169
gL I o] I T 170
P24 Bt B (10 = = o = R 170
29.2  @DSOIULE ... e 170
P24 IR B oYY o o [ o R 171
DA S 1 o] o - 171
29.5  holiday(gIobal) ... e 172
29.6  ACCESS-IISt CrEate ....oiiiiiiiii i 172
29.7 access-list DiNd @Cl..........ooiiiiiiii 173
29.8 MAC aCCESS-lISt.... e 173
29.9 access-list standard ... e 174
29.10 access-list extended. ........oooiiiii e 175
29.11 ACCESS-IISLIPVO ...evvvviiiiiiiiiieee s 176
122 TR 2 U 1 TSRO 177
29.13 access-list POlICY NAME ..o e e e 178
29.14 access-list POliCY @CtiON.........ooii i 179
29.15 redireCt INTEIrfACE ......ooceiie e 179
29.16 S=CONAIION ....eeiiiiii ettt e et e e e e e e e s aee e e e e anreeaeanns 180
29,17 SoIMUITON ...ttt e ettt e e e et e e e e e e e e e eeeeeeeeeessaarsaeeeaaeeeaaansrseneeaaasaaaanns 180
29.18 QOS-TEMAIK ....eviiiiiiiiiiiiiiiit e n e e e e e e e e e e an 181
29.19 access-list bind acl(interface)..........ccoviiie i 181
29.20 access-list bind acl(VIaN)........ccooiiieiie i 182
29.21 access-list bind (INterface) ..o 182
29.22 access-list DiNd (VIAN).......oo e 183
29.23 ShOW tIME-TANGE.....cci ittt e e eeaee e 183
29.24 SNOW hOlIA@Y ...t 184
29.25 ShOW aCCESS-lIST ... ... 184
29.26 ShOW aCCeSS-liSt POLICY .. .eeeiieeeeiiiiieiie e e e e e 185
29.27 Show acCess-liSt DING ......coooiiiiiiii e 185
30 FE MSTP ELE IS oot esse ettt 186
110 T B o (=1 o 10 (o TR o T= T T 1 o I 1Y RS 186
30.2 spanning-tree (GIobal) ...........ooi i 187
30.3  SPaNNING-tre€ MOTE ......ooi i e e e 187
30.4 spanning-tree mst configuration..............ccoo i 188
30.5 spanning-tree MStiNSIANCE ..........oeiiiiiiiiie e 188
30.6  SPaANNING-tree PriIOFILY ....ccceeeiiiiiiiiie e e e e e 189

Vil



30.7 spanning-tree tc-defend ... 189
30.8 spanning-tree hold-Count ........ ... 190
30.9  sSpannIng-tree tIMEr .......co e 190
30.10 spanning-tree Max-NoPs .......cooo i 191
30.17 INSEANCE ...t e e 192
RO o F= o o = TSP PP OPPPPR 192
3013 FEVISION ..ttt ettt s e s e e e s e e s et e e e 193
30.14 spanning-tree (INterface) ... 193
30.15 spanning-tree commON-CONTIG .......ooiiiiiiiiiiii e 194
30.16 SPaNNING-tre@ MST.... i 195
30.17 spanning-tree bpdUfiter ..........ooo e 196
30.18 spanning-tree bpduguard...............coooiee oo 196
30.19 spanning-tree guard I00P ........cceeviiiiie e e e e e e e 197
30.20 spanning-tree guard rOO0t..........c..uuiiiiiiee e 197
30.21 spanning-tree QUAard € .......cuuiii i 198
30.22 spanning-tre€ MCRECK ...........eiii i 198
30.23 show spanning-tree active .............coooiiiiiiiiiie e 199
30.24 show spanning-tree bridge..........cueiiiiiiiiii e 199
30.25 show spanning-tree interface...........ccooiiiiieiiie e 200
30.26 show spanning-tree interface-SeCurity ..........cccoveiiiiiienii e 200
30.27 Show Spanning-tre€ MSt..........ccoiiiiiiiiiiie e 201
g S Bl (] | R i = o 203
31.1  ip igmp sNOOPING(GIODAI).......ceiiiiiiie et 203
31.2  ip igmp sSNooPING (INTEIFACE)......o i 203
31.3  ip igMmpP SNOOPING MIME .. e e ee e 204
31.4  ip igmp SNOOPING MEME ... e e e e 204
31.5 ip igmp SNOOPING report-SUPPIESSION........uuuiiiieeeeeiiciiiieeeeeeeesaererreeee e e e e eneeees 205
31.6 ip igmp snooping immediate-leave ............cccccvee i 205
31.7 ip igmp SNOOPING AroP-UNKNOWN .......cceiiieiiiiieeeeeeeeeiiieeeeeae e s s seieeeee e e e e e e e 206
31.8 ip igmp snooping last-listener query-inteval.............cccooooiiiiiii 206
31.9 ip igmp snooping last-listener query-count ............cccooiiiiiiiii 207
31.10 ip igmp snooping VIan-CoNfig .........coeiiiiiiiiiiie e 207
31.11 ip igmp snooping Multi-vIan-Config...........cooiiiiiiiiiii e 208
31.12 ip igmp SNOOPING QUETIET VIAN .....eviiiiieeeeiiiiiieie e e e e e e e e e e e e eseeee e e e e e e e e ennes 209
31.13 ip igmp snooping querier vian (general QUETY) .......uuveeiciereeiicineeessiieeeseneieeeens 210
31.14 ip igmpP SNOOPING MAX-GrOUPS ....vvveerreeeeeiaanerrerereaeeesaaannreeereeeeeessaansserereeeeeeananes 211
3115 0p igMP PrOfile ... 212
R I 1= o SRS UPPRURPPRR 212
R Ot I A o T= T 4 o S RSP PR UPRPR 212
I ST =TT T SR OUPRR PR 213
B g 1 I o T e 0 T oI 11 (= o USRS OSURR 213
31.20 clearip igmp snooping StatiStiCS .......oeveeiiiiiiiiiiice e 214
G 2 I1 o ToAVIVANT o 8 T a Y o JE=] Lo o o T 5 214
31.22 show ip igmp snooping iNterface............cooieiiiiiiiiii e 215
31.23 show ip igmp SN0OPING VIAN ..........eiiiiiiie e 216
31.24 show ip igmp snooping MUIt-VIaN ... 216
31.25 show ip igmp SNOOPING GrOUPS .....eeieiiiiiiieeiiiiieeeaiiiiee e e riee e e s eeiee e e e sner e e e eneeeaeenns 216
31.26 show ip igmp SNOOPING QUETIET ......eeviieeeiieiiiiee e e e e e e 217
31.27 ShowW ip igmMP Profile .....eeeiiiieee e 218
55 32 Z MLD fHIFFEEATS oo ssssssseasseas 219

Vi



32.1  ipv6 mld snooping(global) ...........c.eeiiiiiie e 219
32.2 ipv6 mld snooping (INterface).........coueeiiie i 219
32.3  ipv6 MlId SNOOPING MIME ....ceeiiiiiii e 220
32.4  ipv6 mld SNOOPING MEIME ......oiiiiiiiii e 220
32.5 ipv6 mid SNOOPING repOrt-SUPPIrESSION ......uuviiiieeeeeieiiiiieeeeaeeeseerereeeee e e e e nneeees 221
32.6 ipv6 mid snooping immediate-leave ...........ccccceeiiiiiiiiiiiin e 221
32.7 ipv6 mid snooping drop-UNKNOWN ............ueiiiiiieeeeeeieiiieeeeeee e s s seeeneee e e e e e e eneeees 222
32.8 ipv6 mld snooping last-listener query-inteval...............cccooiiiiiiiiini 222
32.9 ipv6 mld snooping last-listener query-count ............cccoocoiiiiiiiiie i 223
32.10 ipv6 mld snooping VIan-Config....... ..o 223
32.11 ipv6 mld snooping multi-vlan-config............occoeiiiiiiiii e 224
32.12 ipv6 mId SNOOPING QUEET VIAN ......coiiiiiiiiiiiiiee e 225
32.13 ipv6 mid snooping querier vian (general QUETY) .......cccocceeeeiicieeeeiniireessneieeaens 226
32.14 ipv6 mId SNOOPING MAX-GIOUDS ....eerrreeeeeiiaurererrreaeessaanereeereeeeessaaanssseeeeeeeeseanannes 226
32.15 ipVB MId Profile ......ooe e 227
B0 L 0 =Y o USSR 228
2 I A o= 4 0 S RO PRRR RPN 228
32,18 FANGE --eeeieiiiiii ettt e et e e e et et e e e abe e e e e e anreeaeearaeaaan 229
32.19 iPVO MI FiEEI oo e e e e e 229
32.20 clear ipv6 mld snooping StatistiCs .......ccoeieceiiiiiiie e 230
1 Y224 IK1 o ToAVIVANT o} VL G N o 1 [ JR] T Yo o)1 Vo S 230
32.22 show ipv6 mld snooping interface...........coooeeiiiiiii e 230
32.23 show ipv6 mld SNOOPING VIAN ........oiiiiiiiee e 231
32.24 show ipv6 mld snooping MUlti-vlan ..o 232
32.25 show ipv6 mId SNOOPING GrOUPS. ....ceeiiuriieeiiiieeeeaitiieeeeeiee e e s eibe e e e e saeeeeseneeeeeenns 232
32.26 show ipv6 mId SNOOPING QUETIET .......eeeeiiiiiiieieee e 233
32.27 show ipvb MId Profil€.........ccoiimiiieeieeeeeeeee e 233
B33 SNMP ELE TS coeoeceeeeereesee e e ssse e 235
GG TR B =T o 01 o =TT Y=Y S 235
33.2  SNMP-SEIVET VIEW ...niiiiiieiiiiie et ee e et ee e e et e e e ettt e e e e eate e e e e ennteeeeennneeeeeanneeeaeanns 235
33.3  SNMP-SEIVET GIOUP ..uueeeieeiueieaeaateeaeaaateeeaeaaneeeaeaateeaaeaanseeaesaneeeesaanneeaesannseeasanns 236
33.4  SNMP-SEIVET USEI ..ceieiiieeiiiiie et ee e e ettt e e e et e e e ettt e e e e anaeeeeseneeeeeaanneeeeeanseeaeanns 237
33.5  SNMP-SErver COMMUNITY ... ..oiiiiiii et e e e ee e 238
33.6  SNMP-SEIVEI NOST ....ooiiiieiie s 239
33.7  snMpP-Server eNgINEID ..........oo i 240
33.8  SNMP-SEIVEr trapS SNMP ....evviviiiiiiiiiiiiiiiiiireiee e, 241
33.9 snmp-server traps INK-Status ..........ooooiiiiiii e 242
33.10 SNMP-SEIVEL trAPS . ieieie ettt e e e e e enee e e e e eaee e e e enreeaeanns 242
33.11 SNMP-SEIVEr traps VIAN.......ceiiii et e e e e 243
3312 FMON NISTONY ...t e e e e e e e nee e e e e eneeeaeenns 244
G Tt 1 I o g =Y =T o | PP PP PPPPP 245
G Tt o o = =T 4 0 o TSRO PPPPRPPPPP 246
33.15 rMON SEALISHICS .....veeieiiiie e 247
33.16 SNOW SNMP-SEIVET ...ttt e et e e e e e e e enee e e e e enreeaeanns 248
33.17 SNOW SNMP-SEIVET VIEW.......eiiiiiiiiiiieiiiiie ettt e s nee e e e e e e e neeeaeeaas 248
33.18 SHOW SNMP-SEIVET GrOUP......eeiieiiiiiiaeaiiiiaeeaiieee e ettt e e s aeieeeesanteeesesnneeeeeeaneeeaeanns 248
33.19 SNOW SNMP-SEIVEL USEI ... ...uiiiiiiiiiiieieiieee e etiee ettt eiee e e s e e e e saae e e e e e neeeaeenns 249
33.20 show snMpP-Server COMMUINILY .......coiiiriiiiiiiiiiie e e e e e e e e e e e e e e e e e ennes 249
33.21 ShOW SNMP-SEIVEr NOSt.......eiiiiiiiiiiiiii s 250
33.22 show snmp-server engiNEID ..........coooiio i 250
33.23 ShOW rmMON NISTONY ... 251



33.24 ShOW MMON EVENT.......eieiiiiiie et e e e e e eannes 251
33.25 ShOW MMON @larM........eeiiiiiiii e e e e e e e eanaes 252
33.26 show rmon StatiStiCS ......cooooiiiiieee e 252
F34E LLDP FLEATD oo eererercesssssesenese s sssse s s ssssssssesssasansnens 254
17 oy [T | o R 254
34.2  1Idp hold-MUIIPHET ....ooeii e 254
G G T 1o [ 0 (] 4 1= 255
G | o [ o (Yot =AY S 256
345 IldP tranSMIt.......oeeiieieieeieie e ———————————————————————————————— 256
K G B | (o [ =T o T g a T o K =T o F USROS 257
4.7 AP HV-SEIECE. ... e 257
34.8 lldp Med-fast-COUNL....... oo e e 259
34.9  1ldP MEA-SIALUS ....eeeiiiiiiiie s 259
34.10 1Idp MEA-HIV-SEIECE ......eveeeieeiiiee s 260
34.11 1ldp MEA-I0CAtION ......eeiiiiiiiiiiiee s 261
7 1 oA o | o PR 262
34.13 Show lIdp INTEIfACE .......eeiiiee e 262
34.14 show lldp local-information interface............ccoooi i 263
34.15 show lldp neighbor-information interface.............ccoccoiiii i 263
34.16 show lldp traffic interface..............ueeeiiiiiii e 264
B35 ARPELE ML coeeereccerereese s sse s sss s 265
G TRt = T o T 265
35.2  Clear @rp-CaChE..........uuuiieiiiiiiiiiieeteeee s 265
35.3 AP HMEOUL ....ooeeiieieeee s 266
5.4 SNOW AP i e e e e e e eaas 266
35.5 Show ip arp(interface).......cocuiei e 267
35.6  ShOW ip @rp SUMMAIY ....cooiiiiiiieii ettt e ee e 267
36 F BABETE AL e 269
LG I o = To (o | =YX SRR SURRR 269
36.2  Ip AdAreSS-allOC ........evviiiiiiiiiiiiiiiiiiiiie e ——————————————————————————————— 269
36.3  INterface VIAN ..o e 270
36.4  interface l0OPhACK ..........ooooiiiiieeee e 271
36.5  SWILCRPOIT ... e 271
36.6 interface range port-channel .............ooo i 272
36.7  dESCIIPHON ... e e e e e 272
36.8  SNULOWN ... e e e e e e e 273
36.9 interface port-Channel ...............c..oveiiiiiiii e 273
36.T0 TP FOULE oot an 274
36.11 IPVO FOULING ...eeeieeeeiiieiie e e e e e e e e e e e e e e e e e esnnneeeeeeeeeeeaannes 275
36.12 PV FOULE......eeeee ittt ettt e ettt e e e et e e e e e bt e e e esneeeeeeanreeaaanns 275
36.13 show iNterface VIan ............ooooiiii e 276
36.14 ShOW IP INTEITACE ...eoiieeie e 276
36.15 show ip interface brief ... 277
36.16 SNOW P FOULE ...eeeiiiiiiiiiiiiit it 277
36.17 ShOW ip FOULE SPECITY....ueieiiciiiie i e e nree e e 278
36.18 ShOW ip rOUtE SUMMAIY ...cccei i e e e e e e e 279
36.19 ShoW IpVE INTEITACE ......eeiiieiee e 279
36.20 SNOW IPVB FOULE .....oiiiieie e e e e rreea e 279
36.21 Show ipV6 route SUMMAIY ......coooiiiiiiiiiiiii ettt e ee e 280



gy O AV VN T s e 281

371 @AA ENADIE........c e 281
37.2  1aCacCas-SErVer NOSt.......coooiiiiiiiii e 281
37.3  SNOW taCACS-SEIVET ......eeiiiiiiiii et 282
37.4  radius-Server NOSE .........coo i 283
37.5  SNOW radiUS-SEIVET .......coeiiiiiiitieeee et e e e e e e 284
K G B = T= o [ 1F ] o PSSP 284
A A ==Y o= PP UPRPRN 285
37.8  SNOW @88 GrOUP ....eiii ittt e et e e e e e e e e eneeeeeenns 285
37.9 aaa authentication [0QIN ... 286
37.10 aaa authentication enable ... 287
37.11 aaa authentication dot1x default...........c.occoiiiiiii 287
37.12 aaa accounting dot1x default.............oooiiiiii e 288
37.13 show aaa authentication ...............cooiiiiii i 288
37.14 ShOW 888 @CCOUNTING -..eeiiiiiiiiii ittt e e e e e e e eneeeaeeans 289
A K 1 1= =Y [ = P UURPR 290
37.16 login authentication(telnNet).........cceeveieiiiie e 290
717 TINE SO e e e 291
37.18 login authentication(SSh) .......couiiiciire i 291
37.19 enable authentication(telnet)......... ..o 292
37.20 enable authentication(SSh) .........ccueiiiiiii e 292
37.21 ip http login authentication ... 293
37.22 ip http enable authentication ... 294
37.23 ShOW @8a gIODAI ......cooeiiii e 294
25 38 2 DHCP G BIE AL e eeeeeereeeerereessesesessesesesssese s sss s sseens 296
38.1  SEIVICE ANCP SEIVET ..o aaan 296
38.2 ip dhcp server extend-option CapWap-aC-iP.........ceveeveeeeriiierrieiiriiiiiiiersereenenean, 296
38.3 ip dhcp server extend-option vendor-class-id..........ccoocoiiiiiiiiiiiiiie e 297
38.4  ip ANCP SEIVEI POOL ... .ttt e e 297
38.5 ip dhcp piNg tIMEOUL ..o e 298
38.6  ip dNCP PING PACKELS. ....coiiiiiie e 298
387 NEIWOIK ..ttt e e e 299
8.8 BASE ... e e e 299
38.9 address hardware-address ...........couoiiiiiiiiiiiiee e 300
38.10 address client-identifier...........cc.uvviiiiiii i 300
38.11 default-gateway ..........c.ooii i 301
3812 ANS=SEIVET ..ottt e e e e e e e e e e e e e e e earraneeaaaaeaaaans 302
38.13 NEtbIOS-NAME-SEIVE ....cceiiii it e e e e e e e 302
38.14 NetbiOS-NOAE-LYPE ....eeeiiiiiiiee e e e e e e e e e e 303
3818 NEXI-SEIVEN ..t e et e e e 303
38.16 dOMAIN-NAIME ......eiiiiiiiiii et e e e s e e e e s enree e e 304
BT TR A o T To 111 SRS 304
38.18 show ip dhcp server Status. ... ... 305
38.19 show ip dhcp server statistiCs .........oooiieiii i 305
38.20 show ip dhcp server extend-0ption ... 305
38.21 Show ip ANCP SEIVEIN POO ......oeeiiiiiiiiiiiieeeeeeee ettt eeeeeeeeeeeesaeesssrsseseeesessasssnnnees 306
38.22 show ip dhcp server excluded-address ..........oovvvveeviiiiiiiiiiiieeeeeeeeeeeeeeeeeeeveeaeaeens 306
38.23 show ip dhcp server manual-binding .........ccooveiiiiiiiiiiiie e 307
38.24 show ip dhcp server binding ..........ooo i 307
%5 39 Z DHCP FZRELE TS oottt 308

Xl



39.1 service dNCP relay ........ooo i 308
39.2 P NelPEr-address ........eeiiiiiiiie e e e 308
39.3 ipdhcp relay information ... 309
39.4 ip dhcp relay information POlICY.........oooeiiii i 309
39.5 ip dhcp relay information CUSIOM .......c.evviieiiiie e 310
39.6 ip dhcp relay information CirCUit-id ..........ooevicieie i 310
39.7 ip dhcp relay information remote-id.........c.coocoveeiiicii e 311
39.8 ShOW ip ANCP FelaY ... e 311
£ D= v N S = 313
O Bt B o T o] 0 )14 V= o J R 313
L0 JZ | ol (o To= 1 o] )4V Z= 1 o J RS 313
O IR BT (oY o T o] (0} 4 V= o R 314
V0 R S oY VT o FoTor=] B o] o) = 4 o SRS 314
A E RIPIEE ML e sseeas 315
g I (o TU) (= o PP URPRPUPPPPP 315
4.2 NEIWOTK ...eiiieee e 315
R B V= 1 o o B O PSPPI 316
g (10 1= g o= 1] (o RSO PRPRR 316
415 diSTANCE ... . 317
g G I VU (o YU 03 4= YRS 317
41.7  default-MELHIC. ...coeii e 318
41.8  FediStrIDULE......eoiiie s 318
41.9 PasSIVE-INTEITACE ... 319
41.10 IP P FECEIVE VEISION ...ttt e e 320
O i B T o B 4T J=T=Y T V=T =T o R 320
41.12 0p rip V2-DroadCast........ueeiiiiiee s 321
41.13 ip rip authentication-MOode............ocuiii i 321
41.14 D P POISON-TEVEISE. ......eeiiiiitieeeeiiieeeeeateee e e et e e e abae e e e eesbeeeeaannbeeesaanseeeeeaneeeeas 322
4115 0P rip SPHE-NOFIZON ... 323
4116 SNOW 1P FIP e, 323

Xl



=EMEBERZENL AT T

FBER

AF MM CLI (Command Line Interface, w417 5t1H) S#%EE, EHT TP-LINK
TL-SG5452/TL-SG5428/TL-SG5828F/TL-SG5820F/TL-SG5218/TL-SG5210/TL-SG5452P/TL-SG
5428PE/ TL-SG5226PE/ TL-SG5226P/ TL-SG5218PE/ TL-SG5210PE/ TL-SL5452-Combo/
TL-SL5428-Combo/ TL-SL5218-Combo/ TL-SL5210 = ZME A #Hhl.

5T
FEN
F;1E:

F2E.

FIE:

F4E:

#5E.

6 HE.

¥ 8 &E:

FoHE.

#10 =E.

B 11E:

$£12 &,

AT RS AT L E

—ZEMWEZ LI AT, ARTFHEL TL-SL5428-Combo Al 4141
AT

wRAATHAER

FEAH CLI AR a2 AT, A A 24T

EDaR i

TSGR AR B IR AR A R B A 2

IEEE 802.1Q VLAN F2 B4

T2 A4 |IEEE 802.1Q VLAN HIAHXCHC B 4.

MAC VLAN B E 4

FEES/44 MAC VLAN [ G E fr 4 -
X VLAN BCE &4

FEBEANHHL VLAN FIFH R E a4
VLAN-VPN Fic B 4

FEAYH VLAN-VPN R L B 64

: EF VLAN R E &4

FEAYIET VLAN [ E @ 4
Private VLAN EC B 54
T E A4 Private VLAN ZhfE A BB 4 .
GVRP ILE My &
FEAH GVRP AKX E 2.
Etherchannel EC & iy4
FEA A AN LACP BIAH AL B v 4
AP EEREmS
FEANAH P EHE R E w2
HTTP Al HTTPS B2 E @4

FEAGAZIHL HTTP A HTTPS & AR S5 A SR B a4



=EMEBERZENL AT T

$£13 &

FE14E.

FE15E.

#16 &

BT E.

%18 &

FE19E.

20 &

B 21 %E:

B 22%FE,

3B 23 &,

24 &,

225 %,

B 26 &

3B 27 &

% 28 &,

HeFIREE S

FEHA 2R IP-MAC-VID-PORT U L4 5 % AR L B Ay 4o
ARP B L B4

F A4 ARP B A G B A 2

IP YRR AL E Ar &

FEAA P HEBT AR E .

DoS B4

F A4 DoS B4 I A I R AH DG T B i 2
REHERE M4

FENARGHENESE. ol HERS SRR E w2,
SSH AL EArd

FE A4 SSH A B HLAH 2

IEEE 802.1X FC & M4

EEA 44 IEEE 802.1X MEIIA KA E 4

HibbACE a4

T B 22 A v B R LR B A DG B a4 -
RGE S

FENBRGEE . NESHE, RENHEN, RGO, ASHHLE R L@
M5 R GUAH RG> o

IPv6 HbhlFie & 454

FEEA IPv6 HibEAH CHCE 2o

PAIK A i B iy &>

FEA ALK M s Phmsa. KL T SEBR B A G 2
QoS FLE 4

FEAH QoS (IR IiE) MHHKHE 2.

o 1 WS T B A &

F A i 1 WS AR G B 2 .

Ui R AL E Ar &

F B A i B8 B A R B a2

P W T A &

FEA - RIRER W A KL B

PoE FLE 4

F A PoE (LLKMIAERL) FAHSCHC B A 2



=EMEBERZENL AT T

#29%: ACLIEEMS
F B A5 i AR E A
%30 Z:. MSTPREM4
F B A B AR E 2.
%31 Z. IGMP iR E M4
FENG IGMP it IR T, R e AR A K B A 2 o
% 32 %: MLD MRUriE a4
F A4 MLD A5t i AH G HC B A 2> o
% 33 %: SNMP BB @4
A28 SNMP (T 260046 45 B 330 B L S8 %145 78 . RMON CIZEF2 %% i) 45 SNMP
R E a4
% 34%. LLDP ME ML
A Z R B LLDP RIS E a4 o
% 35%. ARPEMS
TEANY ARP BLE @4
5536 %: BHARHKENS
FENHHSB DR R I E 2.
#3I7TF: AAATLEHS
FENHAAATLE G2
% 38 %: DHCP &M EM4
F A4 DHCP k5528 ThRERIAH S & dr %
% 39 %: DHCP H#4REBEMH4
F 244 DHCP H4rDjRe A KL E i 2.
#£40%: B ARPEEMS
FEANHREE ARP DR CICE a4 .
#E£ME: RPEEMS
FEAH RIP DIRERIAH I E dr 2



=EMEBERZENL AT T

F1E wRATHEAER

1.1 fFERAWST
F P ] DLt = Fh 5 58 A2 BT LR iy 217
1. iBitConsole [IHE4T A Hb & 5%

2.

3.

-—

i LK Ity 1101 F Telnetidh 47 A 1 B ize 7 6 55

BT LUK W 1 A1) FH SSHEAT A h Bl A2 5 5%
.1.1. iEiT Console O {TAH B

1. B, KA (B 1R Dl e E B8 LUK SZ L) Console g .

2. FTIFIHSENL a0 BFE P (A Hyperterminal #2/57), BCE W NS4

BHEZ: 38400bps
HAEhr: 8 4L
AR TC

fE ik 147
Hommasnl: T

3. {EMZLIR T DA EI A, T L FTL-SL5428-Combo> 34, M CLMI & 740
bl W 11 Fi.

® 1- B - =
THA REE FEV FMO #FEO EEH
D =8 D5

TL-SL5428-Combo>_

EEEEE 0:00:13 SRS 38400 8-N-1 NUM

B 11 BRI
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1.1.2. it Telnet HTEF
1. LW EAT BN ST HEYER— SN . SIS, EEREMA omd, HEZEE.

1-2 4TIFis4TE 1

2. #HAE 1-3 IR ATE I, i telnet 192.168.0.1, Hidi[H 4,
=] E s |

B ChWindows\system3Ziomd.exe

Microsoft Windows [Version 6.1.766811
Copyright (c> 280? Microsoft Corporation. All rights reserved.

m »

C:“Users™\idmin >telnet 192.168.8.1

1-3 IBfTHE 1
3. MINBFERAPLNERE (BAMES N admin®), [EIZERIATFEAH PR, WK 1-4.
|_ = | E | S i

BN Telnet 192.168.0.1

m | »

s E Iser Access Login Sesssssesmss s st

User:admnin
Password:

ox#2006-01-01 B8:82:37, [User1/3/Login the CLI by admin on vtyBl (192._

TL-SL54258-Combo

1-4 AR
VRIS T Telnet HE4Z A i ] CLI iy & BRAZHML T .
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4. LU enable fir 43t AR
B Telnet 192.168.0.1 E=E

m.| »

rerseresere s loer ficcess LOgin e ste s e

lser:admin
Passuword:

1-5 BEANFFBUE A
1.1.3. &t SSH #ITER
HEF G S8 =07 % iR A PUTTY K52 SSH 4. fEH AEH SSH AT &k i fe ik B 1f
BENFFROBE A %8S . SSH B WA A AL 2
FHEWERA: & EE MM AAER, BRIMEEY admin,

FYNERER: CREFH S BNENY, HRFELIEN Putty %814 a4 R — X 2P,
R NS, R N S AT AT DGIE

HEE:
AR SSH BEF AR, HHEBTE AP R, & Telnet T, BAR®YH SSH k.
& Telnet 192.168.0.1 (e B |

m | »

s ® lser Access Login

User:admnin
Password:

1-6 J5 H SSH Tfie
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> EHEIAEER

1. FTIFEALE, B35 PUTTY 3 Af. 75 “Host Name” ZbE 5 2 # LI 1P Hikik; “Port” 4R ERIA 1
22; “Connection type”#bik# SSH [N 7. I R E TR,

g oo A==
Category:

= Sgssion Basic options for your PuTTY session

- Ter I..Dglging Specily the destination you want to connect to
Tml‘-'ICZ:board Hast Name (or IP address) Port
... Bell 152.168.0.1 72
- Features Connection type:

= Window Raw Telnet Rlogin @) S5H Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours - e

Default Settings

= Connection |ﬂ|
- Data | Save |
- Proogy E—
- Telnet | Delete |
- Rlogin
- 55H
""" Serial Close window on ext:

Always Newer @ Only on clean exit

About | [ COpen ] | Cancel

Kl 1-7 ERPuTTYE S

2. miidi<Open>i%i, BIIEREMHL. BIFEIVES telnet MR, HAZSR ) A4 FE SR #Y,
T4k s d AT IO B AR . N IR

£2 192.168.0.1 - PuTTY [E=ER==)

1-8 FRAZHM



> EHIAEER
1. EFEEHEMAEHKE, AR SSH %5, W TNEF~R.

File Key Conversions Help

Key
No key.

Actions

Generate a public/private key pair Generate a key Generate I

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: Key type
() S5H-1(RSA) © S5H2RSA () S5H2DSA
Number of bits in @ generated key: | Key length 2048 |

B 1-9 IEFEEH PR M E K E

AE%:
o XHAKEHILE N 512 £ 3072 th4F.

o ALRFHNIART, ARENTAXRENERE R BAT, 7 EEILLAE, T DU bR S 4 4 K
Y

*
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2. EHVERUE, R APPSR A TRTP g5 aert . W M E R,

- ™
2 s o T i

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa

AAAABINzAC TycZEAAAABIOAAAGEAZ4R LB YbN TS DbFin 3MuoHr4 L HF 7 v BWNBCE
Fxodzriwndlbp C7Dloed Bzl JoBSR

+=LIVKBEa TWROgqOpfBrodhw 2P LIBMADcMzOm DC A 3bhfg g IVFOMm SmG Mo EYtD
ghX¥LbFU3rDxTjnBnlUCnG Do RUKIva'YR8g SqKHwpsGbZKQIA S/ Bgp 1/2Pnfzz 5520

m| s

1

Key fingermprirt: sshsa 2048 cf:11:bc:4b:40:55:50:ef :8a:24:9d:c5b5:ca:30:13
Key comment: rsa-hey-20150122
Key passphrase:

Corfirm passphrase:

Actions
Generate a public/private key pair Generate
Load an exdsting private key file | Load |
Save the generated keay | Save public key | I Save private key ||
Parameters
Type of key to generate:
S5H-1(RSA) @ S55H-2 RSA 55H-2 DSA
Number of bits in @ generated key: 2048

1-10 LRAFAEHFIFAEH
3. fHMH Telnet &R AkSs o8, BIRAFE TFTP RS 2% FHI A A RN B .
@ Telnet 102.168.0.1 E= )

e A AN ser ACcess Login s s se s s

User:admin
Password:

mbo #config

mbo config>#ip ssh download w2 public ip—address 172.168.8.188
Start to download S8H key file

Download 58H key file OK.

Combo {config)it

K 1-11 SN E B
FE:

o HARAEGHH UMM RARE—E
® X\ SSH % o i AR T REAL T Y.



4. SANANAAEE, 3T PUTTY BE50, A IP Hidk.

- % PuTTY Configuration

Category:
& Session Basic options for your PuTTY session

EI T"" L_OQ?i"g Specify the destination you want to connect to
Frmina Host Name (or IP address) Port

- Keyboard
- Bell 152.168.01 22

- Features Connection type:
- Window 'Raw () Telnet ) Rlogin @) SSH () Serial
gzﬂ::fﬂ:e Load, save or delete a stored session

... Translation L Saved Sessions

- Selection

- Colours Default Settings
= Cannection

e

- Prongy
- Telnet

- Rlogin
- 55H

Close window on exit:
) Always () Never @) Only on clean exit

I Open I [ Cancel

Kl 1-12 #7797 PUTTY ISR H
5. KA FAE SSH Z Fum . W R E AR .

l B2 PuTTY Configuration

Options controling S5H authentication

[] Bypass authertication ertirely (S5H-2 only)

Authentication methods
- Features Attempt authentication using Pagearnt
- Window [ Mtempt TIS or CryptoCard auth (SSH-1)
- Appearance Attempt "keyboard4nteractive” auth (S5H-2)
- Behaviour

- Translation

- Selection
- Colours [ Alow attempted changes of usemame in SSH-2

Authentication parameters
[] Allow agert forwarding

= Cannection Private key file for authertication:

- Data | D:\Program files private ppk ! |
- Proxy

- Telnet
- Rlogin

- 55H

K 1-13 S AR ESSHE iy

6. WhERIIE, WA AT, WRIRA T E A N ISR, R EYHNEC A
Jye W N E RS

10



ZEMEBERZENL ST FM
£2 192.168.0.1 - PuTTY == N

1-14 G AL

1.2 TR

CLI #ZIhRed o A, Bl PR, RRBUsial. 2R B, BB A VLAN B
B, Hoe e B AR S oy o DLR ity 1 G B A ORI R I E B A%, o R

PR P DR B A

Interface fastEthernet

\ 4

Interface gigabitEthernet

Interface range fastEthernet

FEBURR — 2 REEEER Interface range gigabitEthernet
Interface vlan

> VLAN fic B
FRAN 7T R 7 FEIRAF AR ] B A
i N exitay 2 Wit 55 #r
FP | 558 #ell g Sk B A HLi#E#: (Console T4 A
R | R TL-SL5428-Combo> B IV W)
i Nenablefiy %, ¥ NFF
B,
R AT, A # N disable iy 4 5 exit
flﬁi‘l enable iy & 3 N\ iZ A TL-SL5428-Combo# in & R A B
B = #i A configurefiy &,
A4 R B A .
i N\ exit fy & ¢ end iy
%, HFEBACUIH+ZHE
AR [EREREE N, (A R ERRUE
BCH | configuredy &A% TL-SL5428-Combo(config)# fi A interface type
e P numberfi %, AN
Aic B A
o\ vlan @ &, HEA
VLANPC & 7 o

1"
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VLAN

R AT, i

i Nendty 4, BUHEA
Ctrl+Z2H & # iR [R5 AU

BE | Hvian vian-iist 74 TL-SL5428-Combo(config-vian)# |;
B | iz i Nexitiy %, & [FEIAJR
i B
i Nendfy 4, B A
P [FE A R B AR R AR Ctrl+Z2H A H ik [A] R AU AR
BLE | Hrouter ripay &k A | TL-SL5428-Combo(config-router)# |={;
A |RIPE . i N exitoli# iy 4, & 042
JRTC BB
. f Nendy 4, BUHEEAN
DHCP Eé_}% FLERA T Ctri+Z4H & 5 [l R AU
B ﬁﬁoo:p Oi,lj,::m:ewer TL-SL5428-Combo(dhcp-config)# |
Bist zi_F Mf o N o \exitelittfr & R 4
’ Rl B AR
ZJEREN:
1E 4 Joy e B B =T
A interface W Nendfiy 4, BHEEA
fastEthernet/ C:nrl+ZéHé*%§§, IR AR AL
. . s
gigabitEthernet port i \exitfr 4, iEE4 )
ok interface range i 52 A 3
fastEthernet/ 7t interface iy & 1 1% 4
gigabitEthernet BB E N — AN O
port-istfir & ¥ N i% AL E A
o B
RE =g, TL-SL5428-Combo(config-if)# &,
W | R B A TL-SL5428-Combo(config-if-range)#

Tf#fino switchport
i A 1E N B v AR
=X

14 Jo) i B A T i
Al interface vlan
vian-id A7 & i3t A
VLAN#Z CIBE

T 4 Joy e B A 0 A
H interface
loopback id it A\ 3§

[l 42 A

1 \ end iy /\, EE5 PN
Ctri+ZH A4, IR [BIRFAL
s

N exitali#ay 4, & [[] 4
JR i B AR

12
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i

1. @it Consolel1 i Telnet ;3\ 552 HA L LIE R 5 BIHEA A .

2. HERAHA & BT S, BEREATAE R A 4 TC B ZIUE S AN 0T R AR 2
o ZREEHER: RMULREENGS, W ERN, SRR,
o HMOBEEN: /A2 NMEN, BMEOHA & BN L:

a) interface fastEthernet/gigabitEthernet: FCE —A~LAKMuG IS %, N TR, i

b) interface range fastEthernet/gigabitEthernet: {15 (K] 4 Ilinterface fastEthernet/
gigabitEthernetF A —#+f, AL E 24> LUK M i H S 4L

c) interface vlan: Bt EVLANEZ 1S4,
e VLANECEMHR: GIF#VLAN, #0510 F4E € VLAN,

o HRMECEMN: HE=ZIRIHISH.
3. AL RERN, ISR T AT

e show: ERZHHAFELS, W: GiHEE. wmOEE. VLANMG B,
e history: WoR[JIE 4.

1.3 AT REFL

LHHA VI 222555 @ P g SUH 7 R. BRI SR, vTUUE L2 AR P 4R,
IR P A4 B B B R 8 AR G0 o AN AL PR ) v] LA n) () w2 = A PN, B sk 2
R REAELSR " A BRI . P NSRS T E A B 71515 2% user_name (password)fl user
name (SGCFet[o

EHPESCE, mEE A4 enable AR R . BUIAEOLT, AFREEE. £ RICERR
T, ALl enable password fiy & BB E AT WEBLE, fFEMANE IS A REEEA
R

1.4 1T AL &

1.4.1. EAKRALE
AR R CLI 4 (R AR A LR 205

> ERES [] HEET S EE G AR
> fEREES {} HEUEMSEHEGE L F .

> WEREZAEDL WEH R o RN R
fi4n: speed {10 | 100 | 1000 }

13
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> KRB (ar R, ARy DA .
#iltn: show logging

> R MeEE, RegkiEE—) D AaEmil.
#11: mode { dynamic | static | permanent }

> AR (AL PME T B AR B ) DLRMATE A 3.
#iltn: bridge aging-time aging-time

1.4.2. 5RFERF

LA RNTFREHRIEA, WA

> 7 < > 0\ & BANFERHRARVFRAL.

> HETRERTEE S, WEAFEE RIS S EE] 5", Wrhello world’. "hello world”.
BRI B E] S RS (A Bid S — DR B SHER RAMBXG] S, B
RYPRETRIA (BEZA) PR

1.4.3. 5%

A& A e S HUR A IS A -

> MACHBHERAZI EAXX XX XX XX XX XX 2N

> N4l (port-list)sk —41VLAN ID(vian-list)i, AT LA — A EREAME, 45ME 2 1)
SRR, L — A AT DAE -2 R . 914011/0/1,1/0/3-5,1/0/7 353 11/0/1, 1/0/3,
1/0/4, 1/0/5, 1/0/7.

14
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F2E R FmE

2.1 enable

idr & H TR P B

e

enable
B

HEDAKT SN
R SR

T
A~

BEE T MR G N R BRI 25 R
TL-SL5428-Combo>enable
Password:

TL-SL5428-Combo#

2.2 service password-encryption

N

A e R AR ne, B4 E S0 ek 5 NECE SCERE, Al RS ARV A 3T I .
2 I RE

W Ren] LA L RC B SO R A B ) no A& T AR 4R i T dg .
LilSe
service password-encryption
no service password-encryption
B
4 Jeyic B A
RRLER
WA SR I F P AT DA i i 4
~pl

fif e 42 Ry e T g -

TL-SL5428-Combo(config)# service password-encryption

15
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2.3 enable password

i H T i B BB SN P AR AU BURF BUS RS B RS, EfInofr @ Fl T2 %5, 1l
RE s IO Bon 5 5005

LilSe
enable password {[ 0 ] password | 7 encrypted-password }
no enable password
2
0 — MNERM, 0 FoRFE T R NRALINE R ED . BRI R85 0.
password —— 1~31 {50, BH7EE, HPMFF AR FHX 0 RKNE, Tk
A I HAREE B iR 5o BRAEIL N &S A7
7 —— IERM, FOREET R E RN A E AR R AR RR N 1 .
encrypted-password —— [l 5& K 5 i 280 SRR N2 265, ml A A SE e bL ) e B
AR ERIGE BB CMEEWN G, BHUCEA S, AR ARG
RS .
L]
U SRAE ML B 1 RS AN ) B S, {H 2@ 1 service password-encryption i 4
M7 &R BN TRe, A SSHRALEC B SCIE H EE RRE 25 s X MR 2 A% 2
B
4 e B A X
R SR
HAGE B SRR P ] A %A 2
zN il

¥ FH P A Q7] 40 B AR AT T P 3 400 2 0 152 B AN I % idadmin:

TL-SL5428-Combo(config)# enable password admin

2.4 enable secret

i T i B BB P B SR BRI B Y, B nodr & M T =% 5. 1)
REAE FAIMDS N 53 .
kg

enable secret {[ 0 ] password | 5 encrypted-password }

no enable secret

0 —— INERM, 0 R P RIARZEINE P BOAKIINERR N 0.

16
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L

B

RFRLEL R

A~

password —— 1~31 £ [)% W, H7EE, P MFF AR FHX 0 RKANE, Tk
GEMIEAAREE S T BRIMER FEIGNE . B IE BB S R
MD5 Jin‘ it .

5 —— MNERA, ForEE FRFERMN—AEEKERIZE MD5 I 1265 .
encrypted-password —— [fil 5& K FE (A X RRIN S5 12565, m] UM AR AS Bl i e &
SR E IR BCE TINE S S, M N, T B K R AR 2

BB,

W ECE 7 enable password fll enable secret, Il 4% A7E enable secret |
W I,

4Ryl B AR

HAGE B SRR P ] A % 2

K H P B3 B R AU QS (1048 B Y 5 B O AN N3 S i admin,  H #7252 ik

HUA T B S AMDS N 1 A% 2 i -

TL-SL5428-Combo(config)# enable secret 0 admin

2.5 configure

i T MR B A\ 22 BB B .

kg

B

RARLEER

A~

configure

RO 3

RAEH G BAE oA R SR AL 7T B T % A &

AR 2 N 4 R i B A 5
TL-SL5428-Combo# configure

TL-SL5428-Combo(config)#

17



=EMEBERZENL AT T

2.6 exit

A R 2 AT B GR ] - — R A B AR

LilSe
exit

B
T IiC B A

RRLER
p

~pl
M G EAR IR 0] ) 4 R o, PR (] B R B
TL-SL5428-Combo (config-if)# exit
TL-SL5428-Combo (config)#exit
TL-SL5428-Combot#

2.7 end

Zdn & M T IR EIRAUR .

LilSe
end
B
T IiC B A
RRLER
WA SRR F P AT DA 2% i &
A~

N I B A X e ] B R AR 2
TL-SL5428-Combo(config-if)#end

TL-SL5428-Combo#

2.8 show history

e M T Bos RYUR 30 PR AT T B A 1205 i 2 .

18
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LilSe
show history
B
AU ORI BT E B X
RRLER
p
~pl

RPN E Dl IS Tl S v A PN e
TL-SL5428-Combo(config)#show history

1 show history

2.9 clear history

w2 HEERGURE A LA T AL Ka <, Tk Hshow historyr &I A& B

AN BRI 2 T2
e

clear history
B

R B BT A e B AR K
R SR

RAEH G BAF oA R SR AL 7T B T % &
A~

TR P 2 B AE A ETRR T N B fir %

TL-SL5428-Combo(config)#clear history

19
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3% |EEE 802.1Q VLANEZ B &4

VLAN (Virtual Local Area Network, FEURIIN) & —FpreE— MBI 2% 18Il 43 2 N8 58 N 4% 1 45
K, BHEEGHEEHE, ammgge e, nTRLRIEEIE B TAEHZ A,

3.1 vlan

Z a4 H T NVLANPD B A IE A 2 IEEE 802.1Q VLAN, ‘B Hnoir 4 M T-HIFRIEEE 802.1Q
VLAN.

kg
vlan vian-list
no vlan vian-list
2
vian-list —— VLAN ID List, HUHE{EFI2~4094, LR H A AE R —/MEBGE — M UE
B
B
4 JeyiC B A
RARLEER
RAAEH O BfE SR 7 M P T LU Y iZ a4
Nl

B VLAN 2-10LL &ZVLAN 100:
TL-SL5428-Combo(config)# vlian 2-10,100
MERVLAN 2:

TL-SL5428-Combo(config)# no vian 2

3.2 interface vlan

iz T EIEVLANES LR #EAVLANSE DR, B Inodr & H T IHBRVLANSZ .

interface vlan vian-id

no interface vlan vian-id

vlan-id —— VLAN ID, HUEEH[1-4094.

20
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B
4 Ry B
RRLER
HAEH A BAE RGN P R mT LU %
zN il
G VLANSE [12:
TL-SL5428-Combo(config)# interface vian 2
3.3 name

Zar 4 H T EIEEE 802.1Q VLANHR 745, B HInofr 4 H TiE S iR 745
i

name descript

no name
¥
descript—— VLANIE R 5, KEH1-160 55,
L E
VLANEC B (vian)
R K
HAEEHO BlE GO s P B0 F P AT LU 2 4
7~

Fvid=2)VLANF IR % “VLAN002”:
TL-SL5428-Combo(config)# vian 2

TL-SL5428-Combo(config-vlan)# name VLAN0O2

3.4 switchport general allowed vian

Z%fn 4 H TitgeneralZ& 84 (1) LR N EJIEEE 802.1Q VLAN,  FFAC & i 8 H FE . B ffinodr &
F 435 11 AEEE 802.1Q VLANH K%

4
switchport general allowed vlan vian-list { tagged | untagged }

no switchport general allowed vlan vian-list

21
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¥
vian-list {8 IEEE 802.1Q VLAN ID, HUE7EHI2-4094, mf ik, #%Uk: 2-3, 5.
tagged | untagged —— H OH#LN|, taggeddi# untagged.

B

O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
HAEH A BAE NPT P R v LU %
zN il
F LUK W o 1495 0 EIVLAN2H, - 45 7 H U Atagged:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/4

TL-SL5428-Combo(config-if}# switchport general allowed vlan 2 tagged

3.5 switchport pvid

i M T B E A A L H PVID.

[ig

switchport pvid vian-id
¥

vian-id —— VLAN ID, HU{E3E[F1-4094.
B

O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R

HAEH A BAE RGN P R mT LU %
7~

W B i H 3HIPVID 1 :

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# switchport pvid 1

3.6 show vlan summary

P4 T 5 RIEEE 802.1Q VLANKIZiiHZ ..

22
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LilSe

show vlan summary
B

FEBURE G BL K i A i B A
RRLER

p
~pl

E/~IEEE 802.1Q VLAN S iHE

TL-SL5428-Combo(config)# show vilan summary

3.7 show vilan brief

N

%4 AT 5~ IEEE 802.1Q VLANAFE = &,
e

show vlan brief

B

Rl 2 LU B i B
RARLEER

¥
A~

¥/~ IEEE 802.1Q VLANMEEAE B

TL-SL5428-Combo(config)# show vian brief

3.8 show vian

Z%in 4 H T WoRE 2 IEEE 802.1Q VLANKI VRS & .

show vlan [ id vian-id ]

vlian-id —— VLAN ID, JUEEH41-4094. %2 HEE I, WoxFTAIEEE 802.1Q VLAN

HIfEE.
B
Rl LU B i B

23
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RFRUE R
x

zN il
BoRFTA VLANFI NS B
TL-SL5428-Combo(config)# show vian
ERVId=2F)VLAN B FEAI{E B«

TL-SL5428-Combo(config)# show vlan id 2

3.9 show interface switchport

e & TR K L0 15

Cig
show interface switchport [ fastEthernet port ] [ gigabitEthernet port |
[ port-channel /agid ]
¥
port —— VIR M3 1145,
lagid — LAG'5 .
L Sae
REBURE A DAL i A e B A X
REBUE SR
p
7~
SR P Ui 1 VESRAE B

TL-SL5428-Combo(config)#show interface switchport

24



=EMEBERZENL AT T

4= MAC VLANEC B 474

4.1 mac-vlan mac-address

4 T 812 MAC VLAN % H, ‘B no @4 I FIF MAC VLAN % H .

mac-vlan mac-address mac-addr vlan vian-id [ description descript |

no mac-vlan mac-address mac-addr

¥
mac-addr —— i MAC Hilik, #53 XXXXXXXX: XX XX
vian-id }8 € |IEEE 802.1 Q VLAN ID, HU{E3uk 1-4094.
descript 251t MAC VLAN 2k HilsIn— MR, mZ a5 8 M4,
B
AR B A
LB R
WAEHRA . BE AP P SRR P v DU i &
A~

f1% vid=2, MAC Hitik > 00:11:11:01:01:12 ) MAC VLAN % H, w4~ RD:
TL-SL5428-Combo(config)# mac-vlan mac-address 00:11:11:01:01:12 vlan 2

description RD

4.2 mac-vilan

iz H T8 F 4R E 5 1 MAC VLAN Zhg, &/ no T4 FH T-45 HI45 € i 1 8 MAC VLAN g,
A8 I AE T A S 1 _E2EA MAC VLAN T

4
mac-vlan
no mac-vlan
B
O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
AR K

RAAEH O BfE GO 7 R P T LU Y iZ a4

7

25



=EMEBERZENL AT T

A~
FFJS U 11 1/0/3 {7 MAC VLAN iy

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# mac-vlan

4.3 show mac-vlan

Zfi 4 25 MAC VLAN & HAEE . 7T DUR RIRYE MAC Hihtal VLAN ID i 315 2
ks

show mac-vlan { all | mac-address mac-addr | vlan vian-id }

e 2
mac-addr T8 MAC Hihik, 8 2 XXEXXXXKXXXX: XX
vian-id —— %# VLAN ID, BUHETEHE 1-4094.
B
RS RN BT e B AR
RPBUE SR
T
7~

27T MAC VLAN % HAE B

TL-SL5428-Combo(config)# show mac-vian all

4.4 show mac-vlan interface

A4 T 8 MAC VLAN [#35 8 IR A

i

show mac-vlan interface
B

FERUE RN BT A i B AR
LR

T

26
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Nl
7k MAC VLAN IR i 1 4 RER A -

TL-SL5428-Combo(config)# show mac-vlan interface
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¥5% PHiVLANEEH4

PR OVLAN R AZ B SRR/ VLAN — 7. BRI N —NVLAN 1D, A8 B d4 i U 3 i)
TetagMmiFI4R S Ftagiii 73 B tEVLAN 1D

5.1 protocol-vilan template

i H T O AR . B HInofir& Fl TN R PSR .

£
protocol-vlan template name protocol-name frame { ether_2 ether-type fype | snap
ether-type type | llc dsap dsap_type ssap ssap_type }
no protocol-vlan template template-idx
S
protocol-name —— PHLAFR, H 1-8 NFRFH .
type —— DAKMIPMERY, B 4 ANl EH pl
dsap —— H MRS Vi s, A7 S22 R
ssap —— PEARS Vi &, B PAL 7S 32
template-idx —— HSUEHRT 5. 1 Fishow protocol-vlan templatefir & 3KH 4% 75
X L FRIAREAR o
R
2 JR e B AR
AR K
RAEHE G e BB PR T DS % 4
7~

B — MR N0X2024 I HR SRR, e “TP”,
TL-SL5428-Combo(config)# protocol-vlan template name TP frame ether_2

ether-type 2024

5.2 protocol-vian vlan

w2 TR H, B fnodr & WA TR Bl 4% H .
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LilSe
protocol-vlan vlan vian-id template template-idx
no protocol-vlan vlan group-idx
2%
vian-id —— VLAN ID, HU{E7E[FE1-4094 .
template-idx —— HSUHR)T 5. T Fishow protocol-vlan templatefir & 3KH 4% 75
X L R o
group-idx —— WX 75 . Al Ffishow protocol-vlan vianfiy 435 US55 %5 B Bl
HkH.
B
4 Jeyic B A
RRLER
ARSI FAE A 2R B AL 7T DU T Z i &
zN il

Alvid=2, PR 5 3 A H -

TL-SL5428-Combo(config)# protocol-vlan vian 2 template 3

5.3 protocol-vian group

A B T AER R R v I ZE VML, & inofir 2 B T S A R 123 11 .

protocol-vlan group index

no protocol-vlan group index

index — T 5

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR

ARSI FAE A T B AL 7T B T Z i &
7~

W I IS B B -

TL-SL5428-Combo(config)# interface fastEthernet 1/0/5
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TL-SL5428-Combo(config-if)# protocol-vian group 1

5.4 show protocol-vlan template

Pt 4 T B P SRR B 45 .

LilSe

show protocol-vian template
B

R ORI BT E B X
RRLER

T
A~

BRI BCEAE S -

TL-SL5428-Combo(config)# show protocol-vlan template

5.5 show protocol-vian vian

ZAr ST R K HE R

e

show protocol-vian vian
B

R B A BT A S B AR X
R SR

T
A~

R ISR B 5% H -

TL-SL5428-Combo(config)# show protocol-vian vian
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6= VLAN-VPNEZE &4

VLAN-VPN (Virtual Private Network) s&—#fij®., RyGH JZVPNEAR, il 1EiE 8w H N
KN P IR S 2 AN EVLAN Tag, 4R SCH#EH P ZVLAN Tag 4 iz & g CARD.

6.1 dot1g-tunnel

Zan 2 T2 )55 FIVLAN-VPNIJfE, & finofir 4 T45HIVLAN-VPN g .
kg

dot1g-tunnel

no dot1g-tunnel

B

ESE1W RS
R SR

RAOAEH G BE GG R -l U i 4
A~

2 J5 )3 FHVLAN-VPNIJ g :
TL-SL5428-Combo(config)#dot1qg-tunnel

6.2 dot1g-tunnel tpid

%2 H TR EVLAN-VPNAFTPID, ‘& #nofir 4 H T E BINTPID.

[ig
dot1qg-tunnel tpid num
no dot1qg-tunnel tpid
ZH
num — 4 RTPID. WAUN4N /Nt B HE L. BRIAE 98100
B
2 R B AR
KL R
HAEH A BAE NPT P R mT LU %
zN il

fic #VLAN-VPN#: /5 TPID48200:
TL-SL5428-Combo(config)#dot1qg-tunnel tpid 8200
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6.3 dot1g-tunnel mapping

G4 M T2 R R FIVLANBUN DIRE, € HInody &M T4 HVLANBUN D) g .
(g

dot1g-tunnel mapping

no dot1g-tunnel mapping

L5

A R B
RERER

SRR BRI AR SR P 2R AT B % 4
i

25 5 FHVLANBLS D fg -
TL-SL5428-Combo(config)#dot1g-tunnel mapping

6.4 switchport dot1g-tunnel mapping

24 H T AEAR E I LN VLAN BRESF 25 H B no ir &M BR 45 72 3im 1 L VLAN B 2% H

switchport dot1qg-tunnel mapping c-vian sp-vlan [ descript ]

no switchport dot1qg-tunnel mapping c-vian

S
c-vlan —— Customer VLAN ID (H1/* VLAN ID) , HUEJEHI 1-4094.
sp-vlan —— Service Provider VLAN ID (k4575 VLAN ID) , HU{EuH 1-4094.
descript —— VLAN WL 26 H R 5 S, wlik. &2 16 N5

B

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

FERLE R
HEEHG . BE QR B - B0 F P ) LU 2% 4
7~
fEd 11 2 _EAI—2 VLAN WU 26 H, C-VLAN 24 2, SP-VLAN 4 3:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)j#switchport dot1qg-tunnel mapping 2 3
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6.5 switchport dot1g-tunnel mode

N

a2 T BB HRA, WOy BIRE, RIS ARSS ARIE RS 1, ROy R, BIS A A
E 3 H o ) no i A F TR s 1K g8 38 i 11
e
switchport dot1q-tunnel mode { uni/nni }
no switchport dot1g-tunnel mode
¥
uni ——The port connected to the clients.
nni ——The port connected to the ISP.
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
AR K
RAEHG . AE RS P 2R H - T DA i i
7~

We B LUK W 11 3 J9VPN NN [«
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport dot1qg-tunnel mode nni

6.6 show dot1qg-tunnel

1z A H T /RVLAN VPN A S RCE S S .

e

show dot1qg-tunnel
B

R BN BT A iE B AR X
R SR

T
~pl

i 7RVLAN VPN JSBLE (S B
TL-SL5428-Combo(config)# show dot1qg-tunnel
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6.7 show dot1g-tunnel interface

12 H TR VLAN VPN 1287,

LilSe

show dot1qg-tunnel interface
B

AU ORI BT E B X
RRLER

p
~

T 7RVLAN VPN ity 2870
TL-SL5428-Combo(config)#show dot1g-tunnel interface

6.8 show dot1qg-tunnel mapping

Zan 2 H T ERVLANBUR 2 HE B .

e

show dot1qg-tunnel mapping
B

R BN BT A e B AR K
R SR

p
~pl

SERVLANBE 25 H -

TL-SL5428-Combo(config)# show dot1qg-tunnel mapping
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H7E EEFVLANEE S

TEE VLANGZ Jy i3 Bs it % 1187 FIVLAN . 3833 %7y Voice VILAN RG24 15 2 e 2 B0 2 LI
Voice VLAN, FJLUNTEHHHE AL EQoSSHL, 1Mk B Bl iimit e, RBEIE TR

7.1 voice vlan

%4 H T JF 5 Voice VLANIIEE, "B fnofin 4 B T25 H Voice VLANISE .

LilSe
voice vlan vian-id
no voice vian
2%
vlian-id —— VLAN ID, HUE7u[2-4094.
B
4 Jeyic B A
RRLER
ARSI FBAE A 2R B AL 7T B T Z i &
~pl

JF iavid=10f11Voice VLAN I fit :

TL-SL5428-Combo(config)# voice vian 10

7.2 voice vlan aging

% fr 4% H Tl B Voice VLAN ZALI[A], & fnofr & T B BRINZALIS 6], BRIMA 9144055
Cig
voice vlan aging time

no voice vlan aging

2%
time —— ZALITA], HUEEE 1-432007) %t
B
4 R B AR
RARLEER
RAAEH O BfE SR 7 M P T LU Y iZ a4
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i
fic. & Voice VLAN ZALHS 8] 4288041

TL-SL5428-Combo(config)# voice vlan aging 2880

7.3 voice vian priority

Zan 2 TR EEEVLANKITE G, ERInofr & M TIKEERALES . EEVLANRIBOAE N
6.

LilSe
voice vlan priority pri
no voice vlan priority
2%
pri— %4k, BUETEHI0-7,
B
4 JeiC B A
RRLER
ARSI FAE A 2R B AL 7T B T i &
~pl

M & 75 & VLANI 26 92 5

TL-SL5428-Combo(config)# voice vlan priority 5

7.4 voice vlan mac-address

Z 2 H T a1 2 R Voice VLAN OUI. ‘& Hnodir 4 HI - M3 45 € i Voice VLAN OUI.

voice vlan mac-address mac-addr mask mask [ description descript |

no voice vlan mac-address mac-adadr

¥
mac-addr —— QU & MACHEHE . H% 20 AXX XX XX XX XX XX
mask —— MACHIBERERS . % XXX XXXX: XX XX
descript —— OUIIA, 1-16 74, BRATHEN T A,

B

4Ry B AR
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AR K
WAEE A BE AP PR T DMEH Z a2

7~
BIEMACHLIE400:11:11:11:11:11, #EH5% NFF:FF:FF:00:00:00#]Voice VLAN OUI,
HAH IR ATP- Phone:

TL-SL5428-Combo(config)# voice vlan mac-address 00:11:11:11:11:11 mask

FF:FF:FF:00:00:00 description TP- Phone

7.5 switchport voice vlan mode

2t A T HCE LUK M 111 Voice VLANFR AR .

e

switchport voice vlan mode { manual | auto }
ZH

manual | auto iy 11 PR R DA AR
B

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

AR K

WAEHRA . BE ORGP R P mT DU i
A~

fic & LA M55 1 3 voice vianfi 7 A% 3% ymanual:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if}# switchport voice vilan mode manual

7.6 switchport voice vlan security

%t A F T B B AKX 11 Voice VLANZZ 25 .
e

switchport voice vlan security

no switchport voice vlan security
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K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
ARSI FBAE A R R AL 7T B T Z i &
7~
J& FH DAR 55 11 3 Voice VLAN %2 415 3K
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if}# switchport voice vlan security

7.7 show voice vlan

Z% A4 F T i~ Voice VLANZ JRCE .
e

show voice vlan
B

R BN BT A S B AR X
RRLER

RAEH G BAF o3 R SR AL 7T B T % A &
zN il

7Rk Voice VLANA: 5 it B 15 B.:

TL-SL5428-Combo(config)# show voice vlan

7.8 show voice vilan oui

Z% 4 F T i 7~Voice VLAN OUIRC B (2 B .
i

show voice vlan oui

B
R R BT A E B

RERER
SRR BRI AR GR P 2R P AT B % 4
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i
i, 7xVoice VLAN OUIRL & 13 &

TL-SL5428-Combo(config)# show voice vlan oui

7.9 show voice vlian switchport

A A F T S LA K X 11 Voice VLANRL B 15 5.

Cig
show voice vlan switchport [ fastEthernet port ] [ gigabitEthernet port |
[ port-channel /agid ]
¥
port —— LK . iZZHEkE R, Bosrf i R EE R .
lagid — LAGS .
L Sae
RO A BT TiE B AR X
REBUE SR
ARSI FAE A 2R B AL 7T B T i &
7~

BRI EVLAN T i 1 BC ELAE -

TL-SL5428-Combo(config)# show voice vlan switchport
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8% Private VLANEC B 474

Private VLAN (Private Virtual Local Area Network) KM —JZVLANZ:#: Primary VLANAI
Secondary VLAN. Lﬁ&%ﬂ iR AIPrimary VLAN, i A4 5%0>Secondary VLAN, M54 L2
BAAHIVLANBE 5 . 8 MACHIEE S IR, A R Rl (5 77 20 A2 1) v IR 9%, 194

iz YRS
i 5 U

8.1 private-vlian primary

%A T B 45 € VLAN Ky Private VLANFPrimary VLAN, notir4- M 24 5 VLANFPrimary
VLANJ& 4 .

e
private-vlan primary
no private-vlan primary
B
VLANEC BB (VLAND
RRLER
FUA B GUNMERA LSRR R P ol BAGE %
A~

P EVLAN 3 APrivate VLANf{Primary VLAN:
TL-SL5428-Combo(config)#vian 3

TL-SL5428-Combo(config-vlian)#private-vlan primary

8.2 private-vlan community

%4 TH & Private VLAN [£) Community VLAN, no 4 F T MR 2411 VLAN ) Community
VLAN J& .,

4

private-vlan community

no private-vlan community

B
VLAN it & # 7 (VLAN)
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AR K
WA B G MR SRR P AT DA % %
7~
# VLAN 4 ¥ &4 Private VLAN ] Community VLAN:

TL-SL5428-Combo(config)# vian 4

TL-SL5428-Combo(config-vlan)# private-vlan community

8.3 private-vian isolated

Zanr A T HCE Private VLAN [ Isolated VLAN, no 72 T-HH 2411 7 VLAN K Isolated VLAN
!

JEtE.
Cig
private-vlan isolated
no private-vlan isolated
L Sae

VLAN BeE 5 (VLAN)

SRLER

WA B G AR SRR P AT DA % a2
7~

# VLAN 4 ¥ & & Private VLAN [f] Isolated VLAN:

TL-SL5428-Combo(config)# vian 4

TL-SL5428-Combo(config-vian)# private-vlan isolated

8.4 private-vlan association

%A T < BEPrimary VLANAICommunity VLAN, nofir 4T BUH 24 1 <8k

private-vlan association vian_list

no private-vlan association vian_list

vian_list—— Community VLAN[#*JVLAN ID, HUEuF2-4094.
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B
VLANEE B 15 (VLAND

REBUE SR
WA B G AR SRR P AT DA % a2
il
FKBEPrimary VLAN 3f1Community VLAN 4, ff g N—/-Private VLAN:

TL-SL5428-Combo(config)#vian 3

TL-SL5428-Combo(config-vlan)#private-vlan association 4

8.5 switchport private-vian

i 4 He B AL 1 i Private VLANJ&E L, nofir & HI Tl B -1 ) Private VLANJE 1

switchport private-vlan { promiscuous | host }

no switchport private-vlan { promiscuous | host }

promiscuous | host ——ic B A #e AL 1175 Private VLANH (13 12878

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

SRLER

WA R AR GRS P AT U 2
7~

fic & ¥t [ 3ffIPrivate VLANJE 14 host:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport private-vlian host

8.6 switchport private-vlan host-association

Zfr A T ¥ hostZE Bl i L1 N2 Private VLAN, notir 2 FH 1K 11 M Private VLANFS Hi .
e

switchport private-vlan host-association primary vian_id secondary vian_id

vlantype
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no switchport private-vlan host-association

ZH
primary_vlan_id —— 35 55 N Primary VLAN ) VLAN ID, HUEER] 2-4094.
secondary_vlan_id —— 355 DI Secondary VLAN ] VLAN ID, HUEEH]
2-4094.
vliantype ——Private VLAN 258, ALy community 5§ isolated .

L Sae
O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
FUA L SURNMHERAE AR P AT DU % i %

7~

F host 35 A f) 3 1 3% in 2] Community 25 4 /) Private VLAN, /1 Private VLAN)
primary VLANFIsecondary VLAN 4 5]4VLAN 3F1VLAN 4:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)j#switchport private-vlan host-association 3 4

community

8.7 switchport private-vlan mapping

%4 FH T ¥ promiscuousZ AL i 178 N F|Private VLAN, nofir 4 FH T-#4 3 I MPrivate VLANF i
4
switchport private-vlan mapping primary _vian_id secondary_vlan_id

no switchport private-vlan mapping primary_vlan_id secondary _vian_id

¥
primary_vlan_id —— 385 i 1IN Primary VLAN ) VLAN ID, HUETER] 2-4094.
secondary _vilan_id —— 355 I Secondary VLAN ] VLAN ID, HU{EEH]
2-4094.

L E
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R K

A8 2R DURRATE 53 ST A P mT DA % i

N
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P
4 promiscuous 8 1 11 4 8N 2 Private VLAN, A Private VLAN ] primary VLAN
H secondary VLAN 73724 VLAN 3 £ VLAN 4.

TL-SL5428-Combo(config)# interface fastEthernet 1/0/4

TL-SL5428-Combo(config-if)#switchport private-vian mapping 3 4

8.8 show vilan private-vian

Zan A T B %% b Bt B private-vianZ % .
fir s

show vlan private-vlan

B

RERUE A BT A e B AR X
AR K

FA L GURRAE S RT F P mT DU i &
A~

EoRAZ AL U E [ private-vian S 4 :

TL-SL5428-Combo(config)# show vlan private-vian

8.9 show vlan private-vlan interface
24 H T R 8 € I ) private-vian 28, AN E H AR 174 i HEOAH SR RC B E -

kg

show vlan private-vlan interface [ fastEthernet port | gigabitEthernet port ]
ZH

port —— VIR 5 145,
L Sae

RO A BT T B AR X

LB R

FA B GURRAE SR T R P mT DU 1% &
A~

BN ML FTA i EUACE A private-vian S5

TL-SL5428-Combo(config)# show vlan private-vlan interface
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GARP (Generic Attribute Registration Protocol, it J& i M i), GVRPILHESR 1% WS {1 —Ff
A, i 7 s DB AE A VLANAG Eokik 2 6 @ sl MIBRVLANE) H 1, JREH#RZE B3I HE
ZHHF, B B VLANRHG B 5h A .

9.1 gvrp (global)

Zm AT 2R B HGVRPYIRE, Effinofr 4 H T4 HHGVRPIIfE

LilSe
gvrp
no gvrp
L Sae
4 Ry i B A
RRLER
ARSI #AE A R B AL 7T B T Z i &
~pl

4 J) )it FIGVRP L g :

TL-SL5428-Combo(config)# gvrp

9.2 gvrp (interface)

Zan A T ESR E i H _E R HGVRPIIRE, & Inodr & M 145 HZi H I GVRP I BE .
kg

gvrp
no gvrp
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
RRLER

RAAEH O BfE GO 7 R P T LU Y iZ a4

pil
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A~
J FH 3 11 2-6 ) GVRP L i -

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL5428-Combo(config-if-range)# gvrp

9.3 gvrp registration

4 H T HC B E i HIGVRPIEME R, B fInodr & M TR E BOAKITE AR 2

gvrp registration { normal | fixed | forbidden }

no gvrp registration

normal | fixed | forbidden —— VEME, BRI Anormal.

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEH A BAE NPT P R mT LU %

zN il
fict & 3 11 2-6 11 GVRPE M X Hfixed:
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL5428-Combo(config-if-range)# gvrp registration fixed

9.4 gvrp timer

Zam 2 H TR EGVRPEN 2%, ‘Effinofr & H Tk EBIAELE .

gvrp timer { leaveall | join | leave } value

no gvrp timer { leaveall | join | leave }

leaveall | join | leave —— 435l Rleave All, joinfilleave =& 8% . &N 5 3h
GARPJ&, [R5 3LeaveAllE I &5, i HA4 X FMEFR ik LeaveAllVH K, LA & 3 H
HFE MR 1 JE A4S 2. . GARPG L 1] DL REASJoin B (0, 7] 71 1 1 VR CRAETH 2.
F AT SE AR, T YRR IE 22 1R) s 1] ) B Join a2 I 28 Sk 45 1 . 12003 Leave B4 44 11
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GARPui; [T 3 Z)Leave B i 4%, WIHAE 1% € I 23BN < B A IR JoinZidia £, T EESAH
IV ERER ST
value —— SEIT 4444, leave AllFIEUE S FE1000-30000(E5), #RiAE A41000; joinfiHx
{HVEHI20-1000(EFP), BRIME N20; leaveltJ HUE VEHI60-3000(EFP), BRIAMME A60.

B
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEH A BAE NPT P R v LU %

7~
#1611 leaveall 2 B 2515 82000, FEHKjoinse i) 25 K S ERARC & -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/6

TL-SL5428-Combo(config-if)# gvrp timer leaveall 2000

TL-SL5428-Combo(config-if)# no gvrp timer join

9.5 show gvrp global

Z % M T 5BRGVRPA R A

e
show gvrp global
B
AU ORI BT E B X
R SR
x
Nl
BNGVRP A IR A :

TL-SL5428-Combo(config)# show gvrp global

9.6 show gvrp interface

%4 T o LUK 3 1 GVRPREEL 5 5.
i

show gvrp interface [ fastEthernet port | gigabitEthernet port ]
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2%
port —— LUK 15, A I Bom B A i 1 I GVRPEL B &
B
AU AT T A E B
RARLEER
e
Nl

BN b I FIGVRPICE(E B -

TL-SL5428-Combo(config)# show gvrp interface
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%103 EtherChannelfit B4

EtherChannelfic & #ir & F T ELAGHILACPI) g .

LAG (Link Aggregation Group, i 1S40 2K 2 AL 22 AW 3 105 s — AN 3@ 4 vy 1A 2
A, AIDAME I gE, PEmnERn M.

LACP (Link Aggregation Control Protocol, #f#%iI_ & HI1M) 2T IEEE 802.3adbrfk FH >k S
BRI REMIUT B REE R, BT i R A —R o EdE, B
AR AR RIS T A e

10.1 channel-group

A 0 DA BN R A, IR E A Efnodr & TR AC R HBER .

channel-group num mode { on | active | passive }

no channel-group

ZH

num — JRHAA S, BUETEE-14.,

on — JFAFHSLAG.

active —— JFa £3IEALACP.

passive —— JF 3 sl (LACP.
B

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)
REBUE SR

ARSI FAE A 2R B AL 7T B T i &
7~

N 2-420 5 H1, FEF A FASLAGHEL R :
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-4

TL-SL5428-Combo(config-if-range)# channel-group 1 mode on

10.2 port-channel load-balance

A PR B R AR @ % . v iinom S AT EEAE, Elsrc-dst-mac.
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LilSe
port-channel load-balance { src-mac | dst-mac | src-dst-mac | src-ip | dst-ip |
src-dst-ip }
no port-channel load-balance
2%
src-mac —— VEMACHENE . SV FE TURMACHIIE S IR 1 31 7
dst-mac — HHIMACH:IE. SFEKHET H FIMACHIE ST 7 344 .
src-dst-mac —— Vi H IIMACHIdE . 526 25 75 H IIMACHBIE S I 7 B 251
src-ip —— RIPHubE . BV 5L T URIPHhE ST 771 2354
dst-ip —— H#IPHihE. SFEKET H A IPHhE S 7 8 5.
src-dst-ip —— Vi H i IPHuhE . S T8 H 1Pk SC30 67 838 1
B
4 e B A X
R SR
RAEH G BAF oA R SR AL 7T B T % A &
zN il

P LAGH 85 251l 595 % & Asre-dst-mac:

TL-SL5428-Combo(config)# port-channel load-balance src-dst-mac

10.3 lacp system-priority

Zar S TR E2RNLACP RS . Efnofr & H TREEIME.

e

lacp system-priority pri

no lacp system-priority
2%

pri— RGRSe, BUHTERI0-65535. ERIAH 32768.
B

4 A ic B A X
R SR

RAAEH G FAE oA R P SR AL AT B T % A &
A~

e B LACPHI R 4056 20 091024:
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TL-SL5428-Combo(config)# lacp system-priority 1024

10.4 lacp port-priority

%2 M T ECELACPH %64, EfInofr &l TR EBRMA.

Cig

lacp port-priority pri

no lacp port-priority
ZH

pri o AR SE 2, B I FE0-65535. BRA{E 732768
L Sae

O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
ARSI #BAE A 2R B AL 7T B T Z i &
7~
Ha i 111 i 10 645 B 91024
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lacp port-priority 1024

10.5 show etherchannel

i T ERICRARGR .

e
show etherchannel [ channel-group-num ] { detail | summary }
S
channel-group-num —— JL.5HMA S, BUETEHEI1-14. ZSHOEREN, Soxirfa HIE
B
detail — FRE L.
summary — R B
B

AU ORI BT E B X
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RERER
x
i
ARCRA VRS B

TL-SL5428-Combo(config)# show etherchannel 1 detail

10.6 show etherchannel load-balance

Zir A T R LAGH 51 8 35 1 005

e

show etherchannel load-balance
B

R BN BT A S B AR X
R SR

p
~pl

BRLAGH f B A 5

TL-SL5428-Combo(config)# show etherchannel load-balance

10.7 show lacp

P4 I T B R ALIILACP S .

Cig
show lacp [ channel-group-num ] { internal | neighbor }
ZH
channel-group-num — 15, BUETERE1-14. ZSEEAN, ERFTELACPAAA
HIfE B
internal — AUFLACP{E &,
neighbor —— XikLACP{E ..
B
e A BT TiE B AR X
REBUE SR

T
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A~
SR AT A SELACPE B -

TL-SL5428-Combo(config)# show lacp 1 internal

10.8 show lacp sys-id

Zin 2 M T 5BRLACP R Gtk e

Cig
show lacp sys-id
L Sae
e A BT TiE B AR X
REBUE SR
p
7~
E/RLACP R G2 -

TL-SL5428-Combo(config)# show lacp sys-id
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BNME AP EEREmS

F P B E RS BLE Web . CLIBRSSHY B S HMLI A5 2, LUK R GRS SHALEC B H Y

11.1 user name (password)

2 A TN — A8 P I P BUE B CAFE R P IR P RIS S, B nod & TR CARE K
Fo S 4 AT DA SRR 2 SR N E B P B SR R
4
user name name [ privilege admin | operator | power_user | user ] password { [ 0 ]
password | 7 encrypted-password }
no user name name
S
name — M %, 116078, Hag i, SRR RIZA .
admin | operator | power_user | user —— F 258, admin: %P 0; operator: #AE
i1; power_user: = user: WEA . WIIE SR, ERIA Nadmin. IR
LORIRGIKVEAE R, G S B 2 T R R /)
0 —— M#RA, 0 RN T RINRLINE AT, BROAKIINERAR 0,
password —— 1~31 f )%, H7EE, HPMFF A FHX 9 RKANSE, aTaH
e, Jorrs (XK RANED, FRIGMH SRR ZRF (8%~ -
7 —— INER, FOREE TR E A A E K B A R BRI
encrypted-password —— [ & & 5 (280 SRR N2 i 265, m DA A SE e b ) e B
AP EHARE] BB TINE RS, SRR PR, 7SR R RS
TN R 2
B
4 R Tie B AR
LB R
WA B G R Y AT DU 1% i 2
Bi B
U SRAE S B 1) RS A R I E (1 #50S, {H 2l id service password-encryptioniiy 4 i
H T &R E I TIRe, A STHRALEC B SO A R 3 R 25 R X FRm 2 4 2
7~

A JE H—ASH P 44 Mtplink, B 65 9 AN iy admin e 3G K P«
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TL-SL5428-Combo (config)#user name tplink privilege admin password 0 admin

11.2 user name (secret)

A0 é\ﬂﬂ?{f‘bu*/\%‘ﬁﬁﬁFU“&F?ZTW&BT?EE’J%FU‘&F fIfE e, Efnodr 4 HI - MIER CAAERIK
Fro W B TSI, EHWEHPEBEIFFEPJAT#}MD57J[I7|§’J$%3Q

e

user name name [ privilege admin | operator | power_user | user ] secret { [ 0 ]

password | 5 encrypted-password }

no user name name

name — R4, 1-161F5F, HAEHET . 0T R TRIZA .
admin | operator | power_user | user —— F 28, “admin” FH A DAgniE . 1BXOR
HENFERMFTA R E. “operator” HI/7 o] LLgwiE . BSUMAE K2 HA R ThRER &
H. “power_user” H R Lhgmt . BAEE LA EIIREN B E . “user” H P H g
BE ARG E, TEmESEE. AR “admin”. A RHER
PR TELRE R, THS A a2 R RCE SR 7
0 —— MNERA, 0 RN T REMNREINE B, BRI AR 0,
password —— 1~31 fiff%RY, HEbh, P MfF s, SMX s KANg, e
ey, JCTFEE (R RANE), FRILA-FAMNER R (8% ()~ /N MHEERL
B B S 7Ry MD5 B A 2.
5—— MERM, FoREETRFEMAN—MEEKERZT MD5 e .
encrypted-password —— [ 5& & 5 (200 SRR N2 i 265, n] DA A 22 e b e B
AP E IR BCE CINESL S, SR PR, 7R S A R R 2
TN )2 G

B
AR B A

LB R

HeEH

AL R] DU A

\]u

B BA
R [F I fE user name (password)F1 user name (secret) 1L E 7 %5, W A &HH
B B 2 A2 30
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Nl
IR —NEELAK P, 2 0tplink, 285 A% ffiadmin, IS 7E A2 He Al
Pic B SO PR A% R s -

TL-SL5428-Combo (config) #user name tplink privilege admin secret 0 admin

11.3 user access-control ip-based

i T8 2R T PR i S 3 B, A AR T B P B Ve84 RT LAV IR A SS bl B fIno
i F B0 P B 4 PR o

-

[ig
user access-control ip-based { ip-addr ip-mask } [ snmp ] [ telnet ] [ ssh ] [ http ]
[https [ [ping ] [all ]
no user access-control

ZH
ip-addr / ip-mask —— JRIPHULEFIIPHERD . A AT st P B 1 ¥ % 7 AT LA R A3
Bl
[ snmp ][ telnet][ssh][http][https][ping][all] feevimin, BINE TIF
Ji e

B
2 R B AR

KL R
FUA L GURNMHERAE AR P AT DU P % i &

zN il

Ja FHIPHhEA192.168.0.14811) £ 47 B il :
TL-SL5428-Combo (config) # user access-control ip-based 192.168.0.148

255.255.255.255

11.4 user access-control mac-based

1Zar 2 T B A TFMACHE ) S R &), R Ry Tk i MACHE B I Web i 3 22 # Ml . ‘& ffIno
w4 T B P S0 BRI

e

-
=t

user access-control mac-based { mac-addr} [ snmp][telnet][ssh][http ][ https]

[ping ][all]
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no user access-control

ZH
mac-addr —— JEMACHHE .  RAT I ZMACHE (115 2% 7 0] LAY 1) AR 3Z bl o
[ snmp ][ telnet][ssh][http ][ https ][ ping][all] BEVIREEL, BREN TP
=P
B
4 JR i A
SRLER
WGP ORI ERAE 01 B R P AT DM i dn &
il

J& FHMAC i 411 7500:00:13:0A:00:01 11 & 175 PR 1) :

TL-SL5428-Combo (config) # user access-control mac-based 00:00:13:0A:00:01

11.5 user access-control port-based

A T A T o 0 S BRI, R SRR e prse s B EHLEEWEB; [ &2 #bl. i
F user access-control port-based interface nonefiy 4, H <P 43 R & f# Fno user
access-control i 4 F T HUH F 7 & 473 FR il o

Cig
user access-control port-based interface { fastEthernet port | gigabitEthernet port |
range fastEthernet port-list | range gigabitEthernet port-list } [ snmp ] [ telnet ] [ ssh ]
[http ] [ https ] [ ping ] [all ]
no user access-control
ZH
port —— LUK M5 15
port-list —— VUKMi 512, 2 A5 2 54 i 1 .
[snmp][telnet][ssh][http][https ][ ping][all] feEvim D, BRI I
e
L Sae
4 JRi e B R
KL R
FUA B GUNMERAE SRR P AT DU P % i &
7~

JE FH 2-6 1143 11 F) B¢ 4 Rl
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TL-SL5428-Combo (config) # user access-control port-based interface range

fastEthernet 1/0/2-6

11.6 telnet

i TR Bk A S D fg . BOAJT R .

LilSe
telnet enable
telnet disable
B
4 Jeyic B A
RRLER
FUAE L SURMHAE AR I P AT DA % i %
~pl

KMIERE S SR IfE:

TL-SL5428-Combo (config)# telnet disable

11.7 show user account-list

i 4 T o 240 A P P 3102
i

show user account-list

B
R R BT A E B

RARLEER

RAE B ORI P AT LA % &
A~

R HTH K AR

TL-SL5428-Combo (config)# show user account-list

11.8 show user configuration

Zar M TR el E, SES RG], SRR, BT ES.
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Cig

show user configuration
L Sae

RO BT TiE B AR X
REBUE SR

I
7~

VN AR &N W=§

TL-SL5428-Combo (config)# show user configuration

11.9 show telnet-status

Zin A T RoRE R G R EE R .

[ig

show telnet-status
B

R BN BT A S B AR X
KL R

T
zN il

VN Rk Wk

TL-SL5428-Combo (config)# show telnet-status
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$12%F HTTP A1 HTTPS BB 4

7 HTTP(HyperText Transfer Protocol, # 3 A f& 4 il )8k # HTTPS(Hyper Text Transfer Protocol
over Secure Socket Layer, %7225 2 P SCARE RO FHEIT, 0l LU —ANFRAE R
A E AT L. HTTP 52 F T 383 MR B SCA N I ML

SSL(Secure Sockets Layer, Z&E#HZ) & — M2 Wi, €T TCP M HEH (W HTTP)
Peft e i . SSL R AEMIRIMERIA, HEHNHATE BRI /MEE, FHNH—-NAH (G
FAEUEBH) F— MM . YIRS O BOAIE T (AZEZIET) R NFAH, H P
R DU IR % B TN Th e B B N

12.1 ip http server

Zar ST 2RITE HTTP k&4 2iae, B/ no & H T4 ZIRE. BUIATE LN H D fg.
HTTP Al HTTPS g5 AR Al 25 H]

Cig
ip http server
no ip http server
B
2 R B AR
REBUE SR
FUA B GUNMERAE SRR P AT DU P % i &
zN il

KM HTTP Lfie

TL-SL5428-Combo (config)# no ip http server

12.2 ip http max-users
2o T B R VPR SIHTTPAR S5 45 B K P 2L, B iInodr & F T HUH BR 1 .
£

ip http max-users admin-num operator-num powerusr-num user-num

no ip http max-users

admin-num — VU EE R S G ok B HTTP kS a0 KE0E, JEEI 1 3] 16, 4
R S BN % 16
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operator-num —— VIERAE B 53 &3] HTTP R4S 2 i R, JaE M 0 315, 4
HOH P BN N T 16,

powerusr-num —— VA P S B B HTTP k5528 s KR8, JEFEIM 0 2 15,
SE P LSBT 16,

user-num — LVLESEF TS 45 8RB HTTP RS s i K 8es, B 0 3] 15, 436

P LS8N T 16
B

4 R B AR
RARLEER

FUEE B R4 D3R TP AT BUE 2 i &
Nl

FCEE RO #RAE R RIS R B HTTP IR s i KBy 5. 3. 2
1 3:

TL-SL5428-Combo (config)# ip http max-users 53 2 3

12.3 ip http session timeout

Zanr M THECE HTTP RS S HERGEI N 7). B no a4 AT LUK H ) BRIOAREE IR I ], BRIA
IR BN 8] 09 10 23 Bt

L
ip http session timeout minutes
no ip http session timeout
2
minutes ——EI I [A], JEHEI 5 2 30 /3. BRAELL S, Z{EN 10,
B
4 Jeyic B A
RRLER
FUA L GURNMHAE AR P AT DU P % i &
~pl

NCE HTTP JERE (8] 15 435

TL-SL5428-Combo (config)# ip http session timeout 15
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12.4 ip http secure-server

w2 T2RITR SSL Lhfg, B no drd MM ZIge. BOAR LN R HLIhRE. HTTP Al
HTTPS Jik %5 & A RE A 25 H

[ig
ip http secure-server
no ip http secure-server
L Sae
2 R B AR
KL R
HAEH A BAE NN R v LU %
zN il

4R 1) SSL Thfig:

TL-SL5428-Combo (config)# no ip http secure-server

12.5 ip http secure-protocol

Za A HTEE SSL hiliiAs, T no frdH FIKEERIN SSL WA, BRAEM T, AZHHL L Fr
SSLv3 1 TLSv1.

LilSe
ip http secure-protocol {[ssI3 ][tls1]}
no ip http secure-protocol
2
ssl3 ——SSL 3.0 #pil.
tls1 —TLS 1.0 #rid.
B
4 e B A X
RRLER
ARG FAE A 2] R B AL 7T DU T Z i &
A~

Fo . SSL IERAE A Ch SSL 3.0:

TL-SL5428-Combo (config)# ip http secure-protocol ssl|3

12.6 ip http secure-ciphersuite
A TR B AL SRR R SSLEH M E S EM:, & no i d H TIKE BN EILEM,
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LilSe
ip http secure-ciphersuite { [ 3des-ede-cbc-sha ] [ rc4-128-md5 ] [ rc4-128-sha ]
[ des-cbc-sha ]}
no ip http secure-ciphersuite
2%
[ 3des-ede-cbc-sha ] [ rc4-128-md5 ][ rc4-128-sha | [ des-cbc-sha] —45 & SSL i
A8 FH AR n 2 SR AR R
NNt N S &S TR S A R U
B
4 e B A X
RRLER
ARSI FAE A 2R R B AL 7T B AT Z i &
zN il

BB SSL EHAFH &£ N 3des-ede-cbe-sha:

TL-SL5428-Combo (config)# ip http secure-ciphersuite 3des-ede-cbc-sha

12.7 ip http secure-max-users
2o T B R VFEERBIHTTPS IR S5 4 1 R P 2, B Inodir & FH T UM BR 1 .
4

ip http secure-max-users admin-num operator-num powerusr-num user-num

no ip http max-users

¥
admin-num —— UL R 03 B4y B 3 HTTPS RS ss i fc K8, JaE M 1 3 16,
F P B s v iz 16,
operator-num ——UL1AF 7 B4 B 5 3 HTTPS A4S 2 K e, JuEM 0 31 15, 4
P HLS BN N T 16,
powerusr-num —— UL 2 P &4 B 5 B HTTPS 252 s K2R, JulEM 0 £ 15,
A RN N T 16,
user-num ——UI B 7 G0 B 5 E) HTTPS RSS2 i KEE, M 0 3] 15, 4=
P S BON /N T 16,

S
4 e B AR X
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RERER
SRR BRI AR SR P 2R P AT B % 4
i

FCEE B O BRAE . AU ARG E A P SR B HTTPS AR5 as i KA N 6. 3.
2 1 3:

TL-SL5428-Combo (config)# ip http secure-max-users 53 2 3

12.8 ip http secure-session timeout

Zan A T HECE HTTPS JIR S5 & HERSE N I (8] . "B no #ir 4 AT LAVKEZ Hh ) BRON AN IR 1A], R
(IR BN 8] 09 10 23 Bk

ik
ip http secure-session timeout minutes
no ip http secure-session timeout
2%
minutes RN A], YEREAA 6 2 30 708, BROATEAL T, 1ZME N 10.
B
4 Jeyic B A
R SR
ARSI FBAE A 2T R B AL 7T B AT Z i &
~pl

NCE HTTPS JERENT N 8]y 15 705

TL-SL5428-Combo (config)# ip http secure-session timeout 15

12.9 ip http secure-server download certificate

Za AT TFTP 770 F A\ SSL k1.
Cig

ip http secure-server download certificate ss/-cert ip-address ip-addr
¥

ssl-cert —— EFE NN SSLAEHAFR, AN 1~25 NFFF. UEH 404 BASE64
TN R

ip-addr —— TFTP &5 2310 IP Huhik . 5257 IPv4 AT IPv6 ik . 151 1 IPv4 331k 192.168.0.10
o} fe80::1234.
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B

AR E A
RARLEER

RAAEHG . BAE GNP B 7 ar B %6 2
A~

I 1P Hidiky 192.168.0.148 1 TFTP k%545 ‘F A4 ssl.cert i) SSL iiE$5:
TL-SL5428-Combo (config)# ip http secure-server download certificate ssl.cert
ip-address 192.168.0.148

I 1P ikl Ay fe80::1234 ) TFTP %535 5 A4 ssl.cert [#) SSL k-
TL-SL5428-Combo (config) # ip http secure-server download certificate ssl.cert

ip-address fe80::1234

12.10 ip http secure-server download key

Zan A AT TFTP 7705 A\ SSL % .

[ig
ip http secure-server download key ss/-key ip-address ip-addr
2%
ssl-key —— IEFFEF K SSL HH XML FR, "IN 1~25 DNFERF. HHLAUN
BASE64 Zifidig 2.
ip-addr —— TFTP 55 2% 1 1P Hutik . SCHF IPv4 F1IPv6 Hitik o 451 4 IPv4 Hitik 192.168.0.10
Y fe80::1234.
L Sae
4 e B A
R SR
ARSI #BAE A 2T R R AL 7T DU T Z i &
~pl

I 1P ikl 192.168.0.148 1) TFTP JIR %525 3 A4 9 ssl.key (1] SSL % 4H:
TL-SL5428-Combo (config)# ip http secure-server download key ssl.key
ip-address 192.168.0.148

M IP bk A fe80::1234 1) TFTP k452 5 AN 444 ssl.key ft] SSL %4/
TL-SL5428-Combo (config)# ip http secure-server download key sslkey

ip-address fe80::1234
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12.11 show ip http configuration

ZAr R AR HTTP RS ERE R, SRR,

FOZ PR B I I ) 455

e

show ip http configuration
B

R BN BT e B AR X
R SR

T
A~

TR HTTP 55 S i B A5 B

ety < Linp AT R TRk I NS = S A DA ¢

TL-SL5428-Combo (config)# show ip http configuration

12.12 show ip http secure-server

Zam AT R SSL AR ERE R .

e

show ip http secure-server
B

AU ORI BT E A X
R SR

p
~pl

ZoR8 SSL &Rt B AE B -

TL-SL5428-Combo (config)# show ip http secure-server
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B13E e RILEwmS

P47c4hE Dhhe v] LLKE S s ok EHLAIP L . MACHERE . VLANAISG CHEAT405E, IPYRFT ThRE
He At FA VY T8 5E 2% H O Bt e EAT 1 8

13.1 ip source binding

Zan A T F s InIP-MAC-VID-PORT Y e 4h e 4% H - Wik ©& 548 7 JRdg i A tHEALA P A 5%
fZ 8, GHEIPHAE. MACHEHE. VLANDL R & #1045, T LFE U edh e . & noar 2 ik
IP-MAC-VID-PORT VU 7t 46 5E 4% H M A2 F i B

Cig
ip source binding hostname ip-addr mac-addr vlan vian-id interface { fastEthernet
port | gigabitEthernet port } { none | arp-detection | ip-verify-source | both }
[ forced-source {arp-scanning | dhcp-snooping} ]
no ip source binding index idx
ZH
hostname —— T E4REM ENLA, 1-20FFF.
ip-addr —— JREIPHLLLE,
mac-addr — JEMACH:1L .
vian-id — T EYPEFIVLAN, HUETEH 1-4094.
port —— 75 E 4R E B WA L 115
none | arp-detection | ip-verify-source | both —— %4 H #4417 ) ACL 3h1E,
arp-detection 7~ ARP [i#7; ip-verify-source 7 IP 5B #; both F s A5 2E
% none FKRARLHBIH
forced-source A2 4. forced-source T3 KB IN 2% H RIS Mmanualf
M arp-scanning&i# dhcp-snooping, LAtiAllarp-scanilidhcp-snooping#s gk e % H
AR TG0 E 2 H T LARAFIC & .
idx e B MR K% B RFS. al# 44 show ip source binding#k Bl %% H M
S . R, XERFSRFZFHERERTF S, #R R A g% I8 b
(AN BIRGEBIE B TR 7R 25k B ERE R I SEbR P 5 .
B
4 JRi e B R
REBUE SR

RAAEH G BfE GO 7 8 Pl LU Y iZ a4
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Nl

Famm—% et e % H, EHL4 Nhostt, IPHilE4192.168.0.1, MACHELHE K
00:00:00:00:00:01, VID#N2, il 1545, FHRiZak H RN TIPS

TL-SL5428-Combo  (config)# ip source binding host1 192.168.0.1
00:00:00:00:00:01 vlan 2 interface fastEthernet 1/0/5 ip-verify-source
M ERunit1 (46 2 & 75 N51IP-MAC —VID-PORT4% H :

TL-SL5428-Combo (config)# no ip source binding index 5

13.2 ip dhcp snooping

iz T2 mIF EDHCPHr ThaE, B fInodir 4 H T 25HIDHCPNT Dife. @it DHCPNT Life,
AZHALAT LA HT P shZAS G IPHUIE RS, R s R it AL IPHAE . MACHIE. VLAN
PR iR A5 R, A ST U edhE .

kg

B

RARLEER

A~

ip dhcp snooping

no ip dhcp snooping

4 R B AR

RAAEH G BAE oA R SR AL AT B T % A &

%= J& 7T 5 DHCPii W D g

TL-SL5428-Combo (config)# ip dhcp snooping

13.3 ip dhcp snooping vian

%4 F T IFJSVLAN R FODHCP I, 1 E: ffino i 4 7] % 1% 3B

ip dhcp snooping vlan vian-range

no ip dhcp snooping vlan vian-range

15 € VLANJT 5 DHCPiilr D g, #5391-3,5.

vlan-range

4Ryl B AR
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RFRUE R

RAAEH G BfE SN R 7l U i 4
il

J¥J5VLANA 4,6-7 IDHCP T D -

TL-SL5428-Combo (config) #ip dhcp snooping vian 1,4,6-7

13.4 ip dhcp snooping information option

%4 HTJT 5 DHCPiir (¥ Option 82T)kE, & finoir 4 H T 55 Option 82L)jfE .
[ig

ip dhcp snooping information option

no ip dhcp snooping information option
B

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
ARG FAE A 2] R B AL 7T DU T Z i &
7~
£ %4 11/0/1 1 FF J5 DHCPAii Uit () Option 82 fi¢ :
TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo (config)# ip dhcp snooping information option

13.5 ip dhcp snooping information strategy

% fir 2 F I £ 28 38 i) 62 Option 8238 Tl sK R SC T B AL BRI, & iInofr & H TR E BRI
iﬁlﬁ o
4

ip dhcp snooping information strategy strategy

no ip dhcp snooping information strategy

strategy —— X #1615 Option 823 Wil i SRl SC I BC B AC SR mE , AHE = Fhe iy,
keep: fRFEFIZIRCH I Option 823 AL I AT H#E K o ERINIET

replace: 1% B HC & (I IE N 253 78 Option 8211, Ff- % #e 4 S )5 45 ) Option 82317
AT R .
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drop: Z &1 Option 823%& T [ 3 .
s

O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEH A BAE NPT P R v LU %
zN il
He USRI 1 RIS 7 Option 823 WU o Fl 7 H € CHIIE TN 2%, I MA/0/1 3 11 %%
K
TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo (config)# ip dhcp snooping information strategy replace

13.6 ip dhcp snooping information remote-id

%1 Hl Tl & Option 82/ FEID T A & . nodir & HI KB BRIAE .

Cig
ip dhcp snooping information remote-id string
no ip dhcp snooping information remote-id
ZH
string —— F 7 H € VR EFEFEID RN 2. KB N1-32NF4F .
L Sae
B0 AL B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
REBUE SR
ARSI FBAE A 2T R B AL 7T B T Z i &
zN il

¥ I11/0/1 L it & Option 821z 2D ¥ Wi Mtplink:
TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo (config)# ip dhcp snooping information remote-id tplink

13.7 ip dhcp snooping information circuit-id

4 Fl T Hd B Option 821 FLERID TN 7. nofir & HI TR E ERIME.
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LilSe

ip dhcp snooping information circuit-id string

no ip dhcp snooping information circuit-id
ZH

string —— F 7 A& LECE M HEEID PRI . K N1-320 25
B

B O B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R R

RAEE A HAE RS g P2 A0 P vl DU A i 2
il

7645 [11/0/1 |-t & Option 8211 H1 41D F1% 15 Jtplink:

TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo (config)# ip dhcp snooping information circuit-id tplink

13.8 ip dhcp snooping trust

A B B OIS I, R RS 4 BRSOk H DHCPAR 585 3m O B, B Inofin &
B A5 i DO E

[ig
ip dhcp snooping trust
no ip dhcp snooping trust
K
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
REBUE SR
ARG FAE A 2] R B AL 7T DU T Z i &
7~

Je T A ML 11170/ 2 A 432 45 3 11 «
TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo (config-if)# ip dhcp snooping trust
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13.9 ip dhcp snooping mac-verify

% TR o HHIMACKAIE DR, & finofir & T2AHIMACKHIE . DHCPVH . HiA P> B
fifi 5 2 s IMACHISE,  MACIGAE DI RE 20 IX P> BOdkAT LLAL, A sRANE], K B3
Cig

ip dhcp snooping mac-verify

no ip dhcp snooping mac-verify
B

O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RERER

SRR BRI AR P 2R P AT B A % 4
i

Jo4 FEL 3 111/0/2IMACHIE T B -

TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo (config-if)# ip dhcp snooping mac-verify

13.10 ip dhcp snooping limit rate

% T HCE i R ], B R 2 FIDHCPEUE B i =38, ERInodn & HI TR E B
N R

Cig
ip dhcp snooping limit rate value
no ip dhcp snooping limit rate
ZH
value i R H], AIETUNOL 5. 104 15, 20, 25. 30, Hfipps (packet per
second). ERINMENO, FoRZEM.
B
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R
ARSI FAE A 2T R R AL 7T DU T Z i &
7~

e 1 203 B 47 1) 5 9 20pps:
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TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo (config-if)# ip dhcp snooping limit rate 20

13.11 ip dhcp snooping decline rate

Zdn4 F T8 H H i decline itV Dhfig, & KInodi< M1 +45 i declinefiir .

Cig
ip dhcp snooping decline rate value
no ip dhcp snooping decline rate
ZH
value ——DHCP Declineflji =, mJiET N0, 5. 10, 15, 20. 25. 30, *Hfipps
(packet per second). ERIME N0, FIRZEHA.
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R
HAEH A BAE RN R v LU %
zN il

Ji i 111/0/2 ¢ decline i Wr Th BE -

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if) #ip dhcp snooping decline rate 20

13.12 show ip source binding

N

%4 T &R IP-MAC-VID-PORT VU T 4552 .
e

show ip source binding

B
REBUE A BT L B A

RFRUE R
x
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A~
7R IP-MAC-VID-PORT U 7t 45 52 %+

TL-SL5428-Combo (config)# show ip source binding

13.13 show ip dhcp snooping

P 4 11T 5 RDHCP B 0 24 AR 15 .«

LilSe

show ip dhcp snooping
B

AU ORI BT E B X
RRLER

p
~pl

RRDHCPIT # 4 HTIRASE B -

TL-SL5428-Combo (config)# show ip dhcp shooping

13.14 show ip dhcp snooping interface

Wi 2 R N2 A W 11/ s 2R 5 BT A LA IR T/ 6 26 45 O DHC P AT )iy 11 P L4512

show ip dhcp snooping interface [ fastEthernet port | [ gigabitEthernet port ]
[ port-channel /agid ]

2%
port —— LI 5, SR I s B A i A EC LA
lagid — R AHIID S
B
R R BT A E B
RARLEER
x
A~

S A i RS 3R 5 FODHCP AT e B A5 B -

TL-SL5428-Combo# show ip dhcp snooping interface
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27 111/0/5 DHC Pt B e 45 &«

TL-SL5428-Combo# show ip dhcp snooping interface fastEthernet 1/0/5

13.15 show ip dhcp snhooping information interface

e H T ot B AR Y 11 78 1% 58 4 B9 LK I 1/ 6 2% 45 ODHC P45t T (i option: 82T REY

[ig
show ip dhcp snooping information interface [ fastEthernet port |
[ gigabitEthernet port ] [ port-channel /agid ]
ZH
port —— AL 15,
lagid — HERRIREHIIDS .
B
R B A BT A iE B AR X
KL R
T
zN il

B IR S 11 /85 % 2 & FIDHCP it fjoption 82T BE HBC B 15 & -

TL-SL5428-Combo#show ip dhcp snooping information interface
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#14% ARP i ECE v

K5 ARP J9 B Dy B T LA X6F JRi g o e i AL B 0 SR8 B A o 1) N 055 ARP SR BwBEAT B4, A 283l
R ) ARP B o

14.1 ip arp inspection vian

24 H T RYE VLAN JH)E ARP B4 Difg, BRI no #r4 T80 ARP B4/ T gE.

ip arp inspection vlan vian-list [ logging ]

no ip arp inspection vian

¥
vian-list —— ZITJS ARP B3R IhRE) vian, BIfEH “-” FoRXIE, HH “,” BT,
fil: vian 3-5, 8.
K
4 JR e B AR
AL R
WAHERR . BAE SR P R B A P T DS % dr 4
il

JFJE vian 3-5 ) ARP i3, FIF)S log ThiE:

TL-SL5428-Combo(config-if-range)#ip arp inspection vlan 3-5 logging

14.2 ip arp inspection validate

ZAr 2 T I E ARP IR A TIfE, B no fr & T KM% 6.

Cig
ip arp inspection validate { src-mac | dst-mac | ip }
no ip arp inspection validate
¥
src-mac | dst-mac | ip —— EFEIF S KPR A iE RSO ) send mac 5 sre mac
54, dstmac 5 dest mac AFF4, @i IP 7BHE.
B

4Ry ic B AR
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AR K

RAERLG . AE R 20 P 28 F - m] DA i i &
7~

FFJa Src Mac f 2

TL-SL5428-Combo(config)#ip arp inspection validate src-mac

14.3 ip arp inspection trust

iz HTHECE ARP B IE RS L, B8 no dr & H Tl E R D413 B . % i
PALZ LAG i I S5 Rp R i 1145 N C B 9 A5 A 1o ££ )5 HIB ARP KB DIREZ T, MISGHCE ARP {E1E
B 1, RAGREEN IE A -

[ig
ip arp inspection trust
no ip arp inspection trust
B
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R
ARG FAE A 2] R B AL 7T DU T Z i &
7~

Bic B i 1 2 9 ARP B4 {5 AT 11 <
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip arp inspection trust
14.4 ip arp inspection limit-rate

% F T B ) ARP BBEIE R, B/ no dr & I E BRAGEEHE R .

ip arp inspection limit-rate { value [ burst-interval seconds ]| none }

no ip arp inspection limit-rate

HUE e 1-300, 47 pps (packet/second). ZRIME A 15.
seconds —— & & i L O] B R (PN [H],  HUELVER] 1-15.
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K
0L & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KRR

HAEH A BAE NN R v LU %
zN il

BB 5 AR :

TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# ip arp inspection limit-rate none

14.5 ip arp inspection recover

ZAr M TH AT ARP IR KRN ARP 350K -
ks

ip arp inspection recover

B

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
HAEH A BAE NN R v LU %
zN il
i 1 5 BN ARP #2ROIRES -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# ip arp inspection recover

14.6 show ip arp inspection

1% M T Ros ARP B e RFCE, B4R FARGEIE i D 5K .

-

e

show ip arp inspection
B

R BN BT A S B AR X
R SR

¥
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A~
‘27~ ARP P4 R & -

TL-SL5428-Combo(config)# show ip arp inspection

14.7 show ip arp inspection interface

iZ A H T s ARP B LB (E B

<

Lile
show ip arp inspection interface [ fastEthernet port ] [ gigabitEthernet port ]
2
port —— AT LI 5, BAE I R BT S RGBS R .
B
UL R BT E B X
R SR
p
~pl

R FTA UG T ARP B RCE (S S
TL-SL5428-Combo(config)# show ip arp inspection interface
BRI 2 P E

TL-SL5428-Combo(config)# show ip arp inspection interface fastEthernet 1/0/2

14.8 show ip arp inspection statistics

1Z 4 H T 2R ARP RS .

-

[ig

show ip arp inspection statistics
B

R BN BT A e B AR K
KL R

T
zN il

7 ARP JEEIR S 1]

TL-SL5428-Combo(config)# show ip arp inspection statistics
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14.9 clear ip arp inspection statistics

Zan 2 H 5t ARP ARER ST TR % o

LilSe
clear ip arp inspection statistics
B
AU ORI BT E B X
RRLER
ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

Xt ARP ARIEAR G HEATIE % -

TL-SL5428-Combo(config)# clear ip arp inspection statistics
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$F15% IP EHPEENS

IPYR 7 5T IP-MACHE & 5% H I JEIPEHRE L, R A AL IP-MACERE FU 8 Bdf 45 SCA el Ak 2,
M RT DA ey ity SE A 3

15.1 ip verify source
% T B R E v 1 IP B PR B no fiv & T 25 A Lk Tl RE -
e

ip verify source { sip+tmac }

no ip verify source

RALHE 1P bk J5 MAC Hhohk A 13575 & DU oG48 2 5 B 5 .

sip+mac

O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G BAF oA R SR AL AT B T % A &

A~
JA P 1 5-10 1P JRB 3 Dhae R BCE B8 OV AR BRI 1P ik, I MAC kA
It 15 UL HE IP-MAC 257 FiLI) ) 25080 .«

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/5-10

TL-SL5428-Combo(config-if-range)#ip verify source sip+mac

15.2 show ip verify source

P4 T DL P DR B (5

LilSe

show ip verify source
B

R R BT E A X
RRLER

T
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i
o P YRB R E S R

TL-SL5428-Combo(config)#show ip verify source
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#5162 DoSEiIérd

DoSTili & 1 M 2%t Mrihi 3 B B SRR 7 7] H AR ENUARIE KBRS R, RN TEE. A
FIDoSHi# ' ThRt)a, SCHAUR R R4 IR B B KR E 7 BOEEAT T, JFEH R IR 845 I (B4
it AT PRI JES 3R] ) 1 H I8 4T

16.1 ip dos-prevent

Zan A AT 55 FDoSKi#H Uife, ‘& fInofir 4 H 145 F DoSKi 7 Tfe .

e
ip dos-prevent
no ip dos-prevent
B
4 e B A X
R SR
RAAEH G BAE oA R SR AL 7T B T % &
A~

4> J7 5 FIDoS K4 Th RE -

TL-SL5428-Combo (config)# ip dos-prevent

16.2 ip dos-prevent type

% TR FIDoSHUk B #7KM, E Hnodr & ] T2 FIAH R I B 47 28
e

ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 | blat |

ping-flood | syn-flood | win-nuke }

no ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 |

blat | ping-flood | syn-flood | win-nuke }

land — LandXi .
scan-synfin —— Scan SYNFINX ;.
xma-scan —— Xma ScanX{ i .

null-scan —— NULL ScanX{ii.
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port-less-1024 —— s /M T 1024 FISYNHR .
blat —— Blat¥% .

ping-flood —— Ping flooding X -

syn-flood —— SYN/SYN-ACK flooding % if; .

win-nuke —— winNuke (& .

LB

A R B
RERER

SRR BRI ARG P 2R P AT B % 4
i

J& FPing flooding B3 B4 Th g -

TL-SL5428-Combo (config)# ip dos-prevent type ping-flood

16.3 show ip dos-prevent

Widn 4 P T 5L RDOS B4 R E 5 K, AHER PR HCahbismss.
LilSe

show ip dos-prevent

B

AU AT T A e B
RARLEER

T
Nl

BRDoSH i Hi i e RBLEAE B -

TL-SL5428-Combo (config)# show ip dos-prevent
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FITE RGHEREWS

ARG H EAG B SHNKIE EASAT AT 7208, O IR R RIS AT IR NS W ise & i s 1R 152
o

17.1 logging buffer

Zi S HTHRER RGN ESARGEHEEMX, Efnof & TR ARG H EZ MW XIIEE. RIF
FEAW# LRI RS H S5 BN H &, A H A WMt 75 17 CRIAT BLERAE B PN AR 37D -
HEZM XA H G HEZM KRR T RAE RS H SR — SRR, Z2oi X pfE B s
show logging bufferi & & F, LMoL HJH /5 IXEE B2 TR Kb HRE B H B

X
e
logging buffer
no logging buffer
B
4 e B A X
R SR
HAE B LA R 53 SRAL 0 P mT A % i &
Nl

A H B IX

TL-SL5428-Combo (config)# logging buffer

17.2 logging buffer level

Wz THCE R4 HEZh X BE B ES, Ernotr &l TR E BOARIE B A%
e
logging buffer level level

no logging buffer level

level — =G, $L73 N0~7T)\AEES, FOoMER/N, KRB . KR
T EEETIZE 0 H EE B RAR H B X . BRIME AT, Fonirf HEE B R 2 H
EZEM X
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LB

LRI B
RERLE R

SR GRS P0 F P AT ABE F i% %
i

BEE H S S X AIE BN EON6:

TL-SL5428-Combo (config)# logging buffer leverl 6

17.3 logging file flash

Za S HTHRER KRG HESANHEXM, Einotr & H T XM RS HE XTI E*i#%
Flash ) —Hufifif X ik . HESCFH1E B i show logging flashfir & & F, 7EWTHLH JH 51X
BEAZZEK.

LilSe
logging file flash
no logging file flash
B
4 Jeyic B A
RRLER
HUEE B O ERAE D3RR T AT BUE 2 i &
A~

JA I H &S Re

TL-SL5428-Combo (config)# logging file flash

17.4 logging file flash frequency

Zar S M TRELRGHENRGH S X FP GBI RG5HEAFRHER, Efnodr <MK
IR

logging file flash frequency { periodic periodic | immediate }

no logging file flash frequency

periodic —— 4t HE M H G IX [FE 8 2 5 H S ARSI, BUE T E 1 ~487)
o BRNEOLT, [FD ERfEaR24/ N AT — K.
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immediate — RS HEESTHMNHEEN X FEL B R4 HE . EIELE>
flash )%, ASHEFAT

LB

A R B
RERER

SR BRI A 5 S P00 F P AT ABEF i% %
i

BB IR 10N

TL-SL5428-Combo (config)# logging file flash frequency 10

17.5 logging file flash level

Zin S M THE RS HE X HE RS, &N TSR RGERBSPFEARGHE
A EfInotr 4 TR E BOANIAE B &

Cig
logging file flash /evel
no logging file flash
ZH
level — = HEG, L7 N0~T)\AEEG, FOoMER/N, KRB . KR
TEEETZAE A H A5 B2 H E S . BRME N2, FRoR e 90~2/ H & (&
BORAFE| H B
B
2 R B AR
KL R
FUA B GUNMERAE SRR TR P AT DU P % i &
zN il

Ja FH H &SP v B ™ EHNT -

TL-SL5428-Combo (config)# logging file flash 7

17.6 logging host index

Zir e T E H SRS, Efnof S TETRE HERSHENRERERE . HERS &%
WAL B SOER RS H SR, 8 EE H B AR SS85 7T DO A S LA e & LA AT RS AT
RE I o

87



=EMEBERZENL AT T

kg
logging host index idx host-ip level
no logging host index idx
2%
idx — HEMRSEHIFS, BUEEE1~4,
host-ip —— H E RS2 IPHE .
level — = HE 53], I3 NO~T)\AEH, FOMEMDN, RS . R RS
T aSETZEM HERG B RIERNZRS 2. BRAMENG, R TS N0~61H EEE
RIALFNZ IR A5 -
B
ESE1W RS
RARLEER
HUEE B R4 D3RR T AT BUE 2 i &
A~
BB EMRS A2, IR EIZRS &1 IPHNE192.168.0.148, ™ 5 H5:
TL-SL5428-Combo (config)# logging host index 2 192.168.0.148 5
17.7 logging monitor

Zan S AT AL & LRERRGHE. Efnom 4 AT H TR ExR.

e
logging monitor
no logging monitor
B
4 e B A X
R SR
FUA B GUNMERAE SRR P AT DU P % i &
~pl
KHIRGH EidxR:
TL-SL5428-Combo (config)# # no logging monitor
17.8 logging monitor level
% T IRGE R B2 I TS, KRG HEA R TREBRER R EREL s L. BH

no

2 TR E BRAE AT 2B E .
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logging monitor level /evel

no logging monitor level

2%
level —— it 3| 2 s 5 2% 1O H B B A HARE . 30009 0~8 )\AEEG, FoEl),
KRR . KA B AR R s ™ A 1 H S i B2 e g BOAEDN
5, IR 0~5 SNAEEG H A5 B Ao 2 2 om 5%

B
R C B

R SR
HAGE B GO ERAE 61 SR AL AT BLE i &

A~

BCE T ELIN T

TL-SL5428-Combo (config)# logging monitor level 7

17.9 clear logging

i HHE 1 unitslE BN HER A H B2 X Bl H S P IfE B

4
clear logging [ buffer | flash ]
S
buffer | flash —— ZiE= W% 71, Abuffer (HEZMHX) Fiflash (HEE) #
MBI, BRI RN S RS
B
4 R Tie B AR
LB R
WA P G AR DR P AT DU A 4
A~

AR T T B 2T H S X PR G H G4 S

TL-SL5428-Combo (config)# clear logging buffer

17.10 show logging local-config

Zar T BoR A H G CEFEHEZ XA HEH) KREER .
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LilSe

show logging local-config
L Sae

AU ORI BT E B X
RRLER

x
~pl

BoRAMHERER R

TL-SL5428-Combo (config)# show logging local-config

17.11 show logging loghost

i 4 S F G BB £

LilSe
show logging loghost [ index ]
2%
index — ERIRACEE B M H MG &S, ShE N Bonirf H SRS SR ERER .
B
UL ORI BT E B X
RRLER
p
~pl

BoR HEMRFS A2 EE R

TL-SL5428-Combo (config)# show logging loghost 2

17.12 show logging buffer

i A H T WoR S HE S A B A HES B H B e X P H SRR, AR ™ S AT e

7N o

e

show logging buffer [level level] [ unit unit-id]

level —— F=E 5] (0~7), RERPHNTEEETZENHEMEE, svErErHE
G XA HEEE.
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unit-id fREHEE A LR R ERHEZ M X P HEE . shan, BN
BHU H S X P i H S SRR R o

B

R AN T BE B
R SR

¥
A~

TR HES hunit2 ) H B gz X 00 90-51) H B 5 B -

TL-SL5428-Combo (config)# show logging buffer level 5 unit 2

17.13 show logging flash

i A T RN B B A B AN HE B ) H SO i H EAE R ATARSE ™ AT I N R OR
e

show logging flash [ level level ] [ unit unit-id ]

2%
level —— J*E 5] (0~7), REREH/NTEETZEMHEMEE, sEnBrHE
AR HEER
unit-id REHES A LR R ERHE X HEER . s, BAHESRISSH
PLEY H ESCAE A i H EAE B AR .

B
AU ORI BT E B X

RARLEER
x

A~

R HER Funit2 ) H S SO T 45 90~3 H S5 B

TL-SL5428-Combo (config)# show logging flash level 3 unit 2
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#18% SSHELE M4

SSH (Security Shel) KA MZFNUEDIRE, 7T LTRSS A ER AL 22 R, DURIEE BAE S
()24

18.1 ip ssh server

Zan 2 M T E FHSSHIRS 48 Dhfe, & finofin & F T25 FHSSHIR 5 4 The -

LilSe
ip ssh server
no ip ssh server
B
4 JeiC B A
RRLER
RAAEH G BAE oA R SR AL AT B T % A &
A~

Je IS SHIRk 55 % Tt -

TL-SL5428-Combo (config)# ip ssh server

18.2 ip ssh version

a2 H T E FHSSHI M A, & finofir & FH T-25 FI SSHIM A .

e
ip ssh version {v1|v2}
no ip ssh version {v1 | v2}
2%
vl | v2 — ZUEHMISSHIMURAS, 4 X% RISSH v1FISSH v2.,
B
4 JeiC B A
RRLER
RAAEH G BAE oA R SR AL AT B T % A &
A~

E)EHSSH v2:
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TL-SL5428-Combo (config)# ip ssh version v2

18.3 ip ssh algorithm

Za A A THECE SSH ThRerI &L, B no frd F T4 4a e M EE.

Cig
ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }
no ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

ZH
{ AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC |
3DES-CBC | HMAC-SHA1 | HMAC-MD5 } fRE M SSH Hi%.

L Sae
4 JRi e B R

REBUE SR
ARSI FAE A 2T R R AL 7T DU T Z i &

7~

i€ SSH 5%y AES128-CBC:

TL-SL5428-Combo (config)# ip ssh algorithm AES128-CBC

18.4 ip ssh timeout

iz TR ESSHIIEHEIN K, & fnofr & M TR B &

LilSe
ip ssh timeout value
no ip ssh timeout
2%
value — BRI, UL RN R P im ARG SRR, EE BT, A8, B
EIEHI1~120, BRIME 120,
B
4 e B A X
R SR

RAAEH G BAE oA R SR AL AT B T % A &
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A~
Hic B SSHi# BRI K 93044

TL-SL5428-Combo (config)# ip ssh timeout 30

18.5 ip ssh max-client

% M T H B SSHIY S AERE, Effnofr @ HI TRk BN HE .

kg

ip ssh max-client num

no ip ssh max-client
2

num —— SSHE RERSL, HUEVERE1~56, BUAMENS.
B

4 e B A X
R SR

RAAEH G BAE oA R SR AL AT B T % A &
Nl

Fic B SSHf KE KN 3:

TL-SL5428-Combo (config)# ip ssh max-client 3

18.6 ip ssh download

P4 F B TETP /7 28 8 ASSHEHI S 1.

LilSe
ip ssh download { v1 | v2 } key-file ip-address ip-addr
2
vl | v2 — EFESFAREHRY, vIFRSSH-1, v25£/R"SSH-2.
key-file —— EFEEFNKVEYPICIATR, FTHIAI~250 7. SRS AU %
K }9256~3072 L RFIISSHA H .
ip-addr —— TFTP R 55 #3 1Pk
L Sae
4 Jeyic B A
R SR
ARSI FAE A 2T R R AL 7T DU T Z i &
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Nl
I IPHiNE192.168.0.148 K TF TP/l 55 4 5 A\ 4 Hyssh-key HISSH-1% P13 14

TL-SL5428-Combo (config)# ip ssh download v1 ssh-key ip-address

192.168.0.148

18.7 remove public-key

%t 2 T Bl R A I SSH A o

LilSe
remove public-key { v1 | v2}
2%
vl | v2 — EFEEMERIE IR, vIFIRSSH-1, v27%/RSSH-2.
B
REBUAC B A
RRLER
WA AR I F P AT DA 2% i 4
~pl

IR A AL I SSH-1 244

TL-SL5428-Combo# remove public-key v1

18.8 show ip ssh

Zm AT BRSSHI AR ERE .

Cig
show ip ssh
B
e A BT TiE B AR X
REBUE SR
T
zN il
ERSSHA R EAE &

TL-SL5428-Combo (config)# show ip ssh
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192 |EEE 802.1XE. B &4

IEEE 802.1XAEJ R M THEMLIEHINTETRE, FFARIE LSS XS 5242 00 1 AR BUIR A #EAT 1241,
F2 T AR I N DAIE A 22 48 7 T ) 1] AL

19.1 dot1x system-auth-control

4 4R PR IEEE 802.1X)f, ‘Tfnodr4 A T4 FHIEEE 802.1XIhfE.
e
dot1x system-auth-control

no dot1x system-auth-control

B

ESE1W RS
RARLEER

RAAEH G BlE GG R 7l U i <
A~

FFJHIEEE 802.1XTf¢:

TL-SL5428-Combo (config)# dot1x system-auth-control

19.2 dot1x handshake

802.1x #FEF-TF .

iy
dot1x handshake

no dot1x handshake

LB

A R B
RERER

SRR BRI AR GR P 2R P AT DB A % 4
i

fiThe 802.1x 18 F:

TL-SL5428-Combo(config)# dot1x handshake
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19.3 dot1x auth-method

%2 M THECBIEEE 802 AXHIWIET %, EfInofr &1 TR EEIARCE .

Cig
dot1x auth-method { pap | eap }
no dot1x auth-method
ZH
pap | eap — AiE ik, EHFEpaphf, H7 SN [MEEITEAPHMIL, S HALKE
EAPH B L EIAMEYMY (WIRADIUS), &3 FME(E BAIMERS % R5t. &
Freap-md5i, ZHMLGINIEARST 4% Z [AIIZTEAP ML, EAPMUTHZKE R IES S, #5
ZIMSORETE I B SRR UM (IRADIUS), DA 27 R A 2% (1) I 2% 211k UIE AR 55 2 o
L Sae
4 JRi e B R
KL R
ARSI #BAE A 2T R R AL 7T DU T Z i &
7~

% B IEEE 802.1XIAiE /734 Jypap:

TL-SL5428-Combo (config)# dot1x auth-method pap

19.4 dot1x accounting

i TR T IR S As T SR ThRE, e/ no fr T AT S Thg.

LilSe
dot1x accounting
no dot1x accounting
B
4 JeiC B A
RRLER
ARSI FAE A 2T R R AL 7T DU T Z i &
~pl

FFJH |EEE 802.1X i1 2 Life:

TL-SL5428-Combo (config)# dot1x accounting
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19.5 dot1x guest-vian (global)

ZAn 4 BT 4RI A Guest VLANIIRE, & HInofin 4 H T4 525 Guest VLANISRE
iy
dot1x guest-vlan vid

no dot1x guest-vlian

2%
vid — J4 JlGuest VLANFIVLAN ID, Hfif{ti[H12~4094. Guest VLANF (1l 7T BV
Te] 45 7 FI P9 245 B
B
ESE1W RS
RARLEER
RAAEEG BfE GO 7 8 P T LU Y iZ a4
P

J& FHVLAN 54 Guest VLAN:

TL-SL5428-Combo (config)# dot1x guest-vian 5

19.6 dot1x quiet-period

Zin 2 H T A IEEE 802 1XKHE M ERTIRE, & HInofir 42 H T KM IIRE.
£
dot1x quiet-period [ time ]

no dot1x quiet-period

LB
time —— THHERI <. P IIESRIBUR , ZETHERES 18] py /N FF-Ah 32 ) — P [ IEEE 802.1X
VAR . TG 1~999F), BRIMME N 10D,
LB
A R B
RERLE R
SRR BRI ARG P 2R P AT B % 4
i

JTJHIEEE 802.1Xi# B Dy e -

TL-SL5428-Combo (config)# dot1x quiet-period
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JFRIEEE 802 1Xi#ERIIAE, FHBAIN K st B N5HD:

TL-SL5428-Combo (config)# dot1x quiet-period 5

19.7 dot1x timeout supplicant-timeout

2 TG B BN 25 e RN N NG, B no dr S T IR ERIABCE
kg

dot1x timeout supplicant-timeout time

no timeout supplicant-timeout

2%
time —— 7 7 S Wi LB N B4, BISZ I A5 4R 20 i M 2 F) B K S5 AR I ] o 5 S LA
BOE W R B2 P im i m R, W E R AR BUEVER 1~9 (), BRIME N 3.
B
4 R B AR
RARLEER
RAAEH G Bfb GO P R P T LU Y iZ a4
A~

Pic B S i) S R I O 9 D

TL-SL5428-Combo (config)# dot1x timeout supplicant-timeout 9

19.8 dot1x max-reauth-req

Zin 2 TR E R P s KR OCE B RIE R, B fnom A H TIKE B E.
4
dot1x max-reauth-req times

no dot1x max-reauth-req

¥

times —— AR SCH R B AL AR UK, BUBTEFE1~90, BRIMI A3,
e

LRI B
RERLE R

RAAEH G BfE GO 7 8 Pl LU Y iZ a4
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7~

e B i K R R IEIRHUNS:

TL-SL5428-Combo (config)# dot1x max-reauth-req 5
19.9 dot1x

a4 7 8 i D FIEEE 8021 X4k, & Hnofr 4 H 28 it I IEEE 802.1 X4 4:
fré
dot1x

no dot1x

B

O AL & 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RFRUE R

RATEELI . Al A G 7 AL P i] LA % i &
Nl

JFJE 3 T11/0/1 9 IEEE 802.1 X1 :

TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# dot1x

19.10 dot1x guest-vian (interface)

ZAn4 H TP )5 5 B Guest VLANIHRE, ‘& FInotin 4 I T-25 F 56 H I Guest VLANIHRE . 7EFF )G i
FIf¥IGuest VLANIIBEHT, 7 i CRAH RLo 1 12 A #2525 Y R port-based, 7 . dot1x port-method.

kg

dot1x guest-vian
no dot1x guest-vian
B
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
REBUE SR
ARSI #BAE A 2T R R AL 7T DU T Z i &

7

100



=EMEBERZENL AT T

i
TF 8 3 121 Guest VLANTHBE

TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# dot1x guest-vian

19.11 dot1x port-control

%4 M ECEIEEE 802.1X7EHE € i H IR AIZHIA, Effinodr & M TR EBIARCE. -

dot1x port-control { auto | authorized-force | unauthorized-force }

no dot1x port-control

2
auto | authorized-force | unauthorized-force —— ¥l #i, fHauto (H3h) .
authorized-force (3&#i LIAE ). unauthorized-force CHRHIASINIE) =ANE T, %k Ffauto
B, S B AT MR ik Ffauthorized-forcef, i AN S5 U E B AT 37 ) P 2% 1 9%
unauthorized-forcel, i I K TLFENIE. BRINIETT Aauto.

B

B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R SR
RAAEH G BAE oA R SR AL AT B T % &
zN il
B 31 11 1/0/5 1y N TR O sk CAE -
TL-SL5428-Combo (config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# dot1x port-control authorized-force

19.12 dot1x port-method

% H T BIEEE 802.1XAEH & i I KIHEAIZHIZER, Efnodn &M TIKE BB E .
[ig

dot1x port-method { mac-based | port-based }

no dot1x port-method
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¥
mac-based | port-based 2R, Hmac-based (#:FMAC) Hlport-based (J
FPort) B kT, PFEmac-basedif, i%im HEREKFTA LS FIAE; E#H
port-based, Zuit IER AN P IEE VARG, FAt A 2 IEAAERT AT 5 1] X 4%
BRINET ymac-based.

s

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RRLER
ARSI FBAE A 2T R AL 7T B T Z i &
~pl
BEE I 11 1/0/5 1 E Nz 28 L A5 T Porti\iiE :
TL-SL5428-Combo (config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if}# dot1x port-method port-based

19.13 show dot1x global

iz % M T 5oR801. X4 Rl BlE B .

LilSe

show dot1x global
B

R ORI BT E B X
RRLER

T
A~

2R801. X4 R EE R

TL-SL5428-Combo (config)# show dot1x global

19.14 show dot1x interface

1z A TR R801 . X R B A5 E .
e
show dot1x interface [ fastEthernet port ] [ gigabitEthernet port ]
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2%
port —— VLR 15 o SRk I 8= BT A i I BCELAS S
B
AU AT T A E B
RARLEER
e
Nl

7~801. X L B AE -
TL-SL5428-Combo (config)# show dot1x interface
SR 11/0/511802. A XBL B A5 B

TL-SL5428-Combo (config)# show dot1x interface fastEthernet 1/0/5
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F20E HbACE 4

Mo bk i B3 i 2 A Ve BN IE R BRI 48 2 4, A EBIEAE S

20.1 mac address-table static

Zidn & T A AL H S HInodn & FIMBRATRIA B . s i P T A
ARSI LI T I A AERS 82 (O LR BER L, A ML 9 2 P AR 3 L
MR, W T T R R

[ig
mac address-table static mac-addr vid vid interface { fastEthernet port |
gigabitEthernet port }
no mac address-table static { mac-addr | vid vid | mac-addr vid vid | interface
{ fastEthernet port | gigabitEthernet port } }
¥
mac-addr —— ZS A HESE H FIMACHE L .
vid —— Hihik2% H @ VLAN ID, HUE G Fl1~4094 .
port —— ik 5% H % R 1%
L Sae
4 JRi e B R
REBUE SR
ARSI FBAE A 2T R AL 7T DU T Z i &
7~

WINERSHEEZ H, %% HIMACHIHE00:02:58:4f:6¢:23. VLAN1 A [11455€ :
TL-SL5428-Combo (config)# mac address-table static 00:02:58:4f:6c:23 vid 1

interface fastEthernet 1/0/1

20.2 mac address-table aging-time

Zan A M TR B Al E A E, B Hnodr & H T IR EABCE .-
Cig
mac address-table aging-time aging-time

no mac address-table aging-time
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¥
aging-time —— ECE L Z AT E], HUE Y FE 90810~630 (F5), NOW R RA S
HBzhZIEE. BRAE 30050,
K
2R E
REBUE SR
HAEH A BAE NN R v LU % 2
il

WE HUhE A ] 95007

TL-SL5428-Combo (config)# mac address-table aging-time 500

20.3 mac address-table filtering

A M T I IN pE AL 2% H . EInodr & T MIBRXT Rk H o JE BCE I g bl SRV
AR R BRI T L8 . DA S BEE, R BE T AT I E A BR o

mac address-table filtering mac-addr vid vid

no mac address-table filtering { [ mac-addr] [vid vid] }

ZH

mac-addr —— ZE7RIMAHHES H -IMACHEHE .

vid — k25 H FrEIVLAN ID, HUE 5 1~4094 .
K

2R E
AL R

HAEH A BAE NN R mT LU %
il

i g% H . i UEVLANTMACH:1E00:1e:4b:04:01:5d:

TL-SL5428-Combo (config)# mac address-table filtering 00:1e:4b:04:01:5d vid 1

20.4 mac address-table max-mac-count

i 4 PR 1 RS, BInof 4 I T UL ERARLEL. 31 2 A RIS 1 k]
MACHLH , KB MACH L Bt RIS L35 1 RO . i 1 PO 122 b, o 4 90 )
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PN IMACH L, 242 2] Ml HoE BB R E 7 1E52 2T . B0/, MACHRIE AR 2% > I N 2% &
K ARERE N Zom DAL, RIER 2.
kg

mac address-table max-mac-count { [max-number num] [mode { dynamic | static |

permanent } ] [ status { disable | enable } ] }

no mac address-table max-mac-count [ max-number | mode | status ]

Uiy [ 8 22 ] LA 3] IMACHBYE R H . BUETERI0~1024, A 91024.
mode g R 24 SR, A5 dynamic (F)7%). static (##4%) Flpermanent (FK /&)
=ANEIT. EHEdynamiclt, MACHUIEZE 2] 3220 RN RR S, 2t 5, Frsm
MACHEHE B MR e fEstatich, MACHLhE: SRS Z ALK A RG], R e Fahik AT
kR, RAZHRALE S J5 22 S B H ST ik Fpermanentts, MACHLLE: SIASZ %2
PRI T PR, R BT Bhadb AT MR, SCHMLE S 55 2 B % B IR A . BRI N
dynamic.

status —— & 758 Ak 224 ThEs, BRI\ NZER (disable).

num

B

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
HAEH A BAE NPT P R v LU %

zN il
JE S R 22 45 ThRe, R E 2 IR ONEE, ok 2 SIMACHEIE#930:
TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-ifj# mac address-table max-mac-count max-number

30 mode static status enable

20.5 show mac address-table

i M Ros ik HEE .

show mac address-table [ dynamic | static | filtering ]

dynamic | static | filtering —— ZE R FIHhIERR . BRINE LT T A 2R 4% H AR 4 5

7N o
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B

AU AT T A e B
RARLEER

¥
A~

STNIEER: b JERERSE

TL-SL5428-Combo (config)# show mac address-table

20.6 show mac address-table aging-time

i 4 M Ros bk A A

[ig
show mac address-table aging-time
B
R B A BT A iE B AR X
KL R
T
zN il
R E A I ]

TL-SL5428-Combo (config)# show mac address-table aging-time

20.7 show mac address-table max-mac-count

i TR L) 2 el E, BV 1K AT 2 S MACHEHE R 27 ST 45K

show mac address-table max-mac-count { all | interface { fastEthernet port |

gigabitEthernet port} }

2%
all — ORI H i 2 2R E A 2 .
port —— ERIR AR E G B S,
B
UL R BT E B X
R SR

T
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7~
LR A5 Z AR E S R
TL-SL5428-Combo (config)# show mac address-table max-mac-count interface

fastEthernet 1/0/5

20.8 show mac address-table interface

24 T 2o i A ke B A R

iy
show mac address-table interface [ fastEthernet port ] [ gigabitEthernet port |
[ port-channel /agid ]
¥
port —— FLE R HihEFRAE B 5.
lagid —— ZL R RHHERAE B RAS
L Sae
RO A BT TS B AR X
REBUE SR
p
7~

BRI 1/0/1 ik RC B AE S

TL-SL5428-Combo (config)# show mac address-table interface fastEthernet 1/0/1

20.9 show mac address-table count

i T Bos bR B .

LilSe

show mac address-table count [ vlan vian-id |
2%

vian-id — SRRl X G iHE BAIVLAN ID.
B

UL ORI BT E B X
RRLER

T
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Nl
BORBEANES PR, HVLANSFF

TL-SL5428-Combo (config)# show mac address-table count

20.10 show mac address-table address

a4 M Ros it EMACHLE 115 2.

Cig
show mac address-table address mac-addr [ interface { fastEthernet port |
gigabitEthernet port | port-channel /agid } | vid vian-id ]
¥
mac-addr 5 MACHI L .
port fRE G 5.
lagid — -4 5.
vian-id i & S I )& HVLAN
L Sae
RO A BT T B AR X
KL R
p
7~

7R VLAN1HMAC# 1k 2500:00:00:00:23:001) 2% H 15 &
TL-SL5428-Combo (config)#show mac address-table address 00:00:00:23:00:00

vid 1

20.11 show mac address-table vlan

Zfr % T 5oR 1R 2 VLANFIMACH IEAC B .

Cig

show mac address-table vian vid
ZH

vid fEEVLAN ID,
L Sae

AU ORI BT E B X

109



=EMEBERZENL AT T

RFRUE R
x

ZN)
SARVLANA [ PR 843 2.

TL-SL5428-Combo (config)# show mac address-table vian 1
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BUE RGLEF<S

AGREMNKREERSGER . IPHbE, BECEMEESCHAEE R, I H AT DS LT S
AL THR RGBT

21.1 system-time manual

A T FEh i B AL R G ]

[ig
system-time manual time
2%
time —— TN EAZHNLKI RGN H], % IMM/DD/YYYY-HH:MM:SS -
B
4 A ic B A X
RRLER
FUA B GUNMERAE SRR P AT DU P 1% i &
zN il

W E AN R Gl 18] 903/20/2013 17:30:35:

TL-SL5428-Combo (config)# system-time manual 03/20/2013-17:30:35

21.2 system-time ntp

i 4 T BB AL 25 HNTP e 55 & L 3RECUTCHR 1] .

4
system-time ntp {time-zone} {ntp-server} {backup-ntp-server}{fetching-rate}
BH
time-zone —— JEFEAZWMLTE MBS X o BUIE B X ], UTCHT ] 4% X0 -
UTC+02:00. HUEVERIZ2UTC-12:00%]UTC+13:00,
ntp-server —— W B EHIENTP RS 25 I IPHAL o
backup-ntp-server —— 5 B % ENTPAR 55 25 [P HbdE .
fetching-rate —— ¥ B MNTPR 5% 28 35 BN A (14515 .
S

4Ry B AR

1M1
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RFRUE R
R B R R R 7 mT LA i &

il
BB AL RGN [T KOINTP, B (X HUTC-12:00, HEENTPR S 85 IP ity
133.100.9.2, #ENTPRS 2 1IPHuLE79139.78.100.163, FRIUIIH A 11/

TL-SL5428-Combo  (config)# system-time ntp UTC-12:00 133.100.9.2

139.79.100.163 11

21.3 system-time dst predefined

i T MTE R SRRk 2 S E, BCE PR .

£
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
S
USA | Australia | Europe | New-Zealand —— B AW £, A PN ATIE(E, 505 AUSA,
Australia, Europe, New-Zealand, kil NEurope.
PUAMEAR R H A BT IE X R
USA: =HE -AJEHM2: 00am~ +—H%—AEH¥2: 00am
Australia: +H—AFH2: 00am ~ PUHZE—A H3: 00am
Europe: =Hig/a— " H1: 00am~ +H /54 EH1: 00am
New-Zealand: JLH A H2: 00am ~ YHZE—/E& H3: 00am
S
2R E A
AR K
AR G AR SR A P AT DA a2
A~

BB AL A B L (R A Europebn it :

TL-SL5428-Combo (config)# system-time dst predefined Europe

21.4 system-time dst date

wan 2 T E IR E A0, T BRI BN ST . B AR IE X R UM —4,
S ERE
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Cig
system-time dst date {smonth} {sday} {stime} {emonth} {eday} {etime} [offsel]
ZH
smonth —— JF4& A, BUE LI R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec.
sday —— JFiaH, BUEIEHE 1~31, % H RECAAME, 1EHRE SRS HES .
stime —— JFAANZ], #3008 hhimm.
emonth —— 45 H , BUE T R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec.
eday — il H, BUATEHE 1~31, & HREBARMRE, ERIELRENIES.
etime —— ZiRIZ], #%4: hh:mm,
offset —— FlIEZH, HEHAMEFE AN, BUETEEY1-1440. BRI N607 Bl
K
2R E
REBUE SR
FUA B GUNMERAE SRR P AT DU P 1% i &
il

TL-SL5428-Combo (config)# system-time dst date Apr 1 00:00 Oct 1 00:00

21.5 system-time dst recurring

%4 M TR B AR R A RCE . TSR E
[iss

system-time dst recurring {sweek} {sday} {smonth} {stime} {eweek} {eday} {emonth}

{etime} [offsef]

sweek —— JTFUEE, BUEUR: first, second, third, fourth, last
sday — JFtAH, BUEIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

smonth —— JF4 A, BUA LI R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,

Dec

stime —— JFUEITZ], % N: hh:mm
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B

RFRUE R

A~

eweek —— 45 E, BUEWIR: first, second, third, fourth, last

eday — Z5#H, BUEWF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

emonth —— %5 H , BUE LW R : Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov,
Dec
etime —— 5T Z], #:XN: hh:mm

offset —— TWiESH, HAWEIHE AN, BUETEREY1-1440. BRINH607 4.

R C B
HAGE B GO ERAE 61 SR AL AT BUE % &

BB A AL E AW RS LB ) B IAA5 H 28— 2K 2:00am B0 A &5 — N 2R
2:00 am:

TL-SL5428-Combo (config)# system-time dst recurring first Sun May 02:00 last

Sun Oct 02:00

21.6 hostname

Zm AT RBRALK, B no md TS S R&4HER.

kg

2%

B

RARLEER

Nl

hostname hostname

no hostname

hostname —— &%, 1~17 NF4F, BRiAKN TL-SL5428-Combo.

4 R B AR

HUEE B R4 D3RR T AT BUE 2 i &

WE &% TP-LINK:

TL-SL5428-Combo (config)# hosthame TP-LINK
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21.7 location

Zm AT RBERAME, B no A HTEER&NER L.

i
location /ocation
no location
S
location — & %A E, 1~32 NERF, BN SHENZHEN.
B
4 Rl B
FFRLE R
HAE R GURERAE SR i F P o] DUAE i &
15

wE B B GUANGZHOU:

TL-SL5428-Combo (config)# location GUANGZHOU

21.8 contact-info

w2 T BRI, BRI no ard TS HRNAE R

4
contact-info contact_info
no contact-info
¥
contact_info —— B & Tk, 1~32 NFFF, BRIAA www.tp-link.com.cn.
L E
2 JR e B AR
LB R
WA E L AR 51 R P ] DA a2
A~

B B R 778 www.tp-link.com:

TL-SL5428-Combo (config)# contact-info www.tp-link.com
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21.9 reset

Zdn M TIEA AL R AL, BAERAG, SCHMALACER IR R | BRVCIRAS P il B e
PAUN

fré
reset
S
AU
LR
RAEEHE A P T DA a2
7~
P AZ WM LBEAT A AL
TL-SL5428-Combo# reset
21.10 reboot

wan 2 T HE R L. EEFIE, EEEARORH B I, DL e
kg

reboot
S

AU
FRAUE R

RAEEHE A P T DA a2
7~

HHT R SIS

TL-SL5428-Combo# reboot

21.11 copy running-config startup-config

i 4 FE AR A7 2000 FEL P B i L S
i

copy running-config startup-config
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B

R
RARLEER

R B H AR G 2R A mT DA % i &
A~

TRAFHER: R G0 unit? (12 AT G B8 5 3 c B S0P

TL-SL5428-Combo# copy running-config startup-config

21.12 copy startup-config tftp

Zan A AT TRTP 77 0% B A

LilSe
copy startup-config tftp ip-address ip-addr filename name
2
ip-addr —— TFTP 45 2% 17 1P Huhik . SCKF IPv4 FTIPV6 Hiuhik o 451 4 IPv4 Hihik: 192.168.0.10
FT1Pv6 Ml fe80::1234.
name i€ T H HOlC B R4
B
R
RRLER
HAGE B GO ERAE 61 SR AL AT BUE % &
zN il

I P Mkl 192.168.0.148 1) TFTP Jik 55 #s T thAC B UM, IR# -3 R & S har 44
A config.cfg:

TL-SL5428-Combo# copy startup-config tftp ip-address 192.168.0.148 filename
config

M 1P Mkl Ty fe80:1234 ) TFTP k55 as S E A, JHf S IR E A ar 4408
config.cfg:

TL-SL5428-Combo# copy startup-config tftp ip-address fe80::1234 filename config

21.13 copy tftp startup-config

Zar A AT EE TRTP 75 5 AN B & S
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B

RARLEER

Nl

copy tftp startuup-config ip-address ip-addr filename name

ip-addr —— TFTP R &5 2310 IP Huhik . 572 357 IPv4 Rl IPv6 ik . 451 41 IPv4 ik 192.168.0.10
F1 IPv6 Hihik fe80::1234.

name — S NI E CH4 .

RO S

HAE B G SRR P mT BLE A i

W 1P Hihk Ay 192.168.0.148 (1) TFTP AR %5 %% 5 A\ 4 N config.cfg FHC B S04
TL-SL5428-Combo# copy tftp startup-config ip-address 192.168.0.148 filename
config

i 1P ikt oA fe80::1234 (1) TFTP AR5 #% 5 A\ 4 N config.cfg AR & SC A

TL-SL5428-Combo# copy tftp startup-config ip-address fe80::1234 filename config

21.14 boot application

b M TR BT N R S SR B 4 BilR -

ﬁé

B

RARLEER

boot application filename {image1 | image2 } { startup | backup } [ unitid ]

no boot application [ unitid ]

image1 | image2 —— EHFEWRAFBAZ M. BB T, image.1 28 3814,
imange.2 /& &1 5il% -
startup | backup —— EFHEGIENE: BISEGEE S mEE.

unitid —— RFEHES T B BB AGSCHERT unit 5. WERANIERE, WP NMES AT A R
B B AE S .

4Ry ic B AR

HAGE B SRR P ] A %
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Nl
¥ image2.bin Bt B vHE S H TA B IR Zh B -

TL-SL5428-Combo (config)# boot application filename image2 startup

21.15 remove backup-image

2ty T ER & 85

e
remove backup-image [ unitid ]
2%
unitid —— HEFEHES P T BN ER A Oy BB SR unit 5o IRANESE, LRI R A B
FITA 1 3 R 2 A B AR S A o
B
RS
R SR
WA SR I F P AT DA % i %
~pl

OB B A8 T BT AT BB e B 1 -

TL-SL5428-Combo# remove backup-image

21.16 firmware upgrade

Zan A M TEE TFTP 77 X 4 & G-

£
firmware upgrade ip-address ip-addr filename name
¥
ip-addr —— TFTP R 5543 1 |P Huhik . 57 7 IPv4 AT IPv6 Huhik . 451 4 IPv4 Hi ik 192.168.0.10
A1 1Pv6 Hitik fe80::1234.
name i 7€ TH ST A4 R
S
R
LB R

HAGE T SRR P ] U % 2
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7~
WL IP itk 192.168.0.148 () TFTP k55 s THME S KRG MPTA MR, THRE4
firmware.bin, #5251
TL-SL5428-Combo# firmware upgrade ip-address 192.168.0.148 filename
firmware.bin
It will only upgrade the backup image. Continue? (Y/N):y
Operation OK!
Reboot with the backup image? (Y/N): y
Rk 1P il fe80:1234 ) TFTP JRST &M RHER RGHIFTA A, THRCIE4 N
firmware.bin, 4 IANE 5
TL-SL5428-Combo# firmware upgrade ip-address fe80::1234 filename firmware.bin
It will only upgrade the backup image. Continue? (Y/N):y
Operation OK!
Reboot with the backup image? (Y/N): n
21.17 ping
i 4 F TR I A AT L 8102 — [0 2415 a2 (] B R e 70 T
4
ping [ip | ipv6 ] {ip_addr}[-n count][ -l count][ -i count]
ZH
ip —— M ARIIPHuE SRR A IPV4 .
ipv6 —— H A IPHLHEZE T R IPV6 .
ip_addr ——EART I A H bR s fIPHE . WiERSHp | ipveRBEIERE, FAIPvARIIPVE
Hoht3mT,
-n count —— KIXRICHIREL, BUETERI1~10, ERME 4.
-l count —— KIERICKE, BUETEHI1~1024 (715, BIMHE 64,
-i count —— IERSCHIN [A] (] R%, HUEIEEI100~1000 (Z45), BRAME 1000,
K
JH PR RS 5
AR R
T
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i
%iﬂs‘ffﬁ%ﬂ'@lpﬂmwgzmso131B@WJQ§&%EHL s AR K 512
, RCEFE1000Z A K IE—IR, HRIESRGIHBIEIEE, NER I

TL-SL5428-Combo# ping 192.168.0.131 —n 8 -1 512

R AT AL IP ML Ffe80::1234 1 I 2% e 4 7 il , el ik ST K B2 512
T, WCEERE100022 0 KL — Ik, HRIEBUIFBCH IR, WERRIE:

TL-SL5428-Combo# ping f€80::1234 —n 8 -1 512

21.18 tracert

i 2 AN R SO SSHAUALIE B H (1 e 8 reid 1 W0 SR R B

LilSe

tracert [ ip | ipv6 ] ip_address [ maxHops ]
2

ip —— HFAMIPHLE SRR N YIPv4 .

ipv6 —— H AP HILIE R R IPV6 o

ip_address —— ELRGIT) H 1545 I IPHLLE .

maxHops —— &Kk EL, BUETERI1~30, BRME 4.
B

FH P BRI AR 2
R SR

RAAEH G BAE oA R SR AL AT B T % &
zN il

R 22 e WL 5 IPHAE 9 192.168.0.131 I W 48 46 2 15 i, 25 &t 208k % i Ja 15 R %
W, ERE R

TL-SL5428-Combo# tracert 192.168.0.131 20

R AZ AL 5 1P A fe80::1234 11 X 45 15 & A& 5 i 1H, #5281k 208k 4% HH Jo5 475 A % 18,
MR -

TL-SL5428-Combo# tracert fe80::1234 20

21.19 show system-info

<

|

Zim T RRRGHA . RELWH. RGAE. WATNE. BCE. WIRAE. RGN HALZ
T [ 5545 2

48
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£

show system-info
R

RERUBE AR A T AR =X
LB R

y
A~

BRRGER:

TL-SL5428-Combo# show system-info

21.20 show image-info
2 T BRSNS R P I BHE SR B
4

show image-info

B
R AN T BE B

RERER
ST G P AT A i %
i

R HEE R G R G RSP E R G B BER SRS

TL-SL5428-Combo (config)# show image-info

21.21 show boot

Zin T RN RGCUETR RS EE R .
e

show boot

B
R AN T BE B

R SR
R BB G RA R Al LA % i &
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Nl
W HER RS K S S LR

TL-SL5428-Combo#show boot

21.22 show running-config

i 4 P o R GRS A  2 ABRE
i

show running-config

B

AU ORI BT E B X
RARLEER

RAE B ORI A P AT LA % i &
Nl

WRHER RS MROA R AT E AR

TL-SL5428-Combo# show running-config

21.23 show startup-config

2 TR R SR L RGBS B . X LT B AR AW LE A 2 R R
kg

show startup-config
B

R BN BT A e B AR X
RRLER

HAGE T SRR P ] U % 2
A~

BRHES RGUTA BRI TR EAE R -

TL-SL5428-Combo# show startup-config

21.24 show system-time

i 4P TSR A B BRGS0 1 £ .
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LilSe

show system-time
B

AU ORI BT E B X
RRLER

p
~pl

BRI R G 1)

TL-SL5428-Combo# show system-time

21.25 show system-time dst

Widn 4 P T SR A B A

LilSe

show system-time dst
B

R B BT A e B AR K
RRLER

I
A~

BN EAIE B

TL-SL5428-Combo# show system-time dst

21.26 show system-time ntp

2 T R S ET RGN INTPRCE S B .
e

show system-time ntp

B
R AN T BE B

RFRUE R
x
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A~
EARNTPECE(E R :

TL-SL5428-Combo# show system-time ntp

21.27 show cable-diagnostics interface

A F - Bos i AT 2 SR A R . 2RO I Zh RERE A I 5 S B UM IE O e B 5
W LR VA, R R D RE R DU H 8 TRE 22312

Cig
show cable-diagnostics interface { fastEthernet port | gigabitEthernet port }
¥
port 1 AT LR B M ) o 115
B
RO A BT TiE B AR X
REBUE SR
T
zN il

ot 3 REAT LRGN 45 R -

TL-SL5428-Combo# show cable-diagnostics interface fastEthernet 1/0/3

21.28 show cpu-utilization

Zin 2l T RoR RGEL 2 5 7/1 7380/5 738 ) CPU XM 2.

e

show cpu-utilization
B

R BN BT A e B AR X
R SR

T
A~

woRHER RS K FICPUE I RAE S.:

TL-SL5428-Combo#show cpu-utilization
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21.29 show memory-utilization

Zin A T B8 RGUELE 5 D1 43805 4Bl 1 AT

LilSe

show memory-utilization
B

AU ORI BT E B A X
RRLER

p
~pl

S HEE R G A A R AE S

TL-SL5428-Combo#show memory-utilization
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$£22% |Pv6 bl B 4

IPv6 il fic & & f A4 AT e B, A&, LAG A1 VLAN #2100, #ENIX =245 e B A
HAIFBCEH KN IPve 24

22.1 ipv6 enable

a2 H T IR 1) IPv6 DR, & 1) no dr 4 H T 25 H 1) IPve Djke. S8 HLBRN A VLANT
TFIE IPv6 Tifig.

FEBEAT IPVE AL B R, WAUETTE IPv6 Thik. 25 IPv6 IhAE S E s LML IPvE Bl
B, (AR E R IPve itk AL, ATATHET IPv6 Huhk (ALK 2%, filln: SSH, SSL,
TFTPV6 5. Ji3 H IPv6 Thas il Epr ik &2 )5 Se e B 1) 1Pv6 Hidik.

e
ipv6 enable
no ipv6 enable
B
e OHC E AR
AR K
RAEHGL . 5AE RS P 2R T H P m DA i A &
7~

FFJH VLAN1 ] IPv6 Lijfe:
TL-SL5428-Combo (config)# interface vian 1

TL-SL5428-Combo (config-if)# ipv6 enable

22.2 ipv6 address autoconfig

2T T IP 1PV6 BEE AL ) B ZhC E DI RE -

AZHHVERD = Z 8 1V — Mg Al A B ShEC EM TR E M A E T . — B ipve
HEHLIERITTZE Y fe80::/10. IPV6 it ASRER: A & A A ik B ol M O Bl B . BIBHIEE Y Ipv6
R HIER AT EUI-64 4% 3. Oy 1 ORIESERR SBIE ROME—PE, =4 B SO0 B R BERR AL AR RS, T30
C ) B A e g B e

kg

ipv6 address autoconfig

B
P E R
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KL R
HAEH A BAE RGN P R v LU % 2
zN il
JFJE VLANT (7 1Pv6 B i At bt i) B Zh T & D) e -
TL-SL5428-Combo(config)# interface vlan 1

TL-SL5428-Combo(config-if)# ipv6 address autoconfig

22.3 ipv6 address link-local

22 F AL T3 B 5 U B A HALE IPve BERS A Huthl, &/ no i@ F T I BR TG & O B %
At bl o

4
ipv6 address ipv6-addr link-local
no ipv6 address ipv6-addr link-local
¥
ipv6-addr —— ZZHHLIY) IPVvE BERE A Hhl, ZHhb 200 DL fe80::/10 A ET4E bR
IPv6 Mk, 5 N)iZ% 4 Fo L.
S
O E AR
AR K
RAERGL . AE RS2 P 28 - m] DA FH 1% A 4
7~

it & VLANAT (1] IPv6 i At >y fe80::1234:
TL-SL5428-Combo(config)# interface vlan 1

TL-SL5428-Combo(config-if)# ipv6 address fe80::1234 link-local

22.4 ipv6 address dhcp

%4 T 5 ] DHCPV6 Client Thig. ZIRe)T A )a, LK@ DHCPV6 il 55 43 3KHK IPv6 4=
BRiuhk. ‘EH) no fiv % H TR DHCPV6 k55 &s 0 Bo sk, =Z%H] DHCPv6 Client ZifE

e

ipv6 address dhcp
no ipv6 address dhcp

B
R E A
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AL R
RAERLG . AE R 20 P 28 F - m] DA i i &
7~
J¥J5 VLAN1 ) DHCP Client Jjfg:
TL-SL5428-Combo(config)# interface vian 1

TL-SL5428-Combo(config-if)# ipv6é address dhcp

22.5 ipv6 address ra

et A Tt ok 57 23 A0 MBI B RA (Router Advertisement) 31 12445 21 it oAl C B 2 500060
BARBALE) IPVv6 43kitht, © /) no 4 T2 HiZIhRE .

4
ipv6 address ra
no ipv6 address ra
B
O E AR
AR K
RAERLGL . AE RS 20 P 28 F P m] DA i i &
7~

FFJA VLANT (1) “ffH RA JH ST ekl B st E ” Yige:
TL-SL5428-Combo(config)# interface vian 1

TL-SL5428-Combo(config-if)# ipv6 address ra

22.6 ipv6 address

% T FoicE IPve Bkttt B no fr M TMERACE ) IPve Bkl

e
ipv6 address ipv6-addr

no ipv6 address ipv6-addr

ipv6-addr ——IPv6 Z=BERHubE b hEATSE, 510 3ffe::1/64 .
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B

2 G B A
RARLEER

RAAEH G BlE GG R 7l U i <
A~

BCE — VLANT (1) IPv6 4 Bkthhl, iZsthhk bl wr 285 3001::1/64:
TL-SL5428-Combo(config)# interface vlan 1

TL-SL5428-Combo(config-if)# ipv6 address 3001::1/64

22.7 ipv6 address eui-64

w2 T T E IPve &Rkl U E —MHIERTE, R AR — Rkt ©r
no x4 FH T-MIBREC B (1) EUI-64 #5311 IPve 4Bkl

4
ipv6 address ipv6-addr eui-64
no ipv6 address ipv6-addr eui-64
¥
ipv6-addr ——EUI-64 #4501 IPv6 ek bk itk grsl, lan 3ffe::1/64.
S
O E AR
SRLER
RAERLGL . AE RS 20 P 28 F P m] DA i i &
7~

BLE — EUI-64 #4301 IPv6 ABkHbhE, 1ZHbhk bk 57 480h 3ffe::1/64:
TL-SL5428-Combo(config)# interface vian 1

TL-SL5428-Combo(config-if)# ipv6 address 3ffe::/64 eui-64

22.8 show ipv6 interface

Zam A HT RO EMIPVeDIREE R, BIEIPVeTIREIT FUIRAS . BERR Al . kb F1IPve
HAFEHAE .

kg

show ipv6 interface
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LB

REBUE A BT L B A
RERLE R

x
i

BN CECER IPvE ThREE B

TL-SL5428-Combo(config)# show ipv6 interface
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$23% PIKMACE me

DK PR B SR IC B LUK W3 1R ez . P miaia, ORI,y 5 B 45

23.1 interface fastEthernet

i H TSR OB B ar 2880, 0 8N F IR BUK W s 3 EAT HC B

LilSe
interface fastEthernet port
2
port —— L E [ I8 LUK M 3 1
B
4 e B A X
R SR
ARG FAE A 2] R B AL 7T DU T Z i &
~pl

BEANFE OEC B, X DUK RS 2 AT -

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

23.2 interface range fastEthernet

i T REARZ OB & i 28K, 0 24> BRI 3 24T (R e

Cig
interface range fastEthernet port-list

ZH
port-list —— L E [ I8 LK M 113 . S 1 22 (8] f5 FAE 5 0T G255 E ARl
A ELEH)— A D DU RS RO, 1 1/0/1-10 SRR 1 3] 10; H5H
M2 SR

B
2 R B AR

KL R

RAAEH G BAE oA R SR AL AT B T % A &
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B BA
fEinterface rangeft LA, [Fl—ar&EH BRI A O o (B8 5 A
HAST, AR 7R — Nl O EHAT R, A Hophg O - 3T .

7~

AR B, JRRPORM I 1,2,3,6,7,9 IIAF]—Aui HZHE, XHEA RN 31T
BC & -

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/1-3,1/0/6-7,1/0/9

23.3 interface gigabitEthernet

% T REAE B ar A, X A T8 DK P o AT G .

[ig
interface gigabitEthernet port
2%
port —— ELE (1T I LUK W g 11
B
4 e B A X
R SR
RAAEH G BAE oA R SR AL 7T B T i &
zN il

BEN BCE A, F PR35 11 25 HEATACE

TL-SL5428-Combo(config)# interface fastEthernet 1/0/25

23.4 interface range gigabitEthernet

e A T FHENBE LB A A, o 2 DK 3 1 A7 (R TR

[ig
interface range gigabitEthernet port-/ist

ZH
port-list —— EHCE 1) T-IE LUK Mo H 315 . o H 2 B R HEZ ST G2 5HTE AR
THED): LR DA U5 RoR, 0 1/0/5-7 FoRim i 5 B 7, A 54 mH
TSI

B
2 R B AR
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RFRUE R

RAAEH G BfE GO 7 R Pl LU Y iZ a4

o

B
1t interface range BLE LA T, [H—f 2 SAEHBFIRF I A O L. EEA 02
FHERSLA, G SRan 00— O BT R, AN s Hothm O BT

7~
HENE OB EAS, OB LUK R 1 25,26 IINE]—ANim D ZLE, %A1 E ST E -

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/25-26

23.5 description

%2 F TR E I FEIR, B Rnodr 4 H T O R A .

[ig

description string

no description
ZH

string Ui R N ZE, AT~ 16D 775 .
B

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEH A BAE RN P R v LU %
zN il
it 11 1/0/53 I 14t & Port_5:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# description Port_5

23.6 shutdown

Zan A T2 PUOR M, e RInofr 4 H -+ 38T E A N .
iy
shutdown

no shutdown
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B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RRLER
ARSI FBAE A 2T R AL 7T B T Z i &

7~

R AT AR R i 11 1/0/3
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if}# shutdown

23.7 flow-control

A R o L E s, B RInofr& F T 25 TR RLs RS . 8 RS RE W [R) AP 4 i
AR K i HIE R, By 1E PRI A A — SO R B M 28 E AL,
[ig
flow-control
no flow-control
B

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R SR
HAGE B GO ERAE 61 SR AT AT BUE T % &

il
FEJE LA 9 5 111/0/3 i f 44 o
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)# flow-control

23.8 duplex

Zdn 2 TR B CEEE, Efnodr & H TR EBRINKE .
e
duplex { auto | full | half }

no duplex
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auto | full | half i ORS00 E R, AR A X AR

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R SR
HUEE B O ERAE D3RR T AT BUE i i &

7~
B LUK 111/0/3 44X T AR
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)}# duplex full

23.9 jumbo

%4 T AV EAWOE I O, B Mnod & F FAERIZIRE . BN RRE .
i

jumbo
no jumbo
L Sae
O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R
ARSI FAE A 2T R R AL 7T DU T Z i &
7~
FOVF B R MGE I LUK 99 3 1111/0/3:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)# jumbo
23.10 speed

Zfn % T B i R R, Efnodr & H TR E BN KE .
e
speed {10 | 100 | 1000 | auto }
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no speed

10100 | 1000 | auto SECEERIE, 431910M. 100M. 1000MA! [ B

O AL & 15 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
FUA L SURNMHERAE AR IR Y P AT DU % i %

7~
VB LK i 111/0/3 i 2245 X9 100M:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if}# speed 100

23.11 storm-control pps

a2 TR E R O LR A vpps (B EUER), ERInofr & M Tk Z
kg

storm-control pps

no storm-control pps
B
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
RRLER
HAEH . BAE OO P R0 - m] DU 4

Ui
TEppstR A A H X AZ HI D REAHE B 1V EI S5, % a4 M iZ [Flstorm-control g —
A

7~

B i 111/0/5 0 M % Hil# 2 ypps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if}# storm-control pps
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23.12 storm-control

dn A M TR o 7 # . E . Rk KRR DI REIF LA BIE, "B/ no fir & F T A HIAR K2
HIZhRE.

[ig
storm-control { broadcast | multicast | unicast } { kbps | ratio | pps } { rate }
no storm-control { broadcast | multicast | unicast }
¥
broadcast | multicast | unicast ——/ia F /" #/ZH #/ER R BRI I 2 0 o
kbps | ratio | pps 8 8 RS I BRAT
kbps: & & TAL AP BT THE
ratio: $5 72 BME N SEHI E 70t
pps: T8 & "D EE LI BRIAE .
rate i % A b A A0 B v . I A 0 B E IR R AL B3R . X T
kbps, #AJEHE M 1 %] 1000000 kbps. XI T ratio, HFJLHEM 1 B H 52 100, X
pps, HHJEHIM 1 £ 14880000 H3D .
L Sae

O AL & 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G BAE oA R SR AL 7T B T % A &

L
TENL B AR 51K ) Kbps 507 ratio B, 15 A3 1R 7E pps Biat.
il

Be B R X129 100 kbps i 72 5:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if}# storm-control broadcast kbps 100

23.13 bandwidth

2 4 FE IR LA Pt 11 0 Hh N 0 SRR 22 f¥ano i 4P 48 PR 3y 1175 5 LA
i

bandwidth { [ingress ingress-rate] [egress egress-rate] }

no bandwidth { all | ingress | egress }
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¥
ingress-rate —— BLE N\ 77 5 R, FA7 kbps. HUE G FIA1-1000000kbps .-
egress-rate —— HLE H 145 55 R, #47 Akbps. HUETEH91-1000000kbps .
R

O AL & 15 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RFRUE R

RATEELG . Rl oA G 7 AL P i] BAE Y % i &
A~

M, T 3 [15 609\ 113 5 J95120kbps, 1145 %5 791024kbps:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if}# bandwidth ingress 5120 egress 1024

23.14 clear counters

2% fir 4 H - A RT3 L RILAGHA 215 .

Cig
clear counters
clear counters interface [ fastEthernet port ] [ gigabitEthernet port ] [ port-channel
lagid ]
¥
port —— LUK W5 [
lagid — LAGS .
L Sae

R ORI BT E B X
RARLEER

HUEE B O ERAE D3RR T AT BLE i i &
Nl

THERFTA KW 1 AMLAGHI G itHE B -

TL-SL5428-Combo(config)# clear counters
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23.15 show interface status

a4 F T s DUK W T FILAGRIERRIRAS .

Cig
show interface status [ fastEthernet port ] [ gigabitEthernet port ] [ port-channel
lagid ]

¥
port —— ELETREFLRAS B LUK M 3
lagid — LAGS .

L Sae
RO A BT TiE B AR X

REBUE SR
p

7~

IR T AR M5 D FILAGHE R A
TL-SL5428-Combo(config)# show interface status
&N /0N ERRARES

TL-SL5428-Combo(config)# show interface status fastEthernet 1/0/1

23.16 show interface counters

Zfr A T 55 LU O FILAGIHI S-S B

[ig
show interface counters [ fastEthernet port ] [ gigabitEthernet port ] [ port-channel
lagid ]
ZH
port —— FEIRGEHHE B AT LUK M 1 .
lagid — LAGS .
L Sae
R B A BT A S B AR X
KL R

T
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Nl
LR BT A S MILAGH) e &

TL-SL5428-Combo(config)# show interface counters
R UK MG 20 G0 HE B

TL-SL5428-Combo(config)# show interface counters fastEthernet 1/0/2

23.17 show interface configuration

i T Bos UKW BB AR S, Sl FURA . FEES]. P ps e ik 45 .

show interface configuration [ fastEthernet port ] [ gigabitEthernet port ]
[ port-channel /agid ]

ZH
port —— ELEIRACE AR BB AR M 1.
lagid — LAG 5.
K
R A BT A iE B AR
SRLER
7
il

R BT v RILAGHI G B 45 2.
TL-SL5428-Combo(config)# show interface configuration
7R DK P 111/0/2 (1) B B 45 2. -

TL-SL5428-Combo# show interface configuration fastEthernet 1/0/2

23.18 show storm-control

i 4 T SR s o A KR R

show storm-control [ interface { fastEthernet port | gigabitEthernet port | range

fastEthernet port-iist | range gigabitEthernet port-list | port-channel /agid-list } ]

port | port-list —— % &7 KB 2 15 15 /b 512K .
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lagid-Isit —— LAG#| % .

B

U AT T A BE B
RARLEER

g
Nl

TL-SL5428-Combo(config)# show storm-control interface range fastEthernet

1/0/4-7

23.19 show bandwidth

A F T R A R BR AE B

Cig
show bandwidth [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list | port-channel lagid-list } ]
ZH
port | port-list —— 7y B FRIME B s 15 81 3R
lagid-Isit —— LAG#| % .
K
R BN BT A S B AR X
REBUE SR
T
zN il

7 1170749 8 PR A5 . -

TL-SL5428-Combo(config)# show bandwidth interface fastEthernet 1/0/4
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$24% QoSKEE M4

QoS (Quality of Service, M%) TIREH LA S M AL p nl SE 0, FRAh 5 & L 1 25 il 45

241 gos

i TR E R Tim 1HICoS, & finofy & TR E 3 1 HIERILCoS.

RARLEER

L

A~

qos cos-id
no qos
cos-id Uiy U LR S 2 56 40, nEEFIH0~7, £7RCoS0~CoS7. ERIME A0,

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RAAEHG BfE GO 7 R P T LU Y iZ a4

o

S AR 2R Kb ) — AN PR, B E 1w e s, BdEiin S AR i 1 1 CoS
16 LA IEEE 802.1PH1CoSHITC 2 [a] F M5 5 23 A0 & Hdha it (4 i 11 BA A o

B i 1 S S S5 N 3:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if}# qos 3

24.2 qos dscp

%4 1 5 JHDSCPAL L 2 IDSCPE AN I ASIHIBRES S R, B HInodir & T2z K & .

kg

B

qos dscp

no qos dscp

4 R B AR
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FERLE R
HEEHG . BRSO B - B0 P a) LA 2 4

Vi
DSCP(DiffServ Code Point, [X 73} %% 4ifid s )& [EEEXTIP ToSZ B H & X, FIFH1ZF
BCRT LUK IPHR SCRI 2y 64N 2e 2. T DSCPAR e 4im . IPEHRE it 2 MR 8 a2 11
DSCP1H ZITCBA S [ fhy il 55 5 58 A 5 Heths B 16t H BAS) 6

P

J5i HIDSCPAILSE 2 IDSCPE AN HY 11 BAFI FI LG % & -

TL-SL5428-Combo(config)# qos dscp

24.3 gos queue cos-map

%% H T BIEEE 802. 1P sk Jtag Mt HIBA SR BRI 5% &, & o & H T BN I E
IEEE 802.1PXfIEEE 802.1Q tag fIPrirEx2a T 1 HEFE LR E S, H %5 BT DL Bdis ekl 0
8MIEYedk. JHHIEEE 802 1P, HAURYE B (2 5 A IEEE 802.1Q tagkffi & firfil
MR X T taghBdEt, NAIEEE 802. 1P, 75 N I3 T o 1 IR S 2% o
e

qos queue cos-map {tag/cos-id } { tc-id }

no qos queue cos-map

¥
tag/cos-id —— |EEE 802.1P ¥y B A€ I8/ M, HUEEH ZCoS 0~ CoS 7.
tc-id —— tagxXt ST FIASIAR e, PTakyu fEIN0~7, J3 i) % 52 84N AN [7] 45 2% 1) i
M BAF TCO~TC7.
K
4 JR e B AR
SRLER
WAHER R BAE RS P R B A T DU % dr 4
L
1. BIAIL R, tag FH LA BI XM & f&: 0-TC1, 1-TCO, 2-TC2, 3-TC3, 4-TC4,
5-TC5, 6-TC6, 7-TC7.
2. RS TCO. TC1...TCT i, Hrrihk, Fonthiadiss.
il

W ECoS ST B H 1 BAFI L S g N TC2:

TL-SL5428-Combo(config)# qos queue cos-map 5 2
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24.4 gos queue dscp-map

Zn A H T 1 BDSCPL /K IDSCPE A H M A B X &R, Effinodr & H TR EBRIN R E .
DSCP (DiffServ Code Point, X% R%54ih% ) ZIEEEXIP ToS T E 2 X, FIFHZ 7 BAT L
FHIPHRSCRI 5 642K - 3 FHDSCPILAE 45 , in S R I A0 2 1P L, IAZ #eL R FHDSCP
s R IEIPHR L, LIRSS 2 75 5 H T IEEE 802.1PA 5t 2% LA K i i /2 75 i tag K
TR E R FH W Rh I S s =L

[ig
qos queue dscp-map {dscp-list } { cos-pri }
no gos queue dscp-map
¥
dscp-list—— DSCPEI#, Wik — i MNDSCP{H, HE4LLH—2DSCP{A ] LAH "
R 2R, ANESHME 0] AR [T FEZ S RIT, 11,4-7,113%0R1%5461,4,5,6,7,11.
DSCP{a i) A ik 3E il y0~63.
cos-pri—— DSCPAEX M) CoSHL g, TIiETE I N0~7, Z3 5%t CoS0~CoS7.
L Sae
4 JRi e B R
KL R
ARSI FAE A 2T R R AL 7T DU T Z i &
L]
BIMEOLT, DSCPHO-7Xf M 5541 CoS0, DSCP{E8-15%f M54/ CoS1, DSCP{H16-23
X552 CoS2, DSCP1{H24-31%f M %54(CoS3, DSCP{E32-39%} % %54:CoS4, DSCP
{H40-47 %} 4524 CoS5, DSCP{E48-55%1 1 452¢CoS6, DSCP{H56-63%] 4524 CoS7.
zN il

¥ B DSCP{H10-12%f B {1 CoS it 44 CoS2:

TL-SL5428-Combo(config)# qos queue dscp-map 10-12 2

24.5 gos queue mode

T E M DB R, Efnofr & H T IRE BN E. 16 MEIIER, % RS
R R APE R 22 A IR (R N 5 4 A P B 0 Tl R S e LR AR AT i B (0 DL S 2 BA B AT BA B 3 2 vk
RAEHNAR LV R IRFT o ARSZTHHLLATCO. TCA... TCT EIRARI S I

e
qos queue mode { sp | wrr | spwrr | equ }

no qos queue mode
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B

RARLEER

A~

sp —— AL, TEMBERT, MR e B b AR e, RA TR
FNFN NG, AR S BT A BEATE R %

wrr —— MBS RARe i . AR, BT E e S g BA 4 HE 15 2 BC OB R LE TR
I RIEFMER . TCORITCTWIME LG 21: 2: 4: 8: 16: 32: 64: 127,

spwrr —— spFIwrrf VR AN, RS, SHALERAE T spMiwrr B AN AE A, H
SpZH Fwrr£H 2 T8 T A IR A2 P2 A0 2 2 R EE R, T wirr2EL PN 38 BA 101 114 A2 wrr 1A 52 R
N, EZAEREST, TC7)E Tspdl; TCORITCE)E Twrrdl, BUELLZE1: 2: 4: 8: 16:
32: 64, IXFELEVHE IR 5 SR TCT 1% Bsp i B Rk B (5 A 58, SR)5 wrrdL i)
BRTCO. TCH...TCOI MM EL1: 2: 4: 8: 16: 32: 64HLLW| 5 H % .

equ — LM, BRAINED. 7R T ATE FIBASI A3 &5 AT 58, B BAA1
FIREEL T 1: 1: 1: 1: 1: 1: 1,

4Ry B AR

RAAEH G BAE oA R SR AL 7T B T % A &

BEE H FBAB R AR SO B WAL e i

TL-SL5428-Combo(config)# qos queue mode wrr

24.6 qos queue weight

4 F TR B R A 2 WRR B SP + WRR GBI IBUE . A HAIRARTE 15 B 1t %6
BN A BAZ i B SR AR ARSI SR o ARSCHHLEL TCOL TCA ... TC7 Fox A2

BAS
ke

gos queue weight { fc-id } { weight-value }

tc-id —— TC FAZIf ID, JEHIM 0 2] 7,

weight-value —— L& 15E TC FAFIFIALEHAH -

i BE A B i e 9 WRR, BUEAERITEEIA 1 2 127, 8 ANPGRS ARAT T LL 5] o5
. TCO, TC1, TC2, TC3, TC4, TC5,TC6 #iI TC7 HIENES L N: 1, 2, 4, 8, 16,
32, 64 1127,

AR B R 9 SP + WRR, BUEEFTEFEIA 0 2] 127. TC7 FMBLEAEHy 0 (KBAF
&Y SP 4 HAAFATMEMKIGIET WRR 4. 7£ SP + WRR i, SP
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B

RARLEER

A~

MRS EE (fR%edk TC7>TC6>TC5>TC4>TC3>TC2>TC1>TCO). %A Hiatl
i EAE SP Aki%, WRR A2 MR AN BRI BB AL 70 Be s 98 . BOATE LT TC1, TC2,
TCO, TC3, TC4, TC5 ¥ TC6 & HE N 1, 2, 4, 8, 16, 32 1 64, 1fi TC7 [F{E N O,
AFTACE

4 R B AR

RAAEH G FAE A G P SRR AL mT DU 2% &

B PRSI IR A A I WA S s, TCO, TC1, TC2 Al TC3 AR fE &
WA 4, 7, 15 F24:

TL-SL5428-Combo(config)# qos queue mode wrr
TL-SL5428-Combo(config)# qos queue weight 0 4
TL-SL5428-Combo(config)# qos queue weight 1 7
TL-SL5428-Combo(config)# qos queue weight 2 15

TL-SL5428-Combo(config)# qos queue weight 3 24

24.7 show qos interface

M TR on 2 T DR e L LA 2

B

RFRUE R

Nl

show qos [ interface { fastEthernet port | gigabitEthernet port | range fastEthernet
port-list | range gigabitEthernet port-list | port-channel /agid-list } ]

port | port-list —— EL {7 AR S8 0 BT B LK i 115 i 13712
lagid-Isit —— LAGH| % .

R R BT E B

T

7R BT o I RILAGHI G B A5 B

TL-SL5428-Combo# show qos interface
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27 PLK ) 3 111/0/1-4 QoS L B A5 B -

TL-SL5428-Combo# show qos interface range fastEthernet 1/0/1-4

24.8 show qos cos-map

%4 M RoRIEEE 802. 1P e 2 L B 15 B Mlcos-id 2 [Altc-id I 56 & o
kg

show qos cos-map

B

AU AT T A e B
RARLEER

g
Nl

ZRIEEE 802. 1P Ya 4 HRC & 15 B Alcos-id Z [Altc-id FT LG 5k & -

TL-SL5428-Combo# show qos cos-map

24.9 show qos dscp-map

Z a4 H T i RDSCPIR e 4 L BAE B

LilSe

show qos dscp-map
B

R BN BT A e B AR X
R SR

T
A~

‘wRDSCPLE AL B S -

TL-SL5428-Combo# show qos dscp-map

24.10 show qos queue mode

% 4 T SR T BABU R R
[iss

show qos queue mode
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LB

BB L B
RERLE R

x
i

ST H BB A LA

TL-SL5428-Combo# show qos queue mode

2411 show qos status

%2 M T 2R IEEE 802. 1P AIDSCPALSE 4 i A RS .«

e
show qos status
B
R B A BT A iE B AR X
R SR
T
A~

7RIEEE 802. 1P SE JANDSCPILFa gk 1 53 ATIRAS -

TL-SL5428-Combo# show qos status
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$25% O Em4S

L R M R RS ST B 11, (2R DB A MR BT e 4, PR 0 b7
GRS T ROC, B 26 PR R 1

25.1 monitor session destination interface

A M TR MmO IE RS, JFIRE I H . B fInofr & T IMER A iE 4 .
kg

monitor session session_num destination interface { fastEthernet port |

gigabitEthernet port }

no monitor session session num destination interface { fastEthernet port |

gigabitEthernet port }

no monitor session session_num

ZH
session_num — W¥AAS . BUEN T M.
port —— 5 15
K
2R E
AL R
FUA B GUNMERAE AR TR P Al DA P % i &
il

W B i 119 A 2H 1 A v

TL-SL5428-Combo(config)# monitor session 1 destination interface fastEthernet
1/0/1

I 63 i 11 20 M 42 2.1 Y M A 1

TL-SL5428-Combo(config}# no monitor session 1 destination interface
fastEthernet 1/0/2

TR M7 4

TL-SL5428-Combo(config)# no monitor session 1
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25.2 monitor session source interface

% T BB R I MLAG, " KInodir & F M BRAH N 4 12 0 U AILAG .

kg

A~

monitor session session_num source interface { fastEthernet port-list |

gigabitEthernet port-list | port-channel /agid-list } mode

no monitor session session_num source interface { fastEthernet port-list |

gigabitEthernet port-list | port-channel lagid-list } mode

session_num —— WIEHMAS . BUE TN,

port-list —— % Wiz 5158, wEEE— A AN .

lagid-list —— JRRAFIR, PlEF—DEiZ MR

mode —— Wiz, H=RESFE: rx, txBLKboth. rx (NTIMEREER0), Kbl 5
I 30 (0 B S B M 2 1, BEATHASS. tx (M), Bl i o 0 & e 3
e M a1, BT . both, [REIRFEEAT AN D WEF A 11 % .

4 R B AR
FUEE B R4 D3RR T AT BUE i i &

1. AR R R 24 i A AR

2. Wl OO ORI, AR AN AT AT B S i i 1

3. W R e 4 v 1 0] AAL T[] — VLAN o, 0] DOASAE - [R]— VLAN Hi.
4. W4ty VR 4% o AN B RV 3R 3 1R A

WE i 14,5, 7 A IE A AR 1, IR AN A%
TL-SL5428-Combo(config)# monitor session 1 source interface range
fastEthernet 1/0/4-5,1/0/7 rx

TR s 1409 W45 A PR s %0 1, IR OR PN I 428

TL-SL5428-Combo(config)# no monitor session 1 source interface fastEthernet

1/0/4 rx
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25.3 show monitor session

i T RoR AR AR

Cig
show monitor session [session_num]
ZH
session_num fee R dA S, A T BRT A AN G R BUEN T
M.
L Sae
RO A BT TS B AR X
REBUE SR
7
zN il

BN AR ERE R

TL-SL5428-Combo# show monitor session 1
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$26% wAREIEENS

26.1 port isolation

=EMEBERZENL AT T

2% (g e

A v B 1 A S T R B DI RE, BRI ST DA Ta) e A i 141 97 38 m )i 11 2 e B8
. Efnodr & M T MR R B E .

kg

B

RARLEER

A~

port isolation { [ gi-forward-list gi-forward-list ] [ po-forward-list po-forward-list] }

no port isolation

gi-forward-list —— i L1513, AlEHE— A A .
po-forward-list — JLFRAHFK

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

HAGE B GO ERAE 3 SR AT AT DU % i

Ve B H iy 150 AT DA 3 11,2, 4 FILAG 2% i 454 .«
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5
TL-SL5428-Combo(config-ifj# port isolation gi-forward-list
po-forward-list 2

e E f 2] DAAE S e R B, R )
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# no port isolation

26.2 show port isolation interface

i F T A A A D RILAGH e K i 1 512 .
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LilSe
show port isolation interface [ fastEthernet port | gigabitEthernet port |
port-channel /agid ]
2%
port —— AT B AT R N SR AG B 5.
lagid —— e FEAy A E K N ARAE B RERA S, BUETER1-14.
B
AU RN BT E B X
RRLER
p
~pl

7RG 1 1/0/ 21 %% vty 11 51) 2%«
TL-SL5428-Combo# show port isolation interface fastEthernet 1/0/2
7 AR v 1 RTLAG A 2R 11 e g 1 31 3%«

TL-SL5428-Combo# show port isolation interface
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A 0 D 3 TT ARG HE S 4 U B S 1 Py 32 (R I 2% TR AR T A7 AE R B, DT AR IR 2% mh o A ) 4

PR R RS o

27.1 loopback-detection (global)

Zar AT A AR RN IR . & RInodr & T JC M 4 JR 30 2% e il T g
£
loopback-detection

no loopback-detection

B

4RI E A
RARLEER

RAAEH G BlE GG R 7l U i <
A~

Jo I AE HATL A i 1 00 Ty e

TL-SL5428-Combo(config)# loopback-detection

27.2 loopback-detection interval

i & P T BC B2 B MO0 e 1R ()R8, S HLAE B 390 PAY A3 — A U SR 0 o 246 52
.

[ig
loopback-detection interval interval-time
2
interval-time —— It & M e 00 PO 1A 3 P 17) - HCAE Vi L1 3100040, BRIA 93040
L Sae
4 e B A X
R SR
ARSI #BAE A 2T R R AL 7T DU T Z i &
~pl

e B 2 % 0 14 1) o I 1) 9 5080 -
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TL-SL5428-Combo(config)# loopback-detection interval 50

27.3 loopback-detection recovery-time

it 4P T TE BL CBLIE R RO ML

Cig
loopback-detection recovery-time recovery-time
¥
recovery-time —— i 1 WU 21 X 26 tH IR BRI, K PHZE v o AERCE KR NS,
M%m PR LW 8 I, I E8 MDA o VA S N 1) 5 5 7 D Mt 0 T o e 1] ) 8
s HUEEFEA1~100 B I 1] (|) B, BRIACA3.
L Sae
2 R B AR
KL R
ARG FBAE A 2T R B AL 7T B AT Z i &
7~

Pic 1 A SO0 A SR i) Ay 34 M 0 i) oG e 1]

TL-SL5428-Combo(config)# loopback-detection recovery-time 3

27.4 loopback-detection (interface)

%A T8 AR E o D 3 B IS M D RE . B fnodr 4 F T 58 P4 Jm PR i Ml Dy e
£
loopback-detection

no loopback-detection

B

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R SR
RAAEH G BfE GO 7 R Pl LU Y iZ a4

il
J FH i 111 -3 24 ¢ TN T g

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/1-3
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TL-SL5428-Combo(config-if-range)# loopback-detection

27.5 loopback-detection config

i 2 FH e B o 1 BH 28 i A AR B R R AR K

=EMEBERZENL AT T

£
loopback-detection config [ process-mode { alert | port-based } ] [ recovery-mode
{auto | manual } ]
¥
process-mode ——i%& £ IR LR BRI R AR BRI, A P N Tl
alert: Uiy I1_F R IR BB R HARE(E B
port based: i A IR BRI A HFREAS 2., [ B BH ZE 3 1
recovery-mode —— i 4% FH 2 f5 (KB . AP IED:
auto: it [ PH 28 J5 223 B Bl Pk SN 1) 5 4 B Sl Al P 2E
manual: i F4 P28 5 L Be T 2D i BRPHZEIRES o
B
O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
AR K
RAEHG . 5AE RS P 2R P T DA i fr &
7~

Bt B i 11 2 R W I AL PR AL 2 Aport-based, P& E 13 Amanual:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2
TL-SL5428-Combo(config-if)# loopback-detection config

port-based recovery-mode manual

27.6 loopback-detection recover

%4 P T4 4 5 AOBELSE FURAL N IE 3R -
ke

loopback-detection recover

B

process-mode

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)
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RERER
SRR BRI ARTERSR 2 P AT DB % 4

A~
A 3y 112 1 PH ZE RS TR N IEH RS
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# loopback-detection recover

27.7 show loopback-detection global

it 4 I RRA B e R S

LilSe

show loopback-detection global
B

AU ORI BT E A X
RRLER

T
A~

A I D) RE R 4 R B 24

TL-SL5428-Combo# show loopback-detection global

27.8 show loopback-detection interface

i A R os FrA i IR I DN ) BEIE B 280U I RS

[ig
show loopback-detection interface [ fastEthernet port | gigabitEthernet port ]
¥
port fi 7€ i 115
B
RO A BT TS B AR X
REBUE SR
T
zN il

B FTA i A I T REC B 280U IR -
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TL-SL5428-Combo# show loopback-detection interface
A Ui 1 S PR K Wl T BT B 28 RS

TL-SL5428-Combo# show loopback-detection interface fastEthernet 1/0/5
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$%28%= PoE LB &4

A

® KF M, {1 TL-SG5452P/TL-SG5428PE/TL-SG5226PE/TL-SG5226P/TL-SG5218PE/
TL-SG5210PE #.2 % 3% PoE H &k, AREFI K PoE & #Hl.

® K| TL-SG5218PE H | f-4F.

PoE (Power over Ethernet, L4t H, SRR FE (I HL D A2 F8 W g ai ik DA W 28 %6} 414 PD(Powered
Device, ZHL¥%) ¥4 (WP HiG. L AP, MWKEEHLAS) BT miagt i,

28.1 power inline consumption (global)

%2 M THCE PoE ZZHNLIT RESR BRI I KT .

[ig
power inline consumption { power limit }
2
power limit —— PoE A2 LA REF AL f KT %
B
4 e B A X
R SR
RAAEH G FAF oA R SR AL 7T B T % &
zN il

o & PoE ZZH# LT RESEHE i KTy 160W -

TL-SG5218PE(config)# power inline consumption 160

28.2 power inline supply

i F TR P AR A S35 1 PoE Zhig.

Cig

power inline supply { enable | disable }
ZH

enable | disable —— Ji3 FH B4% A AH S35 1) PoE DjRE.
B

EOERER (interface gigabitEthernet / interface range gigabitEthernet)

160



=EMEBERZENL AT T

KL R

HAEH A BAE NPT R mT LU %
zN il

J& Hl3 11 2 1) PoE Lljfg:

TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline supply enable

28.3 power inline priority

4 T AR S TG & PoE R 2

[ig
power inline priority { low | middle | high }
ZH
low | middle | high —— ZHFIRDIZAMERS, 50k AE H7 X — e X B A/ PD 1)
e, A SEL AR Uow). F (middle). & Chigh) =Fi.
L Sae
EOERER (interface gigabitEthernet / interface range gigabitEthernet)
REBUE SR
ARSI FBAE A T B AL 7T B T Z i &
7~

L B i 1 2 (1) PoE e N 1K:
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline priority low

28.4 power inline consumption (interface)

22 F T B LA R DR B

Cig
power inline consumption { power limit }

¥
power limit —— A 323 11 e S (A R e D)3 . BUEVE DY 1-300. D LR
fEARLL 0.AW. Fldn, ZEUE 3o L R ThF0y 5W, AL R dgi A 50,

B

OB MR (interface gigabitEthernet / interface range gigabitEthernet)
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KL R
HAEEH A BAE NPT P R ) mT LU % 2
zN il
P B 2 s Rt L Zh %0 BW:
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline consumption 50

28.5 power time-range

Zdn 2 T I B BT E N PoE I Btk B 7E PoE I [H By ik BT Al i — it
holiday, absolute, periodic i 4 AR E ZI (A1 & 1) no fir 4 FH T M BR AR BRI A1 B, 4
B /RS e I TR B PR, mT DASCRC B TR B, SR K N A T s LRI, 3 ity 1
¥ RAEFE R (S Ta) By AL e

LilSe

power time-range {name}

no power time-range {name}
2

name — ZESIMEIRS A A FR. PN 1-16 D75
B

4 A ic B A X
R SR

RAAEH G BAF oA R SR AL AT B T % A &
zN il

AIN—AN4 K tRange A B

TL-SG5218PE(config)# power time-range tRange1

28.6 holiday

Zan A T E 28 AR A BUE 5 & PoE iR H . PoE i H il i@id power holiday v 4 & X«
fré

holiday {exclude | include}

exclude —— A% PoE if H, B PoE 51 H I 22 HebUR o i 4 (ot
include —— L7 1 H, B POE 171 FVIFL S B LS HHLIL J S r 45 (. BRIASE

FiZI
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K

PoE I [a] Bt B 150 (power time-range)
SRLER

WAHER R BE SR P B A T DS A 4
il

Bl B I 1R B tRange3 ANV SR H
TL-SG5218PE(config)# power time-range tRange3

TL-SG5218PE(config-pwr-time-range)# holiday exclude

28.7 absolute

i 4 e B OB A E] BRI 280 I 1), 3B SS LR RAEZ X I D 2 i & it . &
f1 no fiir4- I HUTH I 2L A0 468 00 B (1]

LilSe
absolute from from to to
no absolute [index]

2
from —— 4Gt a], 4% MM/DD/YYYY-HH:MM, 11 01/01/2012-08:00.
to gy E, 4% 08 MM/DD/YYYY-HH:MM, 41 12/31/2013-12:00.
index —— XA PP, R MR XS 2% HF 5. AT, He
TR 3% 22 N ) B P A 68 0 ek )

L Sae
PoE i} [a] Bt X B (power time-range)

R SR
ARSI FAE A 2R B AL 7T B T i &

~pl

Bic B I (] B¢ tRange1 9 2012 45 H 5 H 8 fi% 2012410 H 5 H 18 s:
TL-SG5218PE(config)# power time-range tRange1
TL-SG5218PE(config-pwr-time-range)# absolute from 05/05/2012-08:00 to

10/05/2012-18:00
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28.8 periodic

%A TG E O A TR) B IR 18], RIAT LR Sg e LAE — o o B3 T LR B4R 8 I 8] 9 32 FL
UL BRI no 4 F IO e B R YT 1]

[ig
periodic start start end end day-of-the-week day-of-the-week
no periodic [index]
¥
start — &AM A, A% HH:MM, 41 01:00.
end SERNAE], A% A0 HH:IMM, 40 12:00.
day-of-the-week —— 211, ¥ A DD,..., W 1,25 FrEH—. EH-MEMT
index JHIRS T e, e E MR A I 2% H 5. MRS, e
3% 22 e ) B P A ) S0 )
B

PoE I} [r] Bt B 10 (power time-range)
SRLER

ARSI FBAE A 2R B AL 7T B T Z i &
il

Bic B ) (8] B¢ tRange2 A DY, 5 F.f¢ 08:30-12:00:

TL-SG5218PE(config)# power time-range tRange2
TL-SG5218PE(config-pwr-time-range)# periodic start 08:30 end 12:00

day-of-the-week 4,5

28.9 power holiday

%4 H 162 power time-range AT H, B/ no A H T MR A R B H
e

power holiday name start-date start-date end-date end-date

no power holiday {name}
name — TR H &R, A 1~16 MERF.

start-date —— T H ki H A, #:y MM/DD, 411 05/01.
end-date — TR HME K HE, #%:A~ MM/DD, 11 05/03.
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B

AR E A
RARLEER

RAAEH G BlE GNP B -l U i 4
A~

SESCHR H RS, JFIRE GRSy 10 1 HEI10 H 3 H:

TL-SG5218PE(config)# power holiday NationalDay start-date 10/01 end-date 10/03

28.10 power inline time-range

%2 H T s DR E AR TR B & no A4 T HUH Sk R R B

power inline time-range { name }

no power inline time-range

name —— L0 IR IR R] B () 44 7R
R

OB EMAR (interface gigabitEthernet / interface range gigabitEthernet)
LB R

WAEE R BE AP PR T DUMEH Z a2
7~

MRS ) B tRange2 v 11 2 F At L IR ) B

TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline time-range tRange2

28.11 power profile

Zn 4 T 68—/ ) PoE profile SXHF. ‘&) no #iv4 ATl EL i & 1) PoE profile S {4. PoE
profile XA X B A A B 1) PoE Ot Tt =NCE, LRI P #E. 1E PoE profile 3¢
e, BCE T =A PoE J@tE: RES. RS, BRI, flE—> PoE profile (., A5
B L T AR S s 1, AT fRT A B R

i

power profile name [supply {enable | disable} [priority {low | middle | high}

[consumption { power-limit | auto | class1 | class2 | class3 | class4 }]]]

no power profile name
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B

RFRLEL R

A~

name — profile LA, AN 1-16 NFFF. WRSTAFM AR E S, 5%
BIRTBAEX G5, Wn“File 27,

supply —— profile SC4H15% B )3 1 PoE R4 .

priority —— profile 47115 & it -1 PoE flt /64 »

consumption —— profile SC:th % & 3 1 PoE i KIh# . 4 power-limit, auto, class1,
class2, class3 fll class4 H/NFIIET. power-limit 7 v] Falkm N BAREUE, BUE VLR
4 1-300, Th# ERROGHIAERLL 0.AW. Filhn, S B Koo L KA D) #05 W,
Ak RN 50, auto KR H1 &R Gt H 36 i i 1) PoE i KIh#. class1 &/x 4W . class2
FKIR TW., class3 &~ 15.4W. class4 &/~ 30W.,

4Ry ic B AR

RAEH G BAF o3 R SR AL 7T B T % &

g% —4> PoE profile 3Cff. profile SXF 45 & IP Camera, PoE IR NIFE, PoE

PSELNR, BRI BW.

TL-SG5218PE(config)# power profile “IP Camera” supply enable priority low

consumption 50

28.12 power inline profile

%4 ¥ PoE profile S04 T AT B3 . B ) no 4 T Bl M ] PoE profile S04

kg
2%
B
RARLEER
A~

power inline profile name

no power inline profile

name —— CACE 1 profile SCAFIZFR, FIHIN 1-16 NFFF. WERSCAFM LTRSS
¥, IERZAIAER G Z F, W“File 27,

OB MR (interface gigabitEthernet / interface range gigabitEthernet)

RAAEH G BAF oA R SR AL AT B T % &

#4444 |P Camera ] PoE profile SO T 11 2:
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TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline profile “IP Camera”

28.13 show power inline

i T R8s 248 PoE 5 8.

LilSe

show power inline
B

AU R BT E B X
RRLER

I
A~

LR F 4 PoE 5 &

TL-SG5218PE# show power inline

28.14 show power inline configuration interface

Zdn 4 M T s K 1) PoE BLE (S .

[ig

show power inline configuration interface [ gigabitEthernet port ]
ZH

port —— Z{E7x PoE LB (5 Bt H'5, $aE o B A o 1) PoE /5 &2
B

R B BT S B AR X
KL R

T
zN il

2R T i ) PoE FEEAS B -

TL-SG5218PE# show power inline configuration interface

28.15 show power inline information interface

24 T R dE i K PoE /5 &L
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LilSe

show power inline information interface [ gigabitEthernet port ]
2

port —— ZZ iR PoE {5 B i 15, B4E oR B A i H ¥ PoE 5 8.
B

R B BT S B AR X
R SR

p
~pl

R BT Ui ) PoE 5 & -

TL-SG5218PE# show power inline information interface

28.16 show power time-range

i 4 F T R I A] B GBS S

Cig

show power time-range
B

AU A BT TS B AR X
REBUE SR

p
zN il

R BT (R RS R

TL-SG5218PE# show power time-range

28.17 show power holiday

24 TR oR B8 X H .

e

show power holiday
B

R BN BT e B AR X
R SR

¥
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7~
BN B8 TR H -
TL-SG5218PE# show power holiday

28.18 show power profile

Zan 2 H T WoR 2 X PoE profile 301«

LilSe

show power profile
B

R ORI BT E B X
RRLER

p
~pl

B8 EE XK PoE profile 344

TL-SG5218PE# show power profile
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$29% ACL ELEGré

ACL (Access Control List, vjir|4=Hl%13%), HEitftE UCECAN . AbEE AR DL I E] A B Sk sl Xt
AR, PO R UG 2 Ay RS, s 4% 2 e gt E .

29.1 time-range

iz H TSI A B, B no i F T MBS 2 A I () B o 24 7 C B A ACL R U 75 ZE 4% )
B ATRLDERY, T LASGEC B A E, SRS ZEAR SL AR T S i 18] Be 44 Bk 51 R Z A1 B, IR
RAEZ A6 E (I T BE AR R, T SE LS I 18] B ACL g

LilSe
time-range name
no time-range name
2
name — ENININ A EAAFR, FIHIN 1~16 DNF5F.
L Sae
4 Jeyic B A
R SR
ARSI #AE A T B AL 7T B T Z i &
~pl

WIN— %N tSeg1 A A] B«

TL-SL5428-Combo(config)# time-range tSeg1

29.2 absolute

24 T HCE N ] BON A B, B/ no i & I T A5 I 4 x .
kg

absolute start start-date end end-date

no absolute
start-date —— X EUT (UL H I, 28 MM/DD/YYYY, @484 01/01/2000.

end-date —— ZEXSREATF LR H I, 208 MM/IDD/YYYY, Sk 79 01/01/2000.
A an H IG5 0 H RI N ks, DA Lk 4 A x
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S
i ] XL B A5 (time-range create)

RARLEER
RAAEH G BAF oA R SR AL AT B T % &

zN il
We N F) B tSeg1 Jaxi s, WS IRSEHEJy 2012 4E 5 F 5 H£ 2012410 H 5 H:
TL-SL5428-Combo(config)# time-range tSeg1
TL-SL5428-Combo(config-time-range)# absolute start 05/05/2012 end 10/05/2012

29.3 periodic

% F T B TR BOY R I, B no fir & H T 25 F R IR .

[ig
periodic [week-date week-day] [time-slice1 time-slice] [time-slice2 time-slice]
[time-slice3 time-slice] [time-slice4 time-slice]
no periodic

ZH
week-day JaRARE, AN 1-3, 6, A% daily, off-day, working-day. J
1-3, 6 Kol —. F=. =M daily £ontiok, BIE—2HH; off-day &=
JAAR, BREZSHIE H; working-day 3278 TAEH, BUJE—20E F. S8 28 E I
time-slice —— 7Nt A] B, 208 HH:MM-HH:MM.

B

i ) R B A (time-range create)

RARLEER
RAEH G BAF o3 R SR AL 7T B T % &

zN il
Y LRI tSeg IFIRIEE, I IR B A 2K ¥ 08:30-12:00:
TL-SL5428-Combo(config)# time-range tSeg1
TL-SL5428-Combo(config-time-range)# periodic week-date off-day time-slice1
08:30-12:00

29.4 holiday

i 2 AR 18] B e B S N R i 52 I 8] B B o9 R H AR . B no dr & A 5B H AR K
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e
holiday
no holiday
B
i ) R B A (time-range create)
AL R
ARSI FAE A 2T B AL 7T B AT Z i &
7~

S O I tSeg B A B AR H AR K
TL-SL5428-Combo(config)# time-range tSeg1

TL-SL5428-Combo(config-time-range)# holiday

29.5 holiday(global)

4 M T8I time-range ORI B H . €/ no fr & M T MIERARR B H
kg

holiday name start-date start-date end-date end-date

no holiday name

ZH
name — iR HAFK, "HIA 1~16 NFFF.
start-date —— “ifi H 46 Y, #3008 MM/DD, 411 05/01.
end-date — TR H MR EH Y], #%:y MM/DD, 11 05/03.
K
4 JR e B AR
AL R
WHER R BE SR P R B A P T DS % dr 4
7~

ESCYR H RS, i E IRy 10 H 1 HEI10 A 3 H:

TL-SL5428-Combo(config)# holiday nationalday start-date 10/01 end-date 10/03

29.6 access-list create

%2 T84 EIP ACL. 7 IP ACLFNIPVE ACL.
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LilSe
access-list create access-list-num
2
access-list-num —— ACL ID5 .
L Sae
4 e B A X
R SR
ARSI FBAE A 2T R B AL 7T DU T Z i &
~pl

A —MD5 45231 #EIP ACL.:

TL-SL5428-Combo(config)# access-list create 523

29.7 access-list bind acl

i 4 Z T4 ACL BLHESRE 13 11 87 VLAN L.

LilSe
access-list bind acl acl-id
no access-list bind acl acl-id
2
acl id —E4 52 ] VLAN [ access-list % 5.
L Sae
e RE BN
R SR
ARSI FBAE A 2R B AL 7T B T Z i &
~pl

fE3 1 2 - F4EIRE ACL 100
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# access-list bind acl 100

29.8 mac access-list

%2 H TEIEMAC ACL, "EHnodr 4 I T MR % N FIMAC ACL. MAC ACLR 4 #dE tHIJEMAC
Haht. HIMACHLAE. VLAN. =2 PSR4 — R A5 e VL EC RN, X Bt G E AT AR S ) 20 B
AbFE .
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Cig
mac access-list access-list-num
no mac access-list access-list-num
ZH
access-list-num — Z AN JACL ID5,  HUfH v [ 0-499.
B
2 R B AR
KL R
HAEH A BAE NN R v LU %
7~

Bl —M D5 H23MAC ACL:

TL-SL5428-Combo(config)# mac access-list 23

29.9 access-list standard

%7y 4 F FARIFAEIP ACLATI, 22 Mno i 4 IR AL . FRvEIP ACL AT LLAR 4§t 41 1P
B (3 L 5 DC PR A SR G047 AU 1 43 BT b

Cig
access-list standard acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-maskK] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment ]
no access-list standard acl-id rule rule-id

¥
acl-id — ZER I E) ACLID 5.
rule-id —— AT IMAIFNE) 1D 5.
op —— AZHALXT I A& DT HLIU ) 5 A ) Ab 3 7 K. Horb deny RoR & 558088 15 permit
TR RBARAL . BAEEN permit.
source-ip —— FME & HIYR 1P bk,
source-ip-mask —— i IP Hulik fOHERD . 2 5N TR 1P ik, TU]0AZ5U N AR S, B ERL .
destination-ip —— HLUEL (1) H 1 1P Mk
destination-ip-mask —— H ) IP Huhik (3RS . AN T B 1P Hohk, 0242504 A
B2 AR o
time-segment —— FRNI A= G I ] B 44 0K, S48 B S e PR A

B

4Ryl B AR
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RFRUE R

A~

RAAEH G BAF oA R SR AL 7T B T % A &

BN ID 504 120 FR#E 1P ACL, AL IEI 10, For i 1P Hiik v 192.168.0.100,
i)y 255.255.255.0, MU ARG A By tSeg1, X /2 LA U i) Bt 1, <2 #edl ¥
PG 52 -

TL-SL5428-Combo(config)# access-list create 120

TL-SL5428-Combo(config)# access-list standard 120 rule 10 permit sip 192.168.0.100

smask 255.255.255.0 tseg tSeg1

29.10 access-list extended

Wz H TNy EIP ACLEEI, & iInodir 4 I T M ox S o

kg

access-list extended acl-id rule rule-id {deny | permit} [ [sip source-ip] smask
source-ip-maskK] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment]

[dscp dscp] [s-port s-port] [d-port d-port] [protocol protocol] [tos tos] [pre pre]

no access-list extended acl/-id rule rule-id

acl-id — ZE N E ACLID 5.

rule-id —— HHTA I 1D 5.

op —— ACHMLXS I A2 DT JC R I 1) cafs B 1y Ak 285 2 Ho b dleny #7m & 78 504 60, : permit
FoRE KA L. BN permit.

source-ip —— FHN L5 HUE 1P Hiudik.

source-ip-mask —— Y5 |P bk RS . 2 G N T U 1P Huhik, T DA 2t N FH R (465
destination-ip —— #N AL 5H H 1 1P Hibik

destination-ip-mask —— H () IP Huhik (RS . A EHN T B 1P Hohk, 0242504 A A
IVARE R

time-segment —— FRII A= I T B 44 R, S i S TE PR il

dscp —— & dscp M, Vu 0-63.

s-port ——4 IP Hpil3 £ TCP/UDP i, JHhAbHC & N6 5 1) TCP/UDP i 15 .
d-port ——4 IP i+ TCP/UDP I, LA EHU L ) TCP/UDP H s 115

protocol —— ¥ & UCHL I M S B 1R
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B
RARLEER
P

tos —— N EH) IP ToS FB S R,

pre —— FFLE 1K) IP Precedence 7 BfE R .
4 JR T B AR R
HWAHER . B0E QMg P 2RAR P AT DAE %A 2

G — 1D 54 220 (4 /& IP ACL, yH A 10, Herr s 1P #bik >y 192.168.0.100,
A4y 2565.255.255.0, A= R (A B tSeg, X 2 LRI BB L, SZ AL T
PG Je -

TL-SL5428-Combo(config)# access-list create 220

TL-SL5428-Combo(config)# access-list extended 220 rule 10 permit sip

192.168.0.100 smask 255.255.255.0 tseg tSeg1

29.11 access-list ipv6

%2 T InPve ACLEEN, & Hnoir & FH MR NZ R o

e

access-list ipv6 acl-id rule rule-id { deny | permit } [dscp dscp-value] [flow-label
flow-label-value] [ [ sip source-ip | sip-mask source-ip-mask] [ [ dip destination-ip ]
dip-mask destination-ip-mask ] [ s-port s-port | [ d-port d-port ]

no access-list ipv6 acl-id rule rule-id

acl-id — ZEIMANKACL IDS

rule-id — HHTAHINFIFLN DS o

deny — EFHIRE.

permit — AR HOATREE.

fREdscplffE, JEFEIM0-63.

flow-label-value —— PV br%:, 3t il ) O-Oxffff.

source-ip —— FUNEL & IR IPH kL

source-ip-mask —— JRIPHULEHEND . 5N TYRIPHUEE, T 20086 N FH B, (I FE AT .
destination-ip —— HUUELE 1) H i IP L

destination-ip-mask —— H [JIPHEHERD . #E5N T H BIIPHbE, 022016 N AR R
(RS o

dscp-value
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s-port ——4IP Y FETCP/UDPHY,  BLALEC & #L I 4 & (t TCP/UDP S 15

d-port ——4IPHHY IR TCP/UDPHRY, L ALAL B #1402 I TCP/UDP H (13 112

L Sae
4 JeiC B A

RRLER
ARSI FBAE A 2T R B AL 7T B T Z i &

L]
1E¥1Pv6 ACLIEH: ] —/NVLANBEE R, 155 HL B SDMELR A “enterpriseve” R A7
AL E . % 7 fi#3H Z2SDMIELE(E B, 1E A Gsdm prefer.

zN il
A — D5 360019 EIPv6 ACL, JNEAINAINIA0, HAJdiPtiit A3001:1, #
f°49255.255.255.0, il 2 LA B 6, A HAL T DA A
TL-SL5428-Combo(config)# access-list create 3600
TL-SL5428-Combo(config)# access-list ipv6é 3600 rule 10 permit sip 3001::1
sip-mask ffff:ffff:ff00:00ff

29.12 rule

i 4 T4 iE S RIMAC ACLAEUN, " AIno i@ Al T MHERAH B A o

e

rule rule-id {deny | permit} [ [smac source-mac] smask source-mac-mask ] [ [dmac
destination-mac] dmask destination-mac-mask ] [vid vian-id] [type ethernet-type] [pri

user-pri] [tseg time-segment]

no rule rule-id

rule-id —— HHTAIMAIFE 1D 5.

op —— ST F2 VT FC B I F) e € ey Ak 28 77 200 Ho b deny 2R 25 345040 60, s permit
TR REAR A . BHA A permit.

source-mac —— LI ELEHIJE MAC Hiudik.

source-mac-mask —— i MAC il RS . #5184 TR MAC Huli, WA 25t A AH
JSL PR RS o

destination-mac —— UL 5 ¥ H i) MAC ik

destination-mac-mask —— H [ MAC il (RS . &% N T B\ MAC Hihik, 2%
ZRUH AR SL R HERE
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B

RFRUE R

Nl

vian-id —— #LUELS ) VLAN ID 5, HUEIEREA 1~4094.

ethernet-type —— FIEEHILURMEREE, HAEAA 4 £ 16 k.
user-pri—— R RS, BUETEEN 0~7, SR I N TCRRE] .
time-segment —— KL A= RIS TR B R A4 BR, - R8I 9 o PR )

Mac Access-listlit & 15 =,

RAAEH G BfE GO P R Pl LU Y i 4

o

i’ MAC ACL 20 i 10, HAdyE MAC #ihky 00:01:3F:48:16:23, #iZ N
11:11:11:11:11:00, VLANID & 2, HFPRFZ0N 5, A B TR B A tSeg1, X
SE IR e L, ST A K

TL-SL5428-Combo(config)# mac access-list 20
TL-SL5428-Combo(config-mac-acl)# rule 10 permit smac 00:01:3F:48:16:23 smask

11:11:11:11:11:00 vid 2 pri 5 tseg tSeg1

29.13 access-list policy name

1z A H T nPolicy, ‘& RInofi 4 H THIBRXS B Policy 2k H « Policy DIREIACLFNZIELH A K s
YR — V5 A SRS, XS AE SLACLELU )5 gk AT 1], I p iR E B REm e . iR
Al 1 2 5 1)

e

B

RARLEER

Nl

access-list policy name name

no access-list policy name name

name — R NAIPolicy & H%, Al A1~16/1N 715 .

4 R B AR

RAAEH G BfE GO 7 8 Pl LU Y iZ a4

I n—A~4 Jypolicy1 fJPolicy:

TL-SL5428-Combo(config)# access-list policy name policy1
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29.14 access-list policy action

%454 T-9Policy ¥ ACL I AActionfit B IR BB BENE, " finodr 4 I T MIER AR RIZN 1
£
access-list policy action policy-name acl-id

no access-list policy action policy-name acl-id

ZH
policy-name —— B B [JPolicy 475, AT A1~16N 745
acl-id — Policy/E HJACLIID .
K
4 e i B A
AL R
RAEHI . HAE S @R P B F - T U i 4
7~

N4 HNpolicy1f{IPolicy#Zs IIACL 120:

TL-SL5428-Combo(config)# access-list policy action policy1 120

29.15 redirect interface

it 4 i T Policy ARISE AR, WELKIITRE T HIR: ACL MM @St REVR M. & no
A4 T R AR

LilSe
redirect interface { fastEthernet port | gigabitEthernet port }
no redirect interface { fastEthernet port | gigabitEthernet port }
2%
port it 1 EE T [ ) L 10 1, BIRKEULIC 1 A ACL OB G056 5 3] e b 415 52 4 9
Flo SR I 9T i
B
Action Fir. B X
RRLER
RAAEH G BAF oA R SR AL 7T B T % &
A~

479 policy1 [ Policy T mzhfE, xiF& ACL 120 AR FIEE 6, Bk )om 1 2.

TL-SL5428-Combo(config)# access-list policy action policy1 120
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TL-SL5428-Combo(config-action)# redirect interface fastEthernet 1/0/2

29.16 s-condition

& M T Policy #s it i & 2. B no a4 T BRI .

Cig
s-condition rate rate osd { none | discard }
no s-condition
¥
rate —— Ui E AUE R E, HUEERE 1~1000000 (kbps).
osd —— Vit i HOER AL EE, RIS R A A B s B AL R TS A, A ANEEE (none)
MZEF (discard) PAIET. G BN,
B
Action fit B B
REBUE SR
HAEH A BAE NPT P R v LU %
zN il

N4 policyl 1] Policy #inahft, X754 ACL 120 AR AR, Fd i
1000kbps, ZZHALAG T LLEF

TL-SL5428-Combo(config)# access-list policy action policy1 120

TL-SL5428-Combo(config-action)# s-condition rate 1000 osd discard

29.17 s-mirror

A& M T Policy # it 55201 . B no ar S MERS BN .

Cig
s-mirror interface { fastEthernet port | gigabitEthernet port }
no s-mirror interface { fastEthernet port | gigabitEthernet port }
ZH
port —— LRI BRI .
B
Action it & 55
KL R

RAAEH G BAF oA R SR AL AT B T % &
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Nl
N4 policy1 [ Policy #Inahff, 145& ACL 120 AH S A i it 6 2 i 2w 11 2:

TL-SL5428-Combo(config)# access-list policy action policy1 120

TL-SL5428-Combo(config-action)# s-mirror interface fastEthernet 1/0/2
29.18 gos-remark

%4 124 Policy %Il QoS EARCAIE, BRI no T4 TR RBh1E .

qos-remark dscp dscp priority pri

no qos-remark

ZH
dscp —— QoS Hricz DSCP, AILEL /' AHR ACL %tk & DSCP 1. A Vi
N 0~63, G AT
pri—— QoS HhRL L AN 564, AILE T H ACL ¥ I8 € 5E % . BUEIEH
4 0~3.

K
Action it B 15

SRLER
WHER R BAE SR R A P T DS % dr 4

il

%4 policy1 i Policy i INah1E, Xi4F& ACL 120 AHMKLIN ) #dif1, $55E DSCP
730, RSN 2:

TL-SL5428-Combo(config)# access-list policy action policy1 120

TL-SL5428-Combo(config-action)# qgos-remark dscp 30 priority 2

29.19 access-list bind acl(interface)

w2 T ACLER E i I, EfInodr & THUHSRE .

access-list bind acl acl-id

no access-list bind acl acl-id

acl-id — 45 5% 3 I ACLS o
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K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RERER

SRR BRI ARG P 2R AT B A % 4
i

5 ACL100%8 € 2|35 112:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# access-list bind acl 100

29.20 access-list bind acl(vlan)

Z AT 9 e ACLEFR € VLAN, & fnodr & H THUHSEE .

[ig

access-list bind acl acl-id

no access-list bind acl acl-id
ZH

acl-id —— #405E 23 FTHJACL'S
B

PO ER R (interface vlan)

RERER

SRR BRI AR GR P 2R P AT B A % 4
i

HACL 10048 3€ FIVLAN 2:

TL-SL5428-Combo(config)# interface vian 2

TL-SL5428-Combo(config-if}# access-list bind acl 100

29.21 access-list bind (interface)

2 H T8 Policy 28 E 3 1, B HInodr 4 H T HUH IR E .
e
access-list bind policy-name

no access-list bind policy-name
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policy-name —— Z45 5 F|uit 1 FIPolicy % K .

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR

HAEH A BAE NN R v LU % 2
zN il

Fpolicy 145 & 2|y 12

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# access-list bind policy1

29.22 access-list bind (vlan)

Z a4 H T 48 € Policy 2|45 EVLAN, ‘& inofir & H T HUH IR E «

[ig

access-list bind policy-name

no access-list bind policy-name
¥

policy-name —— L4} 5E F|VLANIPolicy % % .
B

O ERS (interface vian)
REBUE SR

HAEH A BAE NPT R v LU %
il

F#tpolicy1 4% & £IVLAN 2:

TL-SL5428-Combo(config)# interface vian 2

TL-SL5428-Combo(config-if}# access-list bind policy1

29.23 show time-range
24 T s A I (A B
4

show time-range
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LB

BB L B
RERLE R

x
i

SR B I 1A B

TL-SL5428-Combo# show time-range

29.24 show holiday

in A M Ros T e SRR H .

[ig
show holiday
B
R BN BT A S B AR X
KL R
T
7~
woR R HBE

TL-SL5428-Combo# show holiday

29.25 show access-list

%% H T WRACLICE .

LilSe

show access-list acl-id
2

acl-id — Z R EACL IDS .
L Sae

R BN BT A iE B AR X
R SR

p
~pl

Z7R1D5 H20HMAC ACLHIAC & -
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TL-SL5428-Combo# show access-list 20

29.26 show access-list policy

%4 T EorPolicy it & .

LilSe
show access-list policy name
2%
name — R E Hpolicy FIHiA .
L Sae
AU ORI BT E B X
RRLER
p
~pl

R4 Npolicy 1 115 B

TL-SL5428-Combo# show access-list policy policy1

29.27 show access-list bind

%4 T 5~ Policy4t 2 it & -

LilSe

show access-list bind
B

R BN BT A e B AR X
RRLER

T
A~

. 7~Policy 4 e 1 H :

TL-SL5428-Combo# show access-list bind
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#30Z= MSTPECE#4

MSTP (Multiple Spanning Tree Protocol, £ ZfESTPFIRSTPHIZEA I, RIFIEEE
2 EMIEEE 802.1SFRAEEENLIY, 15 RS b i b B b 4k 2% 2= P B ER B R P Lo A2 BCR Hp
VI AR R AR 3 I R 3 — R B 2 AR 1 SRR TR 7 V08 B B TR IR B 1 H 1, RIS SEEUBE % 4% 10 AN
AR EBARAL .

30.1 debug spanning-tree

i 4 T IF I A R it (AT B, anodi & TS 1z
i

debug spanning-tree { all | bpdu receive | bpdu transmit | cmpmsg | errors | flush | init

| migration | proposals | roles | state | tc }

no debug spanning-tree { all | bpdu receive | bpdu transmit | cmpmsg | errors | flush |

init | migration | proposals | roles | state | tc }

TR O 1 A RS

bpdu receive —— &7 BT SCAR OB A KA BT (BPDUD (B S o
SRR AR R B OB B R H o (BPDUD IIAME B
cmpmsg —— B i BRI HIAE S

errors —— E/RMSTPH IR 1 IR (E &

flush —— S RHhEFRIHT 10T RE B

init —— R EE S HATIR AL A R

migration — EoREAIER PIEEE R .

proposals — Z/rMSTPIE TR RS R

roles —— R RMSTPH: O A (e )4 1 U5 B

state —— W/RMSTPE: FUIRZA AL AT E B

tc —— B/RMSTPH M FAFH (G .

all

bpdu transmit

B
R
RARLEER
R BB G R L T LS i i &
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Nl
WA A 1 2 S S

TL-SL5428-Combo(config)# debug spanning-tree all

30.2 spanning-tree (global)

i T 2RI R AR ThRE, B RInodr 4 H 125l A= b D g .

LilSe
spanning-tree
no spanning-tree
B
4 JeiC B A
R SR
ARSI FBAE A 2T R AL 7T DU T Z i &
~pl

1 SCARBLAR) 25 B D RE -

TL-SL5428-Combo(config) # spanning-tree

30.3 spanning-tree mode

% T B A B R, B fInofr &l TIRE BN &

LilSe
spanning-tree mode {stp | rstp | mstp}
no spanning-tree mode

2
stp —— BRI, D9z it Hem it
rstp —— BRIE AL B e A AR
mstp —— £ FE A BB

B
4 e B A X

R SR

RAAEH G BAE oA R SR AL AT B T % A &
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i
WA A A ACIMSTP:

TL-SL5428-Combo(config)# spanning-tree mode mstp

30.4 spanning-tree mst configuration

Zan ST AR E A N HEAMSTER BB, & Hinodr 4 H T AH N H) SL 2 N BRIABLE -
£
spanning-tree mst configuration

no spanning-tree mst configuration

B

4Ry e A
R SR

RAAEHG BfE GO 7 R P T LU Y iZ a4
Nl

HEAMSTRC 8
TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)#

30.5 spanning-tree mst instance

%2 T EBEMSTSRBIRI S, € RInodr & T E RN SEG I ER AL S 2 -

spanning-tree mst instance instance-id priority pri

no spanning-tree mst instance instance-id priority

ZH
instance-id —— 511D, JEHJ91~8.
pri—— MSTURE L, & RAEXS N SLBIIDH, #f i S HA A 75 A0 R 0 B AR
HU{E 5 FEl0~61440, [A]fE4096, HREHS 32768,
B
4 JRi e B A
REBUE SR
ARSI FAE A 2R R AL 7T DU T Z i &

188



=EMEBERZENL AT T

A~
JER SR, I8 BMSTIHS54% H4096:

TL-SL5428-Combo(config)# spanning-tree mst instance 1 priority 4096

30.6 spanning-tree priority

Zar TR EMR LGS, ERnodr &l TR EEAR &

kg

spanning-tree priority pri

no spanning-tree priority
2

pri— HHlSed. HUETEEI0~61440, GREIN H32768.
B

4 e B A X
R SR

RAAEH G BAE oA R SR AL AT B T % A &
Nl

B ML e 4096:

TL-SL5428-Combo(config)# spanning-tree priority 4096

30.7 spanning-tree tc-defend

w2 T RCE LS MW 2 RTCHRY, Efinofr & TIKEEVARCE . & ERIBITCHRIC (W
AN EAACHIERR D) Ja, SPATHER IR R . i 2 2% R M TCHR ST i,
PEE M R B 2 25 B i RAR K S, 45 28 AR E Al RAR KBS . TCARY AT LARR 1 — & JA I N
BN TCIR L R R H H AT 42 i L ISR T MR Bk A

kg

spanning-tree tc-defend threshold threshold period period

no spanning-tree tc-defend

threshold —— TCORYIRME, HUEIEFE1~100 (HdEE), SRAERH20. TCLRYIRMHE 2
FETCORY AN, HMIBITCIR S I KEH B H 5, SCHbEZA HA A
FRREAT M Bt ik R PR3

period —TCHRY A ], BUETELE1~10 (B, Sk A5,
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B

AR E A
RARLEER

RAAEH G BlE GG R 7l U i <
A~

BEETCORYIREN304E L, TCORYHIMIN105D:

TL-SL5428-Combo(config)# spanning-tree tc-defend threshold 30 period 10

30.8 spanning-tree hold-count

i M T B AR ER S, ERnofr & H T KRB E .

e
spanning-tree hold-count value
no spanning-tree hold-count
2%
value RS, EIEREANCLE IS R, S R 22 RS R R DRSSO T . L
HYEEN1~20 (pps), BRiME AS5.
B
4 e B A X
R SR
RAAEH G BAE oA R SR AL AT B T % A &
A~

B A I PR i 9 8pps:

TL-SL5428-Combo(config)# spanning-tree hold-count 8

30.9 spanning-tree timer

% 4 T ICE AR B Bk i 1) AL 1), AR, B nod & F TR BRIARLE -
[iss

spanning-tree timer { [forward-time forward-time] [hello-time hello-time] [max-age

max-age] }

no spanning-tree timer
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B

RARLEER

Nl

forward-time —— LHIERS , BITERIZE 0503 I SCHL IR i 1 ARSI A2 FRO S I A 1]
BUETERE 94~30 (B), ERIMEN15, FFH2x (FHIEnS-1) 2240t [a).
hello-time —— M1 (8], RIAZHRBUAIE URSGRSCH A, F T DN i A 75 A7 A2 i e,
BUETEREN1~10 (B2, BUME N2, FFH2x (REEIFA+1) <AL .
max-age —— EALIIE], BIHRSRSCAESSHML A RENS DR A7 1 SR A a0, MRV L

6~40 (), ERIMEN20.

4 R B AR

RAAEHG BfE GO 7 R P T LU Y iZ a4

BB O AR AE N 91680, IBREE I (A 934D, E A ) 92245
TL-SL5428-Combo(config)# spanning-tree timer forward-time 16 hello-time 3

max-age 22

30.10 spanning-tree max-hops

i 2 F st BLAR R SR SO R i KB B inofir & HT IR EBOABCE .

B

RARLEER

A~

spanning-tree max-hops value

no spanning-tree max-hops

value —— f KIBEEL,  BIBMSCGR SO A A BRI e PR 1T 25 b AR, BBV
Flv1~40 (B, BRIMEH20.

4 R B AR

RAAEH G BAE oA R SR AL AT B T % A &

Pa=REONT [ ATSKIE

TL-SL5428-Combo(config)# spanning-tree max-hops 30
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30.11 instance

%2 M T HCEVLAN-MSTPSEGIBRES, & HInofr < HIT-52 B i 5 28 SO BRAR BLFR S o S8

MERIG, 52 SRS C R BB ER
Cig
instance instance-id vlan vian-id
no instance instance-id [vlan vian-id]
¥
instance-id — SIID, JEHIH1~8.
vian-id ——Z IS FVLAN ID.
L Sae
MSTHC B A5
REBUE SR
ARG FBAE A 2T R AL 7T B T Z i &
7~
FFVLAN 11008 5 21 524511 -
TL-SL5428-Combo(config)# spanning-tree mst configuration
TL-SL5428-Combo(config-mst)# instance 1 vian 1-100
F& R S48 1 A A VLAN 1-1008 5 -
TL-SL5428-Combo(config)# spanning-tree mst configuration
TL-SL5428-Combo(config-mst)# no instance 1
H4 524501 f¥IVLAN1-50 \VLAN1-100 B 5 H F2 ik -
TL-SL5428-Combo(config)# spanning-tree mst configuration
TL-SL5428-Combo(config-mst)# no instance 1 vlan 1-50
30.12 name

2 TECEMST B4 . MSTP R LKA # W 25 K1) 73 2 ANk, A6 76 A [T B AT VLAN-
S B 5% R A LA AR T A —MMSTH (Multiple Spanning Tree Regions, %42 iR
S L FE G B AL FAET G

e

name name
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¥

name — %, FITAFEAMSTEL, THIA1~32/ 7%
R

MSTHC B f5 2
LB R

PRI G R0 ORI R P ST B P AT DS P % 4
A~

fic B MSTP /I8 4 Hyregion1:
TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)# name region1

30.13 revision

Zan T ECEMST SERIRMEIT 200 .

i
revision revision
e 2
revision BT, Y5 H0~65535.,
B
MSTH & 1 5
HEALEL R
REEHE O HAE DRSS 2880 P mT DS B % 4
15

Pic EMSTPIET 2453 79 100:
TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)# revision 100

30.14 spanning-tree (interface)

Zdin A M TR E b LT R 2E B ThEe, B iInofr & F 145 2R B Zhise -
kg

spanning-tree
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no spanning-tree

B
O E M58 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

SRLER
WAEEHRA . AE AP PR P v DU i &

7~

T B 1 280 A SR D) BE -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree

30.15 spanning-tree common-config

Zan A AR Os DR E, Efnom S HTMEERIAEE . CIST (Common and Internal
Spanning Tree, 2~ 3LF1PEA M) & iEFe— A X 2% 9 BT 1 725 IR FR AR B o AR & RBCE.
st 3T CISTHISE LA S T A S 3t S 40

[ig
spanning-tree common-config [port-priority pri] [ext-cost ext-cosf] [int-cost
int-cost] [portfast {enable | disable}] [point-to-point {auto | open | close}]
no spanning-tree common-config

2%

pri Uiy RSB, E A2 5E i 1 S 153 2 B Sy 150 26 36 D AR i 1 7 B AR, [R) 45 0%
PO gk e i R AR o . (E8R/DN, RoRJe il . BUETEHI0~240, [A]
k@16, BRI 128,

ext-cost —— AMFE AT . ERIENFMSTEZ MR L, TR H %
RIS EAE, [R5 o e i s AR 9 « (B #R)N, Fosfiids
i, BRERTAEZS).

int-cost —— WIBERRIT4H . ERAEMSTENMERE b, H TR BRI 4
ZZEAE, RN 0 E 1200 1 2 5 2 sk i AR o EBVN, FoRiie ok,
RGN E

portfast —— &5 B Hia%um H, SE i A%EH (disable). 1% N H BHZEIRA [r) i
RARZITRENS, AISEIUPRIEIEH, o/ B (A,

point-to-point —— U6 S EEHCIRAS , A H 8 (auto). 5 )5 Copen) A5 il < 4] ( close )
=ANED, BRI N E B DL SRR RS AR B AN I 1, SRR i B 4R E v
DRI APRHT 7% B AOIRAS s DTl AN 0 B 1R e i SE R I ]
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B

RFRUE R

A~

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RAAEH G BAE oA R SR AL AT B T % &

A H i 1 STPIRE, TR B AN N64, WL AMBERAZITA5379100, T 5 12 S
H:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/1
TL-SL5428-Combo(config-if)j# spanning-tree common-config port-priority 64

ext-cost 100 int-cost 100 portfast enable point-to-point open

30.16 spanning-tree mst

%2 I TMSTPSL GG D HC B, & fInofr < Ml TR xR Sl M A ERINEC B o I I EEAS TR (9 42
JSR S AT DLEAE AN [P A €, AR i & P SR BC EAN [ SEID A i 1 R 24

e

B

RFRUE R

A~

spanning-tree mst instance instance-id { [port-priority pri] [cost cost] }

no spanning-tree mst instance instance-id

instance-id —— 5 BEHC & b & 1 1) S FID5, HUETEH1~8.

pri —— i AR, TORTEXT ST D, if ity 11 A2 75 2 W 0T i 18 4 348 DR iy 11 119
HERYE. BUETERE0~240, [AlkE16, B 128,

cost —— HRBETFEY. BRARTFEYRAEMSTIFA T R SEf o, TP AT H g2
THESZHAG, RN 2 0 10 12 Ik i AR . E8N, RoRtsedk
i, SERNE B,

O AL B 15 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RAAEH G BfE GO P R P T LU Y i 4

BCE S 10560864, 84281 92000:
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TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if}# spanning-tree mst instance 1 port-priority 64 cost

2000

30.17 spanning-tree bpdufilter

%4 H T A48 & i T )5 BPDU E DI R, A F 7 BPDUSRSCREBE T BE 3 1, R AN RSO
fEMBPDURIL, {HE2 A KkiEH S IBPDURIC, MR i Hebl 2 2BPDUR LKL, fRIE
STPitHHIIEHME. & Mnodr & M T2 M6
[ig

spanning-tree bpdufilter

no spanning-tree bpdufilter
L Sae

B O A B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R

HAEH A BAE NN P R v LU % 2
7~

Nt 127 JHBPDUL I D A«

TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree bpdufilter

30.18 spanning-tree bpduguard

24 o948 € i T /5 BPDUBRY DIRE, 5 M 1 BPDURI DIfE =, Wik i ®] " BPDUR XL,
MSTP L3 L 3 [ 5P, i) A e 280 X T iy I A5 MIS TP IR AT, e 5 AT 11 R0 R P X 2% A5 BN 17
KWE . ERInodn & T2 %8
Cig

spanning-tree bpduguard

no spanning-tree bpduguard
L Sae

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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RERER
SRR BRI ARTERSR 2 P AT DB % 4
i

N 1 2F 5 BPDURA T fg -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree bpduguard

30.19 spanning-tree guard loop

wan 2 M R AR IR, Efnom & M T4EM1ZThae. PEsORymT LART 1k il T E R I 28 B
B EERGR,  FECT B B TSR, TR RSB LA

4
spanning-tree guard loop
no spanning-tree guard loop
R
B2 O AL & % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
SRLER
RAERLG . AE RS 20 P 288 F - m] DA i i &
7~

TF A Sy 1 2 PR ER DR«
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree guard loop

30.20 spanning-tree guard root

Zan A T A RN R, Efinom & T2 Z IR ARMF ORI AT LA 1k 24 5 A B AR M O AR
M, AT SRS 2% 40 Fh 45 ) B B 1R AR 5
e

spanning-tree guard root

no spanning-tree guard root
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K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G BfE GO 7 R P T LU Y iZ a4

il
TFJE S I 20 AR DR AP -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree guard root

30.21 spanning-tree guard tc

w2 T RATCHRY, Efnom & M T4 M1ZThat. HHATCRIIIRER, CHHE “TCRYH
W7 W, W BITC-BPDUM R KRB H N “TCIRYBIME” Apristfi i H, @z H G, CHLEZ

JE AN FEEAT b R MM SR AR o SR ah T DARE G0 50 5 b ) B 2 k2 T3
4
spanning-tree guard tc

no spanning-tree guard tc

L E
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR

HAEH A BAE NN R v LU %
7~

FF R 3 1 2 TC LR

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree guard tc

30.22 spanning-tree mcheck

w4 TR AU .
i

spanning-tree mcheck
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K
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G BfE GO 7 R P T LU Y iZ a4

il
J2 F i 210 P SO -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if}# spanning-tree mcheck

30.23 show spanning-tree active

A R Ty E N P R AN S

e

show spanning-tree active
B

UL ORI BT E B X
R SR

p
~pl

WRA R AT AT E R

TL-SL5428-Combo# show spanning-tree active

30.24 show spanning-tree bridge

it 4 FI TR R S LB

Cig
show spanning-tree bridge [ forward-time | hello-time | hold-count | max-age |
max-hops | mode | priority | state ]

B
R BN BT A iE B AR X

KL R

¥
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Nl
WA SN S HILE LS S

TL-SL5428-Combo# show spanning-tree bridge

30.25 show spanning-tree interface

ZinA AT oA mAM R OB E R,

Cig
show spanning-tree interface [ fastEthernet port | gigabitEthernet port |
port-channel /agid ] [ edge | ext-cost | int-cost | mode | p2p | priority | role | state |
status ]
ZH
port —— ELEIRALE S B A 15,
lagid — LAG5 .
B
R BN BT A S B AR X
KL R
T
zN il

S BT i 1 AR A R

TL-SL5428-Combo# show spanning-tree interface

SR Ui 120 AR B A

TL-SL5428-Combo# show spanning-tree interface fastEthernet 1/0/2
ST Ui 12 0 A R A

TL-SL5428-Combo# show spanning-tree interface fastEthernet 1/0/2 mode

30.26 show spanning-tree interface-security

%4 P T o A B 3 1 22 A LA
i

show spanning-tree interface-security [ fastEthernet port | gigabitEthernet port |

port-channel /agid ] [ bpdufilter | bpduguard | loop | root | tc | tc-defend ]
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¥
port —— ELEIRELE A B 1 15,
lagid — LAGS .
B
R R A e B AR
FERLE R
T
P

BN T D 2 R ELE R

TL-SL5428-Combo(config)# show spanning-tree interface-security

BRI 2R E S R

TL-SL5428-Combo(config)# show spanning-tree interface-security fastEthernet
1/0/1

% bpduld 8 &5 1) 2 AL B A5 B -

TL-SL5428-Combo(config)# show spanning-tree interface-security bpdufilter

30.27 show spanning-tree mst

i A T B RMST SEGI I AH OGAE B

[ig
show spanning-tree mst { configuration [ digest ] | instance instance-id [ interface
[ fastEthernet port | gigabitEthernet port | port-channel /agid]]}
ZH
instance-id — %R EE BRI SLBIID, HUETEE1~8,
port —— ELEIRELE A B 1 5.
lagid — LAG'5 .
K
R B BT A e B AR K
KL R
T
zN il

BRVLANRIMST S X 3845 AR B A5 B -
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TL-SL5428-Combo(config)# show spanning-tree mst configuration
EIRMSTSERT RIS B

TL-SL5428-Combo(config)# show spanning-tree mst instance 1
SIRMS TS I I S 5 S

TL-SL5428-Combo(config)# show spanning-tree mst instance 1 interface
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$£31% IGMPRITECE 74

IGMP Snooping (Internet Group Management Protocol Snooping, IGMPiil) J&izfTfEsc #Al
WIZAR LR, F TR BRI G 4R . B FIGMP T ThEE AT LA Rtk b 41 3% B /e R 48 v
.

31.1 ip igmp snooping(global)

Zar S TIGMPERECE, € Hnodr &M T2 %Ik .

kg
ip igmp snooping
no ip igmp snooping
B
4 Jeyic B A
R SR
RAAEHG BfE GO 7 R P T LU Y iZ a4
Nl

TFE IGMP 4 = fic & -

TL-SL5428-Combo(config)# ip igmp snooping

31.2 ip igmp snooping (interface)

4 H o8 E i 1 B B IGMPTIT Dhfg, B HInof < M T 25 M1 fE

e
ip igmp snooping
no ip igmp snooping
B
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
SRLER
RAEHG . 5AE RS PRI P T DA i &
7~

JEJE s I 3HIGMPA W D fie -
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TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping

31.3 ip igmp snooping rtime

%2 T3 IGMP 0Tl 4 Jm i 1 25 3 U TR), 26 no fin & TR BRME . BOARIZ AL TR 2
300 .

e

ip igmp snooping rtime rtime

no ip igmp snooping rtime
2%

HE K FIAFDE, BUE TS 60-600 5.

B

4 Jeyic B A
R SR

ARSI FAE A R R AL 7T DU T Z i & 2
~pl

W IGMP W 2 =) 24 H 2% i IR 8] 249 100 5

TL-SL5428-Combo(config-if-range)# ip igmp snooping rtime 100

31.4 ip igmp snooping mtime

1% A T IGMP Wy j 7 g S 18], B ) no A& H TR E BRNE . BRI Z AL [A] 2 260 5.
£
ip igmp snooping mtime mtime

no ip igmp snooping mtime

S5

mtime ——4§ 5 1 ALK DKL, B i 60-600 £5.
LB

A R B
RERLE R

FUA B GURRAE 3SR A F P AT LUAE % 4
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A~
B E IGMP it 2= J) i 51 3 1 B 5] 29 100 £D

TL-SL5428-Combo(config-if-range)# ip igmp snooping mtime 100

31.5 ip igmp snooping report-suppression

%4 T IGMP Report i 3C il 7RIS, XFREAAARHE, RAAH A IGMP il 5 B # & 2
% 3 RV, BRI FAIEAN IGMP b oSO £ 58 . B no e M T4 iZIhRE,
ERINAL TR IR

e
ip igmp snooping report-suppression
no ip igmp snooping report-suppression
B
4 e B A X
RRLER
ARSI #BAE A 2T R R AL 7T DU T Z i &
A~

JF )& IGMP Report #3411 -

TL-SL5428-Combo(config-if-range)# ip igmp snooping report-suppression

31.6 ip igmp snooping immediate-leave

24 TR B L PO BT ThRE, B nofr & H T AE i IIRE .
[ig

ip igmp snooping immediate-leave

no ip igmp snooping immediate-leave
B

B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G BAE oA R SR AL AT B T % A &

Nl
T ) 3 11 B BRIE T D RE -
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TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping immediate-leave

31.7 ip igmp snooping drop-unknown

i TR RAHFERSCE T IhRE, B fnodr & M 4512 Re -

kg
ip igmp snooping drop-unknown
no ip igmp snooping drop-unknown
B
4 Jeyic B A
RARLEER
RAAEH G BRfE GO P R T LU Y iZ a4
~pl

TR RFNH RS EFE I RE -

TL-SL5428-Combo(config)# ip igmp snooping drop-unknown

31.8 ip igmp snooping last-listener query-inteval

22 F TR KRR e A Wk ST RSN ], &/ no fir & H T IREBOAME . BOARITAIRRZE 1
e

e

ip igmp snooping last-listener query-inteval interval

no ip igmp snooping last-listener query-inteval
2%

interval 858 ROR 2 HEWARCCHI R 8, A1 2] 5.
B

4 e B A X
R SR

RAAEH G BfE GO 7 R Pl LU Y iZ a4
Nl

BEE RO E A WKL) R (8] 4 3s:
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TL-SL5428-Combo(config-if-range)# ip igmp snooping last-listener query-inteval

3
31.9 ip igmp snooping last-listener query-count
% fn % T8 KRR E H A WO E, B no fr S F TIREBRIME . BRIARIIRELE 2 X

ip igmp snooping last-listener query-count num

no ip igmp snooping last-listener query-count

¥

num —— 455 ROXFFE A BRI REL 1) 5,
L5

LRI B
RERER

SR B BRI P 2 P AT A i &
i

W B RE R E H AR SR ECR 3:
TL-SL5428-Combo(config-if-range)# ip igmp snooping last-listener query-count
3

31.10 ip igmp snooping vlan-config

Z a4 T 5l 8 EVLANBIGMPIT Dfe, JHEHILIGMPSE LUK B @ s S i b 26 H . &
[Finofir & F T 25 F 45 2 VLAN I IGMPT T D g . IGMPAT T B g 37 ¥ 4 3R 22 55 T-VLAN #i81,
AFEIFIVLAN AT LA B A FIGMP 2L, A4 FH T & 51 VLANIGMPHT 244
e
ip igmp snooping vlan-config vian-id-list [ rtime router-time | mtime member-time |
rport interface { fastEthernet port-list | gigabitEthernet port-list | port-channel /agid } ]
ip igmp snooping vlan-config vian-id-list static ip interface { fastEthernet port-list |
gigabitEthernet port-list | port-channel /agid }
no ip igmp snooping vlan-config vian-id list [ rtime router-time | mtime member-time
| rport interface { fastEthernet port-list | gigabitEthernet port-list | port-channel
lagid } ]
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B

RFRUE R

Nl

no ip igmp snooping vlan-config vian-id-list static ip interface { fastEthernet

port-list | gigabitEthernet port-list | port-channel /agid }

vian-id-list — FHESMIGMPSEUIVLAN IDFIFR, BUETER1~4094, #3:UN1-3, 5.
router-time —— % HH &3ty I (8] o 25 B 18] A, G SR AT 4L AT MR E s 1 #0538
RS, A NIZEE f a1k . BUEERI60~600 (FP), BRIAME N300,
member-time —— i i VIS 6] o £ T (R] Y, 0 SR AZ $e L0 FES0 B s DRy 1 i
MR RST, HEARIZE G R 3. BUETEE60~600 (F2), BRIME N260.
leave-time —— B JG IS [A], B AL ACIE B4R ST BIAC LA % E WL A ZH # 20 o
Bk RIS 1) B VO FE1~30 (B), ERIME M.

port-list —— i 7158 53R

lagid —— LAG 2.

ip —— FEAAEIPHbE.

R C B
RAAEEG BfE GO 7 8 P T LU Y iZ a4

J5 FIVLAN 1-3FJIGMPt T DI BE, K5 B AT % i i 1 IS 1) 35 & 9 3004D 8 5 S 11 sF 1)
WHE 20070, FEHEVLANT-211 6 B g 5181

TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-3 rtime 300
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-3 mtime 200
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-2 rport interface
fastEthernet 1/0/1

FEVLAN 29 i I S ikl 2 H . 2H9%IP259225.0.0.1, % K b 11 A3 F11-3:
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 2 static 225.0.0.1

interface range fastEthernet 1/0/1-3

31.11 ip igmp snooping multi-vlan-config

i M TR HIEVLAN, Efinotr& H T IHERAH R4 FEVLAN.
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kg

B

RARLEER

Nl

ip igmp snooping multi-vlan-config [ vian-id ] [ rtime router-time | mtime
member-time | rport interface { fastEthernet port-list | gigabitEthernet port-list |
port-channel /agid } ]

no ip igmp snooping multi-vlan-config [ rtime router-time | mtime member-time |

rport interface { fastEthernet port-list | gigabitEthernet port-list | port-channel lagid } ]

vian-id —— FTEBKECEMVLAN ID, HUEEH2~4094 .

router-time —— % tH 2% v N (] o ZE BTN TE] A, A0 SRAZ I BL A AN H 43 1 $e S 3]
BWIRC, BECNZES 2 12k BUETEEI60~600 (F5), ERIAMHEA300.
member-time —— {53 % ] (8] o ZETUINT [R] P, G SR A8 B LA A0 381 1k 07 s 1 R 3%
R R0, SR o A BUE S FE60~600 (F)), BRIME 4260.

port-list —— %5 113 .

lagid — LAG5.

4 R B AR

RAAEH G BfE GO P R P T LU Y i 4

7

THEAFEVLANI) E, JF BB VLAN 3 i b e i 1) 9 10048+ 1 54 3 - ] 910085,
A B o 1 Ay 111/0/3:

TL-SL5428-Combo(config)# ip igmp snooping multi-vlan-config 3 rtime 100
TL-SL5428-Combo(config)# ip igmp snooping multi-vlan-config 3 mtime 100
TL-SL5428-Combo(config)# ip igmp snooping multi-vlan-config 3 rport interface

fastEthernet 1/0/3

31.12 ip igmp snooping querier vian

i 4 H TE4R E VLAN T BEIGMPAT T i 85 DI RE, & fnodin & HI T-25 4 € VLANH (7 IGMP1i

=

et

kg

i

(aay

ip igmp snooping querier vlan vian-id

no ip igmp snooping querier vlan vian-id
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2%
vian-id — VLAN ID, [ 1-4094.
B
AR E A
RARLEER
RAAEHG BfE GO 7 R P T LU Y iZ a4
P

ZEVLANA F {8 BEIGMPASi T 25 ) 22 Th fE «

TL-SL5428-Combo(config)# ip igmp snooping querier vian 1

31.13 ip igmp snooping querier vian (general query)

Zan 2 M TR BIGMPAT & W& B & 2E, Efnodr &l TIKE AR E .

Cig
ip igmp snooping querier vlan vian-id { query-interval interval |
max-response-time response-time | general-query source-ip ip-addr}
no ip igmp snooping querier vlan vian-id { query-interval | max-response-time |

general-query source-ip }

ZH
vlan-id —— VLAN ID, J5[41-4094,
interval —— & IE A AR SCHOIS RN (ARG, HU{ELYE Bl AL 10-30070,  BRIA(E 96070 .
response-time 6 8 2 P R R 8 F A O S B O S ], HUE a1 22588,
ERNE 108D
ip-addr —— IGMP1it T £ 1] 25 BT K3 (138 F A RSO HRIP, AR NIRRT ik bk .
ERIME N192.18.0.1.

B
4 JR i B A

SRLER
ARSI FAE A 2R R B AL 7T DU T Z i &

il

FEVLAN2 {5 BEIGMPT T 25 1) &5 138 F 7 W 4R SCH AOK AT RE 920080, f5e A ML 8] 24
20%5:

TL-SL5428-Combo(config)#ip igmp snooping querier vian 2 query-interval 200
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TL-SL5428-Combo(config)#ip igmp snooping querier vlan 2 max-response-time

20

31.14 ip igmp snooping max-groups

ip igmp snooping max-groups A . E — iy 15 2 Ae % In A\ 2 2 #% 20 %0 & ; ip igmp snooping
max-groups action H 1A E 24— 1 FTI N B4 5 20 Bk BIRR e (g i), X2 138 IGMP i
A FESE . no ip igmp snooping max-groups FH T FR S i A B AR LR H, IR
5 HIAR LR HRZ: no ip igmp snooping max-groups action AT~V 5 i K Firin A 3 4036 41
L F BRI, X IGMP Rk ERNERAE, BIEFERAE. X dr S AN shSH R HA 2L
4

ip igmp snooping max-groups [ maxgroup ]

ip igmp snooping max-groups action { drop | replace }

no ip igmp snooping max-groups

no ip igmp snooping max-groups action

¥
maxgroup —— VEE R T RE M IR KR A ECE, YR 1 5] 1024, ZRIMER
1024.
drop —— 43 I FTAN A BB IR 4L 1 %€ 19 maxgroup, i FUR AN A BT
W HARA
replace M BTN B AS RIS 1 12 1 maxgroup, HTIMA A2 2% B
SR PRI 1P S/ IH AL 5% B AT B ¥

L E

O AL B 1% 50 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RARLEER
RAAEH G Bfb GO P R P T LU Y iZ a4

A~
g 1/0/2-5 £ Be MBS AR AEE RN 10 A, HIEF) 10 NMa A4k a
TN, MR HFEA % H S S H AR A P SN IH A8 5% H BEAT B ik

TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-5
TL-SL5428-Combo(config-if-range)#ip igmp snooping max-groups 10

TL-SL5428-Combo(config-if-range)#ip igmp snooping max-groups action replace
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31.15 ip igmp profile

Zan 4 T804 IGMP profile X, "E /I no w4 F T MIBR4E € 1) profile S04«
LilSe

ip igmp profile id

no ip igmp profile id

2
id & profile X1 ID, JulEH 1-999.
B
4 A ic B A X
R SR
HAEH A BAE NN R v DU %
~pl
Bl profile 1:
TL-SL5428-Combo(config)# ip igmp profile 1
31.16 deny
Z A M THCE profile i IEFE R deny.
LilSe
deny
L Sae
Profile fic B A
RRLER
ARSI FAE A 2T R B AL 7T DU T Z i &
~pl

B E profile 1 T I8N deny:

TL-SL5428-Combo(config)# ip igmp profile 1
TL-SL5428-Combo(config-igmp-profile)# deny

31.17 permit

Zan A HTHCE profile (it IR A A permit.
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kg

permit

B
Profile At & 1% =,

RARLEER
RAAEHG BfE GO 7 R P T LU Y iZ a4

7~
K& profile 1 IS JEEIA N permit:
TL-SL5428-Combo(config)# ip igmp profile 1
TL-SL5428-Combo(config-igmp-profile)# pemit
31.18 range

1Zam 2 H THCE IGMP profile fid JE 0 bk 1E FE, © /) no & H T B 5 e I A ik bk

range start-ip end-ip

no range start-ip end-ip

start-ip —— JECIHAFE IP Hill.

end-ip SERZHAE 1P bl

B
Profile At & i =

FERLE R
HREEHG . BE QR U - 8000 F P ] DU 2 4
P
fid & profile 1 H1— 2k e 4L #& Hubik 3 BBl oA 225.1.1.1 31 226.3.2.1:

TL-SL5428-Combo(config)# ip igmp profile 1

TL-SL5428-Combo(config-igmp-profile)#range 225.1.1.1 226.3.2.1

31.19 ip igmp filter

%2 T8 —> profile U452 KT LUK KSR 1, "B/ no dr 4 I T MR 45 72 /) profile-ii 145 7€ 5%
H

o

213



=EMEBERZENL AT T

Cig

ip igmp filter profile-id

no ip igmp filter
¥

profile-id —— 75 £455€ (1) profile ID.
B

O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEH A BAE NN P R v LU %
zN il
41 5€ profile 1 FIZHALHI I 1 1/0/2:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2
TL-SL5428-Combo(config-if)# ip igmp filter 1

31.20 clear ip igmp snooping statistics

Z 2 B FRIGMP T R LG THE B
e
clear ip igmp snooping statistics
B
R B A BT A e B AR X
R SR
RAEH G BAF oA R SR AL 7T B T % A &
A~
HERIGMPHR G5 B -

TL-SL5428-Combo# clear ip igmp snooping statistics

31.21 show ip igmp snooping

Zan A H T BRIGMPA R B (5
e

show ip igmp snooping
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LB

BB L B
RERLE R

x
i

BIRIGMPA: RRLE 5

TL-SL5428-Combo# show ip igmp shooping

31.22 show ip igmp snhooping interface

Zir 2 T SoRIGMPG L E S B .

[ig
show ip igmp snooping interface [ fastEthernet port-list | gigabitEthernet port-list |
{ basic-config | max-groups | packet-stat}
show ip igmp snooping interface [ port-channel [ /ag-/ist | ] { basic-config |
max-groups }
¥
port-list —— F 87~ it B A B I 5 513
basic-config | max-groups | packet-stat —— #4825 R (AR S B S E o
lag-list— E %R B (E B ILAGS/LAGY K .
L Sae
R BB AN i A T B A 2
KL R
p
7~

B BT Ui I MILAGHIIGMP A A L & A5 S -

TL-SL5428-Combo# show ip igmp snooping interface basic-config

R T2 IGMPAE AT B A5 .

TL-SL5428-Combo# show ip igmp snooping interface fastEthernet 1/0/2
basic-config

woR I 1 1-4IGMPIR LA THE B

TL-SL5428-Combo# show ip igmp snooping interface range fastEthernet 1/0/1-4

packet-stat
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31.23 show ip igmp snooping vian

%4 H T ERIGMP VLANEC B 15 E..

kg
show ip igmp snooping vlan [ vian-id ]
2
vian-id — #EE/RVLANS .
B
R R BT E B
R SR
x
Nl

i 7RVLAN 2f{)IGMP Snoopingfit & 15 2.:

TL-SL5428-Combo# show ip igmp snooping vian 2

31.24 show ip igmp snooping multi-vian

iz T BoRHIEVLANBL B 15 B .

LilSe
show ip igmp snooping multi-vlan
B
RERURB A BT BARE B AR
RRLER
p
~pl

ERHREVLANIE B 2

TL-SL5428-Combo# show ip igmp snooping multi-vian

31.25 show ip igmp snooping groups

i M T Bos A AR AU 2 o AT LAE A TSI e 2 B UL B o 6 78 VL AN 1 &5 2 56 A 25 21 4k
L=RERSS
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kg

B

RARLEER

A~

show ip igmp snooping groups [ vlan vian-id ] [ count | dynamic | dynamic count |

static | static count ]

vian-id — FHE R HREE BHVLANS .
count — BRI AFEALEH
dynamic — EETH M ASHBAEE L.
dynamic count —— RIRBIAHFFHEH -
static — &H A KIESAEAE R
static count —— WORFFASHIBHEIIEHE .

R 2 S T B B AR 2

¥

SN ISP S

TL-SL5428-Combo# show ip igmp snooping groups

WRVLAN 5T A AR H -

TL-SL5428-Combo(config)# show ip igmp snooping groups vlan 5

5 7RVLAN 5 2 H4H 2% H AL

TL-SL5428-Combo(config)# show ip igmp snooping groups vlan 5 count
BREASHEIEARE A%

TL-SL5428-Combo(config)# show ip igmp snooping groups vlan 5 dynamic
WoRiE ARSI

TL-SL5428-Combo(config)# show ip igmp snhooping groups vlan 5 static
Z/RVLAN 5Hh 3 A HRH % H A

TL-SL5428-Combo(config)# show ip igmp shooping groups vlan 5 dynamic count
ERVLAN 5rb s A AR 4L 2% H AN

TL-SL5428-Combo(config)# show ip igmp snooping groups vlan 5 static count

31.26 show ip igmp snooping querier

%A H T R VLAN HIGMPAT T A ] 25 1015
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Cig
show ip igmp snooping querier [ vlan vlan-id ]
¥
vian-id — ZR/RE WG SRVLAN ID, BUETEME1-4094. EATRE, WERITA
VLANTH ) 2 if] 22 L B
B
RO A BT TiE B AR
FEBUE SR
p
zN il

EIRIGMPHTT A& 115 S -

TL-SL5428-Combo(config)# show ip igmp snooping querier

31.27 show ip igmp profile

Zar A T EoR profile HIC B 58 .

e
show ip igmp profile [ id ]
2%
id i€ i o B EA5 S Y profile ID, Yl 1-999.
B
R ORI BT E B X
RARLEER
x
A~

SR profile KR EAS E.

TL-SL5428-Combo(config)# show ip igmp profile
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323 MLD i B a4

MLD Snooping (Multicast Listener Discover Snooping, MLDfiiWr) R I&477EAZ bl L HIIPve 4L+
LIRHLE], TR AR . 5 FIMLDTT D) B8 R DA 0k o 2H REECHE 7 2 T 1

32.1 ipv6 mid snooping(global)

Zin 2T AMLDBIY &R E, ERnodr &M T2 Ike .

e
ipv6é mid snooping
no ipv6 mid snooping
B
4 e B A X
R SR
HAGE B GO ERAE 61 SR AL AT BLE i &
A~

JFJE MLD At 4 Ja i & -

TL-SL5428-Combo(config)# ipvé mid snooping

32.2 ipv6 mld snooping (interface)

24 H T AR E i L G EMLD T D e, B nofr & H T2 i DhRE .
e
ipv6é mid snooping

no ipv6 mid snooping

B
B O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

HAGE B GO ERAE 61 SR AL AT BUE T % &

JFJE 3 1 2 MLD At Wy T e -

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2
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TL-SL5428-Combo(config-if)# ipvé mid snooping

32.3 ipv6 mld snooping rtime

e TR MLD 007 45 B E 2850 IR, 0 no i P TR AL BRULEL. BRI At 12
300 1,

e
ipv6é mld snooping rtime rtime
no ipv6 mid snooping rtime
2%
rtime T2 2L TR K, BUE TG 60-600 5.
B
4 Jeyic B A
R SR
FUA L GURNMHERAE AR IR P AT DU % i &
~pl

BCE MLD A5t 4 Jm) i i 2% i 1N 1R) 9 100 #5:

TL-SL5428-Combo(config-if-range)# ipv6 mid snooping rtime 100

32.4 ipv6 mld snooping mtime

% fr % T MLD 5ty Bl 52 3 S TR], B0 no & F TR ERUMA . BRARIZ 0] 2 260 5.
£
ipv6 mld snooping mtime mtime

no ipv6é mid snooping mtime

2%
mtime TR AL MR, BUEEHE 60-600 /5.
B
R C B
RARLEER
HAGE B GO ERAE 61 SR AT AT BLE A % &
A~

BEE MLD it 2 7 s 64 B 1B 8] 24 100 A
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TL-SL5428-Combo(config-if-range)# ipv6 mld snooping mtime 100

32.5 ipv6 mid snooping report-suppression

%4 FIF MLD Report # Sl e FHB, %4 F6AALRAL, A 55— MLD He i il B K 58
32, B BACEIHIFZLRLI MLD Hes 50k B35 10 no 4 4 HI T4 e, Bk
BT KRS

Cig
ipv6 mld snooping report-suppression
no ipv6é mid snooping report-suppression
L Sae
4 JRi e B R
REBUE SR
FUA B GUNERAE AR TR P Al DA P 1% i &
zN il

JTJ& MLD Report 324104l -

TL-SL5428-Combo(config-if-range)# ipvé mid snooping report-suppression

32.6 ipv6 mid snooping immediate-leave

24 TG B L PO BT T RE, B inofr & H T A i IIRE .
e
ipv6é mld snooping immediate-leave

no ipv6 mid snooping immediate-leave

L E
B2 O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
FUA B GUNERAE AR TR P Al DA P % i &
zN il
T i 1 3R RIS B T Tl
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ipvé mld snooping immediate-leave

221



=EMEBERZHNL AT FM

32.7 ipv6 mid snooping drop-unknown

win 2 TR R HFERSCE T IhRE, B fnodr & M 4512 Re -

kg
ipv6 mld snooping drop-unknown
no ipv6é mid snooping drop-unknown
B
4 Jeyic B A
R SR
HUEE B O ERAE LSRR T 7T BUE % i &
Nl

TR RFNH RS EFE I RE -

TL-SL5428-Combo(config)# ipv6 mid snooping drop-unknown

32.8 ipv6 mid snooping last-listener query-inteval

i e e AR E A W CCHRIRER TR, B no ar @ HTHIKEERINME. BUARIEEZ 1
e

e
ipv6 mld snooping last-listener query-inteval interval
no ipv6é mid snooping mtime
2%
interval 1858 ROR P HEWARCCHI R 8, A1 2] 5.
B
4 Jeic B A
R SR
FUEE B R4 D3RR T AT BUE i i &
~pl

VB RIR e 2B AR SCH (] BRI [E] A Bs:
TL-SL5428-Combo(config-if-range)# ipvé mid snooping last-listener

query-inteval 5
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32.9 ipv6 mid snooping last-listener query-count

% TR 2 AE R 2 H AW CSCHIREL ER no fr S FTIREBOME. BOARIIREGE 2 K.

ipv6 mld snooping last-listener query-count num

no ipv6é mid snooping mtime

2%
num TRAE BOER e LA WO IREL M1 2 5.
B
R C B
RARLEER
HUEE B R4 D3RR T AT BUE i i &
A~

VB R IE R 8 AT AR SO IR BN 5:
TL-SL5428-Combo(config-if-range)# ipv6é mld snooping last-listener query-count

5

32.10 ipv6 mld snooping vlian-config

1z A AT a8 2 VLANFIMLD T DhRE, B HMLD S UL R G F S Al igh b 6 H . B0
nofir 4 1 T-2% F 45 & VLANFIMLDA W D B8 . MDA T BT 8 57 1 4 4% 202 36 T VLANT 3835k, R [A
FIVLANT] L B A F FIMLDS 4, A& F T HC B AN VLANFIMLDA T 244

kg

ipv6 mld snooping vlan-config vian-id-list [ rtime router-time | mtime member-time |

rport interface { fastEthernet port-list | gigabitEthernet port-list | port-channel /agid } ]

ipv6 mld snooping vlan-config vian-id-list static ip interface { fastEthernet port-list |

gigabitEthernet port-list | port-channel /agid }

no ipv6 mld snooping vlan-config vian-id-list [ rtime routertime | mtime
member-time | rport interface { fastEthernet port-list | gigabitEthernet port-list |
port-channel /agid } ]

no ipvé mld snooping vlan-config vian-id-list static ip interface { fastEthernet

port-list | gigabitEthernet port-list | port-channel /agid }

vian-id-list —— FHEEMMLDZEVLAN IDF, BUETGEEI1~4094, %X K1-3, 5
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B

RFRUE R

A~

router-time —— % ri1 2 i 1IN (] o FEFTUCIN R A, 20 SRAZ AL A 45 i 11 4 A0 5
RO, WA IZEE f a4 R 2. BUEERI60~600 (FP), BRIAMEH300.
member-time —— J b VS 6] o 72 BTN (A] Y, 0 SRAZ HL A M3 e i 11 A I&
MR SR SC, B AIZ R 5L oG T k. BUE E FEl60~600 (F2), ERIME N260.

port-list —— % i 151 3%

lagid — LAG 5.

ip —— FHRAHFFIPHLLE.

4Ry B AR

HAGE B GO ERAE 61 SR AT AT BLE % &

JA FIVLAN -3 IMLDAGT T Zhg, K5 e AT % s N 8] 352 B 93000« ol o i 1 I 1)
BB 20070

TL-SL5428-Combo(config)# ipvé mid snooping vlan-config 1-3 rtime 300
TL-SL5428-Combo(config)# ipvé mid snooping vlan-config 1-3 mtime 200
FEVLAN 29 i I Sl ik 2 H . 2H3%IP29225.0.0.1, % K% b 11 A3 F11-3:
TL-SL5428-Combo(config)# ipvé mid snooping vlan-config 2 static 225.0.0.1

interface range fastEthernet 1/0/1-3

32.11 ipv6 mld snooping multi-vlan-config

Zam A T AR HREVLAN, B finofr 4 T MHBRAR R 4 REVLAN.

kg

ipv6é mid snooping multi-vlan-config [vian-id] { rtime router-time | mtime
member-time | rport interface { fastEthernet port-list | gigabitEthernet port-list |
port-channel /agid } }
no ipv6 mld snooping multi-vlan-config [vian-id] { rtime router-time | mtime
member-time | rport interface { fastEthernet port-list | gigabitEthernet port-list |
port-channel /agid } }

vian-id — FHEEMBCE FIVLAN ID, HUHE 5 FEI2~4094.
router-time —— % M1 b [ (8] o £ T BC (8] AT, G SRAZ HA LA AT AES 2 B 1 #20 2)
AWARSC, BNy s LR R BUETEEI60~600 (F5), BRIME Y300,
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B

RARLEER

A~

member-time —— J b VS ) o 72 BTN TA] Y, 0 SRAZ LA M3 il i 1 ik
R RS0, B IZ R o A BUE TS FE60~600 (F)), BRIME 4260,
port-list —— % 7 i 51 5%

lagid — LAG5 .

4 R B AR

HAGE B SRR P ] A %A 2

THIR A FEVLANIIRE, I3 B VLAN 31 # H 2% i 1IN TR 29 10085 B 57 A 18] 910040,
AN B o 1 Ay 111/0/3:

TL-SL5428-Combo(config)# ipvé mid snooping multi-vlan-config 3 rtime 100
TL-SL5428-Combo(config)# ipvé mid snooping multi-vlan-config 3 mtime 100
TL-SL5428-Combo(config)# ipvé mid snooping multi-vlan-config 3 rport

interface fastEthernet 1/0/3

32.12 ipv6 mid snooping querier vian

i 2 H T E4R E VLANH fEBEMLD it W &R 45 DI RE» " finofir & HI 48 H i € VLANH i MLD it iy
Hifj AR

B

RFRUE R

Nl

ipv6 mld snooping querier vlan vian-id

no ipv6 mid snooping querier vlan vian-id

vlian-id —— VLAN ID, Ju[51-4094.

4 R B AR

FUEE B R4 D3RR T AT BUE i i &

FEVLANT H {8 REMLD (T Wiy 25 160 25 Th fE :

TL-SL5428-Combo(config)# ipvé mid snooping querier vian 1
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32.13 ipv6 mld snooping querier vlan (general query)

l IJ

kg

B

RFRUE R

Nl

AT REMLDAY il s E M AWSE, Efnofr &1 TIKEEIAIE .

ipvé mild snooping querier vilan vian-id {query-interval interval |

max-response-time response-time | general-query source-ip ip-addr}

no ipv6é mld snooping querier vlan vian-id { query-interval | max-response-time |

general-query source-ip }

vlan-id —— VLAN ID, J5[41-4094,
interval —— i1 FH A AR SCA I R (R)RS ,  HUE VG N 10-30080, BRINE 607D .
HE SIa], EUE S 1 212550,

ERAINMEN10FD
ip-addr —— MLDATWT 25 1 2% BT A 32 (1038 FH B R SCRIIRIP, ASRE ARG E FEHbdE
ERINE 9192.18.0.1.

4 R B AR

RAE B L AN A 53 RAL 7 AT U % i &

FEVLAN2 5 5 MLD AT A5 16 5% O30 28 1) 40 ST AT AT RR 2920040, e K B2 7]y
20%%:

TL-SL5428-Combo(config)#ipv6é mld snooping querier vian 2 query-interval 200
TL-SL5428-Combo(config)#ipv6 mid snooping querier vlan 2 max-response-time

20

32.14 ipv6 mld snooping max-groups

F R E — A R 2 e I\ B4 3% 41505 ; ipv6 mid snooping max-groups action Tt &
2 —Auitg BTN B 20 F5 20 2500k B R e A B, YRR 3T MLD $i 25 4R SC AL #E S0 F - no ipv6 mild
snooping max-groups H T iR FE 2 i M 1 i KA FFAR S|, WE BN LRGPIRE; noipve
mld snooping max-groups action T o H BT in A\ BB 2] F RIS, X MLD # S Bk
WHRAE, RIRFEERAE. X4 R A H A L.
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Cig
ipv6 mld snooping max-groups [ maxgroup ]
ipv6 mld snooping max-groups action { drop | replace }
no ipv6é mid snooping max-groups

no ipv6 mid snooping max-groups action

maxgroup —— BE R RSN KB K AR H I EE, T2 1 31024, BRiAEZ
1024.
drop —— ¥ AN AR ShaS AR AL 1 %€ ) maxgroup, S R A2 I B
HrH AR
replace —— 4% [ BT N\ 2 B A #4115 ) maxgroup, #rinARHREH % H
SEFRASRAL 1P /N IR ARG 5% H 24T B it

S
B2 O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

SRLER
WA B G AR SR P AT DA %%

7~
WE N 1/0/2-5 J Z RE A RIS HIEHEE N 10 4, EHIEF 10 AN AH I HKRA
BINS SEIN B ZE R 5% H 2k R RR 4 \P s/ I TH 276 2% H A7 5 4t
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-5
TL-SL5428-Combo(config-if-range)#ipv6 mid snooping max-groups 10
TL-SL5428-Combo(config-if-range)#ipv6é mid snooping max-groups action

replace

32.15 ipv6 mld profile

ZAn 4 H T2 MLD profile X, BRI no @4 H T k45 € 19 profile SC1F.

ipv6é mld profile id
no ipv6 mid profile id

id i€ profile XA 1D, JuFE N 1-999.
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B
4 Jeyic B A
RRLER
HAGE B GO ERAE 61 SR AT AT BUE % &
A~
B % profile 1:
TL-SL5428-Combo(config)# ipv6 mld profile 1
32.16 deny
Za A THCE profile i IRl deny.
e
deny
B

Profile fic. & 1% 2

R SR
HAGE B GO ERAE 61 SR AL AT BLE % &

A~
fic & profile 1 fJit RN deny:
TL-SL5428-Combo(config)# ipv6 mld profile 1
TL-SL5428-Combo(config-mld-profile)# deny
32.17 permit
Zar A THCE profile HL IR A permit.
4
permit
S

Profile Fic & 5 x{
KL R
FUA B GUNERAE AR TR P Al DA P % i &
~pl
fic & profile 1 fJit R AN permit:
TL-SL5428-Combo(config)# ipv6 mld profile 1
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TL-SL5428-Combo(config-mld-profile)# pemit

32.18 range

%4 H T HE MLD profile (i JEH FEHIIERIVER, E ) no #r & TR 5 2 F AL sk

range start-ip [end-ip]

no range start-ip [end-ip]

start-ip —— JECIHALFE IP .
SRR 1P bk,

end-ip
B
Profile At & 1% =

LB R
R AR AL P mT DA i 2
7~
BLE profile 11— &t B4 Hu bk T Ly 225.1.1.1 31 226.3.2.1:

TL-SL5428-Combo(config)# ipv6 mld profile 1

TL-SL5428-Combo(config-mld-profile)#range 225.1.1.1 226.3.2.1

32.19 ipv6 mld filter

Zar A T48E — profile 248 E I LLKMIRE, 'E /) no 4 F T8 & 1 profile-i 1145 7€ 2
H

o

[ig
ipv6 mld filter profile-id
no ipv6 mid filter profile-id
¥
profile-id —— 75 £45 %€ ¥) profile ID.
L Sae
O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R

A8 2R DURMRATE 53 ST A F P mT DA % i

N
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7~
41 5€ profile 1 FIZZHALH I 1 1/0/1:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1
TL-SL5428-Combo(config-if)# ipv6 mld filter 1

32.20 clear ipv6 mld snooping statistics

fir 4 TR BRMLD DT RO S Se i3 .
fir s

clear ipvé mld snooping statistics
B

R B BT e B AR X
R SR

RAEH G BAF oA R SR AL 7T B T % &
~pl

HERMLDIR S SE S 2.

TL-SL5428-Combo# clear ipv6 mld snooping statistics

32.21 show ipv6 mld snooping

Za A AT BRMLD A R B AE B .

LilSe

show ipv6 mld snooping
L Sae

U R BT E B X
RRLER

x
~pl

E/RMLDAE R ERE S

TL-SL5428-Combo# show ipv6 mid snooping

32.22 show ipv6 mid snooping interface

% A H T W sMLD I H AL B AE S
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kg
2%
B
RARLEER
A~

show ipv6 mld snooping interface [ fastEthernet port-list | gigabitEthernet port-list |

{ basic-config | packet-stat | max-groups }

show ipv6 mld snooping interface [ port-channel [ /ag-/ist ] ] { basic-config |

max-groups }

port-list —— E R RELE A5 B TSR 51 .
basic-config | packet-stat | max-groups —— ¥ E B FIA L EE R .
lag-list— ZRICEE B FILAGT/ILAGYE .

UL ORI BT E B X

T

SR T2 MLD AL B A5 -

TL-SL5428-Combo# show ipv6 mld snooping interface fastEthernet 1/0/2
basic-config

R 1 1-4MLDHR LA TS B

TL-SL5428-Combo# show ipv6 mld snooping interface range fastEthernet 1/0/1-4

packet-stat

32.23 show ipv6 mld snooping vlan

%4 M T 5W~MLD VLANRLE A5 &

e

2%

B

RFRUE R

show ipv6 mid snooping vlan [ vian-id ]

vlan-id — E E/RVLANS

R R BT HE LA

¥
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P
i 7RVLAN 2ff)MLD Snoopingfit & 15 &.:

TL-SL5428-Combo# show ipv6 mld snooping vian 2

32.24 show ipv6 mid snooping multi-vian

iz T BoRHIEVLANBL B 15 S .

LilSe
show ipv6 mld snooping multi-vlan
B
RERUE A BT BARC B AR
RRLER
p
~pl

ERHREVLANIE B &

TL-SL5428-Combo# show ipv6 mld snooping multi-vian

32.25 show ipv6 mld snooping groups

4 T R SRR LS . T DAL TR 250 7 4 7V LAN 20 A LS A AL 48
RERE.
£

show ipv6 mld snooping groups [ vlan vian-id ] [ count | dynamic | dynamic count |

static | static count ]

vian-id — FFE R HAREE EHVLANS .
count —— BRI H HIFALAIEH .
dynamic — & F A KA HREHAE B
dynamic count —— ERENAHIFAHIIEHE -
static — &FH A KIESAEAE R
static count —— R/REHAHIBH MK .
S
RO K BT G B AR
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RFRUE R
x

zN il
BIRARAAE B
TL-SL5428-Combo# show ipv6 mld snooping groups
WRVLAN ST A AR S H -
TL-SL5428-Combo(config)# show ipv6 mid snooping groups vian 5
$7RVLAN b 2 B2 2% H AN

TL-SL5428-Combo(config)# show ipv6 mid snooping groups vian 5 count

32.26 show ipv6 mld snooping querier

i 4 H 7R VLAN H MLD it W 25 10 25 45 2.

kg
show ipv6 mld snooping querier [ vlan vian-id ]
2
vian-id — ZR/R B RS EHVLAN ID, HUATEFE1-4094.
B
AU ORI BT E B A X
RARLEER
x
A~

278 VLAN2 1 MLD it Wy 25 1) 25 45 8«

TL-SL5428-Combo(config)# show ipv6 mid snooping querier vian 2

32.27 show ipv6 mld profile

Zar A T EoR profile HIC B 58 .
e

show ipv6 mlid profile [ id ]
ZH

id T8 7€ 2o A E (S B profile 1D
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B

AU AT T E B
RARLEER

¥
A~

SR profile (IR EAS E.

TL-SL5428-Combo(config)# show ipv6 mlid profile

234



=EMEBERZENL AT T

¥33% SNMPEL B &4

SNMP (Simple Network Management Protocol, {5 M2 FHML) Thae T & M 248 % %, 5K
L5 A2 7= i P TR AT ZEE,  DUE T X 25 45 B 57 0] I 8% 1 A ) MR A5 A A

33.1 snmp-server

ZAr T H HSNMPIIRE, “Effinodr & M T4 HSNMPIIfE. SNMPIJREERIAZH AL .
kg

shmp-server

no snmp-server

LB

LRI B
RERLE R

SRR B R P AT AR A i 4
i

JFJESNMPI) g :

TL-SL5428-Combo(config)# snmp-server

33.2 snmp-server view

-

1% A T I IALEL, & RInodr 2 H T MR RALEl . FESNMPH S E #AR & (OID) Sk
R AZHAL RS, MIB (Management Information Base, & FAZEZE) & s k4 15 5 1)
EHAT RIS . PR R b B AR S AT s R o

e

snmp-server view name mib-oid { include | exclude }

no snmp-server view name mib-oid

name — NI E S B FIBHK, WTHA1~1640FR/F . — ML LUE 24N H 4 1
ME%H .
mib-oid —— MIBF#OID, HlZAL K% HIE#HAE (OID). AJfHiA1~61NFFF.
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include | exclude —— A, HEFE (include) FIHERE (exclude) FHANET, ik
FAFER, 1ZOIDR] AP E B B IR BEHERRET, X OIDARE R & B A BE

e

A R B
RERER

SR B R P AT DABE A i 4
i

WAL E view, JfiEIHOID1.3.6.1.6.3.20, 1%OIDR] LA & P R 1

TL-SL5428-Combo(config)# snmp-server view view1 1.3.6.1.6.3.20 include

33.3 snmp-server group

Zir 2 TR E B E, & Mnodr & H T MIERXT R4 . SNMP v3igft TVACM (View-based
Access Control Model, % T#LE15 4268 8) KUSM (User-based Security Model, %3
UG SR FRAENLE] . PR e, 5. @R ERIA BT M H . RIS
ATVIEFA TCINEE DR S, A8 B AR 3R & 2 A (R S B 1) 22 1k

kg

snmp-server group name [ smode { v1 | v2c | v3 }] [ slev { noAuthNoPriv | authNoPriv

| authPriv }] [ read read-view ] [ write write-view ] [notify notify-view]

no snmp-server group name smode { v1 | v2c | v3 } slev { noAuthNoPriv |
authNoPriv | authPriv }

name — EIRMAIA S, THNI~16NFRF. 445 2 R 2 2 400" SR 4
FAZ LA IIARIR, =TS AH [F A A 2 [ —4H..

smode —— AR, AV V2eFIV3 =AML, 7371 7RSNMP v1, SNMP v2cFISNMP
v3. HAISNMP vIFISNMP v2c K I F1A 4 (¥ WL 4 snmp-server community) WAL,
SNMP v3 X FHUSMIAIE. BREES AV .

slev —— SNMP V34l %425, FnoAuthNoPriv (ASAEA N ). authNoPriv (GA
WEASINE FlauthPriv GAIE N ) =ANEDL, $-44 B AnoAuthNoPriv. SNMP v fISNMP
v2c 2 AR AN F R E LI

read-view —— SCHKI R E AR . Rl B R Be bk &5 B A re bl dn i -
write-view —— KIEXI A SRR, REWE R et a8 F . 20 A
BEAT B S BRAE, RS RIIRRZ AR B s n Dy R s il A L S

A
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B

RFRUE R

A~

notify-view —— I IVIE AL B A4 FK o 8 BRI AT AU B8 AL A [ 57 W A A
B

it o

4Ry B AR

RAE B ORI A P AT LA % &

INIndigroupt, FFiEE H 2 &RECNSNMP v3, 21 % 4405 yauthNoPriv, 28 i [ 7
Al AR E viewDefaultidh 47352 5 #4E, B EL A vT A2 R Bl viewDefault A 2 1 7 4k
BEE:

TL-SL5428-Combo(config)# snmp-server group group1 smode v3 slev authNoPriv
read viewDefault write viewDefault notify viewDefault

it B4 4H.group -

TL-SL5428-Combo(config)# no snmp-server group group1 smode v3 slev

authNoPriv

33.4 snmp-server user

%

kg

A, ERinodr 4 IR BRI 7 o & BT O AT 5 2O A Lt
ITER. MM, SILEE KA R ) 2 A O AT ] R AR

snmp-server user name { local | remote } group-name [ smode { v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ cmode { none | MD5 | SHA }] [ cpwd
confirm-pwd ] [ emode { none | DES }] [ epwd encrypt-pwd]

no snmp-server user name

name — ERIMIH 4, ATHIAN1~161F4F .

local | remote —— F /2L, JpAdts (local) FlifE (remote) Wifh. At f Rz
SAEAMGIE T A, TR TR S TR

group-name —— REKIIZH 4 . IS H A", e iR e S 0 R e F P T E I
4.
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B

RFRUE R

A~

smode — AWK, AvI. v2cHIV3=/NMEDL, SRER AV, B2 e Zisn
i & AL I 22 A=A I

slev —— SNMP v3[{2H %428 5)], AnoAuthNoPriv CAMAEAINE ). authNoPriv (A
UEANINE ) MauthPrive GAIEIN® D =/NET,  §44 I ynoAuthNoPriv. /7 i) %242 4%
5ol 0 ZBUR L i e 41D 22 A R I A T

cmode —— SNMP v3H F FIAIERER, finone. MDSFISHA=/METT. H +Hnonefk R
AINIE; MD5J9E B E AL SHANZABHIEE, WMDS AT & . Sam A
none-

confirm-pwd —— VIEERS, FIHIAA~16DFR, ARV SHTHE . LR
B AR LA AR I T 3R R .

emode —— SNMP V3 /' (#4558, T noneMDESH M. H Hnone &R AN %,
DESAHWRINZ At . B4 I ynone.

encrypt-pwd —— NN ED, FHRAN1~16DFFF, ARV SR B SR
B R DA RR I 7 R R .

4 R B AR

RAE B ORI A P AT LA % &

B A P adminis 2 Zigroup2, H N2 i v3. 24 ZiauthPriv, 13 E
PR AMDS . IEZ S J911111, N2 ADES. %535 65°422222:

TL-SL5428-Combo(config)# snmp-server user admin local group2 smode v3 slev

authPriv cmode MD5 cpwd 11111 emode DES epwd 22222

33.5 snmp-server community

ZAn A i m B, e Bno 4 B IR BR 6 R 44k . SNMP v BISNMP v2¢ R H [/ 44
(Community Name) AiE, HIRAEE] T AT 205 17EH

e

snmp-server community name { read-only | read-write } [ mib-view ]

no snmp-server community nhame

name — EININHIBIELFR, ATHRIA1~161D 75
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read-only | read-write —— [ X5 AH B AR B A R AL LR, A read-only (A k) Al
read-write (2%5) P/ NMIEDI.

mib-view —— MIB#LE, BIEAART 35 A AR . BRiA viewDefault.

e

A R B
RERER

SR BRI P P AT A % 4
i

IS Apublic, 1 EIAT M ElviewDefault B A 135 R ALK

TL-SL5428-Combo(config)# snmp-server community public read-write viewDefault

33.6 snmp-server host

ZAr T ISINE R B H . ERInody & T MIBRXT Nk H o 8RN B IhRE A& A Hebl T 5l 1) 5 2
PR S B A, T B S B S e AT R AR A AR B

kg

snmp-server host ip udp-port user-name [ smode {v1 | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ type { trap | inform }] [ retries retries ]

[ timeout timeout |

no snmp-server host ip user-name

ip —— EHEHLIPHIL

udp-port —— UDPui 5, RIEEEEHL B flad snid #2488 H UDPYG 15, 5 IPHbE
SLEVER . HUHEE R N1~65535, ERAE N162.

user-name — Wit & & HAAF I FUA I 4

smode —— HI P24, vl v2eFIvV3=ANET. B Avl.
slev —— SNMP v3[ 2124285, AnoAuthNoPriv CASAIEAINE ). authNoPriv (A
EAINE ) FlauthPrive GAIEINE) =/NMEDT, #44H JynoAuthNoPriv.

type —— BAIHRSCHIZERY, A trapMinformP AN LI, B Mtrap. i £traph), LATrap
77 Rk EH; dFinformity, Plinform 77 A&l AN . Inform BA B mi I FEdE, JFH.
TR E EALIREL (retries) FIHEBITIA] (timeout). v1%4 T R AL Trap i e
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B

RFRUE R

Nl

retries —— Inform# SCIEAL IREL, BUETEE1~255. LR iEInformifk s, &4
TR B B )47 A W B Inform B B S, N2 3 % Inform#f SC . IS S LR G, A H
K Inform#fk 3.

timeou

SJa], BRAZ #ML A5 fF Inform Bl Nk SC RIS 8] . #EZES (A f5, W E8T
KikInform#f 3. HUEIEEN1~3600 (7).

4Ry ic B AR

HAGE B SRR P ] A %

ISIEEE L H, HAPEE N IPHINE ~192.168.0.146, HUDP 15 162, &
PRI P 4 yadmin,  F P 22 e ohv2e, AR S PUnform ) 5 2 k3%, Inform
O BB E TE] A 1000F8,  FEAL RE1007K :

TL-SL5428-Combo(config)# snmp-server host 192.168.0.146 162 admin smode

v2c type inform retries 100 timeout 1000

33.7 snmp-server enginelD

%A

kg

B

RFRUE R

A H T B LA ALZ A 1) 51 21D, B nofr & H TR BN E .

snmp-server enginelD { [local local-enginelD] [remote remote-enginelD] }

no snmp-server enginelD

local-enginelD —— A5 #5ID, BIAHBSNMPSZAARI 51 281D, A FH P 8 57 7E AR 5]
BT AHIA10~64N B AT, R RA B U R
remote-enginelD —— GfE 5| #51D, EISNMP B 5] #E1D . s FH /o a7 A8 i A2 5
BT WHA10~64N N BER AT, H AR B e .

4 R B AR

RAE B ORI A P AT LA % &
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il
i B A HHLSNMP A L 5| 251D 41234567890, #E 5] #4ID yabedef123456:
TL-SL5428-Combo(config)# snmp-server enginelD local 1234567890 remote

abcdef123456

33.8 snmp-server traps snmp

a4 T I8 B fbrifitraps. ‘Enody 4 H T ¢ A brdEtraps. SNMP b5 #Etraps3t G 4Fh

linkup, linkdown, warmstartfiicoldstart.

kg

snmp-server traps snmp { linkup | linkdown | warmstart | coldstart }

no snmp-server traps snmp { linkup | linkdown | warmstart | coldstart }

linkup —— 443 1 EH BT IR B A BRI, KiklinkupZAltrap. BRIATFE . 4
Ui [ 4 bR 2 ] R 2K Al trap .

linkdown —— 43 [ HEBRR S F AL AW RS, & i%klinkdownZE Htrap .. BRIAFF IS
T ity 11 94 3% 4 42 T fi ke 2 Bl trap

warmstart —— FRZHALFISNMPHE EYIGa1L, HAZSLk il 8% A KAESUE . 158
4> R SNMP I REFT J5 H ¢ B 4 AR 4 S s 0 26 H I BL T, ek A B3 8 42 )=
SNMP I g A] fid 2 25 trap .

coldstart —— FoR AL R GE M HATIRAL T T BSNMP LA R AT a4 . BRIATFI -
HF SSHALRI T fi 2 K M trap

B

4 R B AR
RARLEER
RAE B ORI A P AT LA % &

7~
FFJE A AL SNMPFz #traps Hlinkup D fié -

TL-SL5428-Combo(config)# snmp-server traps snmp linkup
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33.9 snmp-server traps link-status

i & M T R 4R € b 1 (I SNMP A #etraps () 3 I ESCIR A I AZ DI RE . B fInodr & I+ 98 Ali% 2l

b
to

e

an>

snmp-server traps link-status

no snmp-server traps link-status

B

O AL B 1% :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
WA SR I F P AT DA 2% i &

7~
FEJa i CI3FISNMP b ftraps T IEBRRAS b= T fe -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)j# snmp-server traps link-status

33.10 snmp-server traps

Zn 2 H T IT A S HNL Y FeétrapsDhfg. & HInofir & H T RS ALY e traps T fig .
kg

snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | lidp |

loopback-detection | storm-control | spanning-tree | memory }

no snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | lidp |

loopback-detection | storm-control | spanning-tree | memory }

¥
bandwidth-control —— - Wi 4% i 1 033 2 2 Tl I 1 W0 5E Iy T sl 3R . TR i 1 T 58
EHITHREF AU, DAOK T ik g s R il A Zan L R EE s ant, RKgafink it
K Htrap.

cpu —— T % cpufI T BRIkl - 2 opurfil A A8 T BERE Y fie e BRAELINS R G 2 i A 08
Mtrap. F A SZHAML A cpufd HI R & s BRE BRI 80%
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flash — H T litzflashR M#E . AflashPE o, Wi T IRAFERCE . IR H) X
B AR SABCESRIEN, RS IR rap.

ipaddr-change —— HT M5 #ALIIP & 5 8 2. M AZ L0 1Ptk g A& ok iy, nsdk
17 FEE Pk 5E i DHCPIR I EF K IPHLbE I, RS 2x il 12K Htrap.

lldp —— HITLLDPH#EI . RSB 1 A A AR, RGie ik 28 Hitrap.
loopback-detection —— F T-IAE& IR AZHRALIG I BIR BRI, BRI EEHIG RIS, 2
il it Ftrap .

storm-control —— JH T~ Wi 2 P 48 B - Ot o 1) R BIAE 2E 9 11 T8 2 0k 31 IR 1| (1152
SEMERS, Rl kit Mtrap.

spanning-tree —— H TG4 B o R NRIL . DU JURRE O 2 fid &% 125 M trap:
a). AL AR RS N R A B W RS AR KA

b). A2l 1B TC flagi il LBk TCNHR L

memory —— H T WA %, UNAAEHZEIE80% M, RFia ikt Altrap.

e

A R B
RERER

SR BRI P P AT A % 4
i

TH IR S HALHISNMP™ fiE traps 45 98 M 12 DI fE -

TL-SL5428-Combo(config)# snmp-server traps bandwidth-control

33.11 snmp-server traps vian

Zm A T4 R HHL T SVLANM Y EtrapsThft. ©nom T4t — s b 5
VLANAH KK FétrapsThit . 5VLANM K Ktrapfivlan createfllvian deletei i, A LAZEJS T &
SHL L TT JE o O — T TR .

kg

snmp-server traps vlan [ create | delete ]

no snmp-server traps vlan [create | delete ]

create —— 4T IVLANY G & B Ih I R itk 12 M trap.
delete —— 4 V3 VLANB I BR B DI 2 48 2 il 2 IE 2 Rltrap
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B

RFRUE R

A~

4Ry B AR

HEEH

AL AT LU 2 i

\]u

G —FF Ja ML Hviantl <Y Etraps Tt
TL-SL5428-Combo(config)# snmp-server traps vian
BT 5 A2 B L.SNMPY i trapsH /] vlan createjfg

TL-SL5428-Combo(config)# snmp-server traps vlan create

33.12 rmon history

A HTEED XX EH, Effinom 4 HTREBIALE . RMON (Remote Monitoring, iZF%
WAL SE4FE T SNMPIAR R Z5H, T IR PRI B FE M 4% 15 4% D7 S 2H = RMON— A4,
FIHRMONIPI I3 2R Dh RS, A b Lo I ISR I 8 G T8 2., AT 1400 P9 285 1 s P 1 000

kg

B

RFRUE R

rmon history index interface { fastEthernet port | gigabitEthernet port } [ interval

seconds | [ owner owner-name | [ buckets number ]

no rmon history index

index — RFEAHMT S, BUETEEI1~12, ATAZ%, #%Ah1-3,5,

port —— KFfu .

seconds —— SKALERE, Blu FRAE I A A) R, BfroFh, HUEYEHEI10~3600, EKIA
{E-41800.

owner-name — sk HIGIEEF, HIA1~161FFF. A I Jymonitor.

number —— 27 247 g S I LTI R 08 DR AT 1 SRAE R 2% H IR ¥ H - GRS
1-130, BRIME N50.

4Ryl B AR

HAGE B SRR P ] DA %
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7~
Pic B 2% H 1-31 R Fe i 1 i 12, SRAEIRIRG 910080, BIEE+# Howner1:
TL-SL5428-Combo(config)# rmon history 1-3 interface fastEthernet 1/0/2 interval

100 owner owner1

33.13 rmon event

4 BT B SNMP-RMONFH4F 4 H, B fInom A TR EERAEL B . F1F4HZRMON—AMH,
FA K CHAE R A, kb e SRR 32 B T e B ok 4

LilSe
rmon event index { [ user user-name ] [ description descript ] [ type {none | log |
notify | log-notify } ] [owner owner-name] }
no rmon event index

2
index — % HF 5, BUEICHE1~12, %4 RaemA—"1%H.
user-name — FAEFTBIIH 4, WTHIAN1~16NF5F. HAEE Apublic.
descript —— XTHARRRE R, "TRA1~161FRF, BT
type —— HHAFRA, iLEfEnoneltf, AEUEMERAE; HFFloght, MR AL RAEH
EERA; EFEnotifyl, LML fEazHLﬂyilﬁ&’ﬁg{E S GEFEbothitf, ZHMAKFFHIFIL
AL HER P IR E I TN AR R ERE
owner-name — sk HIIGIEF, AHIA1~161FFF. B H Jymonitor.

B
4 JeiC B A

RRLER
WA SR P AT DA 2% i 4

zN il

WEZH. 2. 3. 4MH P 4 huserl, F4EHIA Ndescription1, 3% Alog, A%
# Nowner1:

TL-SL5428-Combo(config)# rmon event 1-4 user user1 description description1

type log owner owner1
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33.14 rmon alarm

%2 T B SNMP-RMONERAE HE 2, ERInofr & M TIREBOARE .. ERk4HZRMONK —
AN, BRI E RN E VB R AT AL, — BTG E I B A AR, R T AR R
FAF SR AEAT AR L AL 2

kg

B

rmon alarm index { stats-index sindex } [ alarm-variable { revbyte | revpkt | bpkt |
mpkt | crc-lign | undersize | oversize | jabber | collision | 64 | 65-127 | 128-511 |
512-1023 | 1024-10240 }] [ s-type { absolute | delta} ] [ rising-threshold r-hold ]
[ rising-event-index r-event] [ falling-threshold f-hold] [ falling-event-index f-event]

[ a-type {rise | fall | all} ] [ owner owner-name ] [ interval interval]

no rmon alarm index

index — EMEHFHK TS, DUEEEN1~12, THRAZ%, %X N81-3,5.
TREG RIS

it 5

sindex

port
alarm-variable —— Z4R A&, HAH Adrop.

s-type —— FEGIRAY, ROAERA R FIRE, JPRMIREE 5 BEAT LW Tk, A
absolute (4ixf{H) Fldelta (B4&) WML, ZFfabsolute, IFE—ANEURE 45
PR IR 25 R E S B EHAT EUE 1k fdelta,  URKE B AR 2 b — IR ECREE 2 S5 ()3
B 5 BREETIEE . BLAET yabsolute.

r-hold — fil & &4k i) ETHEIE, BUETEHI1~65535, ERIAE4100.

r-event—— bJHEEAE, Blflk ETHBE SR ST S, BUETEE1~12.

f-hold —— filUREAR ) N REBIME, WA I 1~65535, ERIME 100,

frevent — TFFEFAE, R T B BMEEAR I EA P S, BUETEE1~12,

a-type —— LA, Hrise (EFP). fall CRBEE) Flall (453 =ANEm. %
Frise, W RAEMR b THBIME EAlR B4 dedfall, W) FE Al R T B BB S fil R B
edEall, Jfd A ETHAT B BRAE S i A B i . BRINE T yall.

owner-name —— sk HIWEIEE, "HA1~161F4F, BRI Jymonitor.
interval —— W [A][E]FG, HUETEFE10~3600, HA8F>, ERIAE 1800,

4Ry B AR
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R SR
FAGE B SRR P ] A %

1
WEZLHT. 2. 35%IELH240E, BEE ownert, A IA]FE A100F):

TL-SL5428-Combo(config)# rmon alarm 1-3 stats-index 2 owner owner1 interval

100

33.15 rmon statistics

ey M T HCE SNMP-RMON it 415 5, B no i M TMIERTEE % H . R HIm ARG %
H %4 1000.

[ig
rmon statistics index interface { fastEthernet port | gigabitEthernet port } [ owner
owner-name] [ status { underCreation | valid } ]
no rmon statistics index
2%
index — it sk HiFP S, WUETEHE 1 ¥ 65535, #%=n 1-3,5.
port —— Stk H it 15, #Xan 1/0/1.
owner-name — sk HAIE#, &EZHE 16 MF4F. BN “monitor”.
status —— SR EDIRAS, A% “AR7 R CORAERT. AR SRR H B E L RIARL,
“RAER” TRk BRIREASTE, HEEBBENERK.
B
4 Jeyic B A
RRLER
FA B G R AER AT BAE i
~pl

Be B s 25 H 1-3 13 124 1/0/3, Al N ownert, RESHN “HARL”:
TL-SL5428-Combo(config)#rmon statistics 1-3 interface fastEthernet 1/0/1 owner

owner1 status valid
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33.16 show snmp-server

%4 R RSNMP 4 R B A5 ..
[iss

show snmp-server

B

RO R BT E LA

R SR
R BB G RA R L Al LA i i &

A~
ZRSNMP 2R IC E A5 B -

TL-SL5428-Combo# show snmp-server

33.17 show snmp-server view

%4 M T SR E s,
[iss

show snmp-server view

B

R R BT HE LA

R SR
R BB G RA R L AT LA % i &

A~
BRMLEBIER

TL-SL5428-Combo# show snmp-server view

33.18 show snmp-server group

A H T ERAs %
fird
show snmp-server group
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B

R R BT E B

RERER
ST G P AT A 2 %

ZN)
LYNGEIES

TL-SL5428-Combo# show snmp-server group

33.19 show snmp-server user

AR R R TYN EVRE I
[ig
show snmp-server user

B

UL R BT E B X

RERER
ST BRI P AT A 2 %

il
VN IR

TL-SL5428-Combo# show snmp-server user

33.20 show snmp-server community

AR s R TN Ei L 7 8
Cig

show snmp-server community
B

UL ORI BT E B X

RARLEER
RAE B ORI A P AT LA % &
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A~
YNEI S

TL-SL5428-Combo# show snmp-server community

33.21 show snmp-server host

Wz T RoR HIWENSIER.
e
show snmp-server host

B

R ORI BT E B A X

RARLEER
RAE B ORI A P AT LA % &

ZN)
o B EHLIE:

TL-SL5428-Combo# show snmp-server host

33.22 show snmp-server enginelD

%A H T 5" SNMPH 51 251D15 ..
e
show snmp-server enginelD

B

AU R BT E B X

RARLEER
R BB G RA R L Al LA % i &

A~
ZRSNMPH] 51 #IDfE &.:

TL-SL5428-Combo# show snmp-server enginelD
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33.23 show rmon history

s 4 T SR S R H MR 2 8.

e
show rmon history [ index ]

2
index — ZERIRECE(E B HCRFEZ A 5, BUETEE1~12, /A2 5%, #£3081-3,5.
BRI BRI D SRR H IBCEE R .

B

AU ORI BT E B A X

RARLEER
RAE B ORI A P AT LA % &

A~
SR P SRR H B B

TL-SL5428-Combo# show rmon history

33.24 show rmon event

Z%ir 4 T 5~ SNMP-RMON 4 it B 15 2.

LilSe
show snmp-rmon event [index]

2%
index — ZROREMER BRI HF S, BUETERE1~12, ALK, #0813,
5. SREIERITE % HINEMFRERE R

B

R R BT HE B

R SR
R BB G RA R L T LA % i &

Nl

BoRFH-AR SR ERR
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TL-SL5428-Combo# show rmon event 1-4

33.25 show rmon alarm

i 4 T R SRR F L .

e
show rmon alarm [index]

2
index — ZRRRCEE B ERERAHF S, BUETER1~12, TTMAZ%, KN
1-3, 5. BREIBoRPTAERE K H R ESE.

B

R ORI BT E B X

RARLEER
RAE B ORI P AT LA % &

A~
SNEARE L H -2 E A S

TL-SL5428-Combo# show rmon alarm 1-2

33.26 show rmon statistics

Zin A T RoR g H A H R ERE R

LilSe
show rmon statistics [index]

2%
index — EERIEEBGIHKHF S, BUETEH1~65535, WAL %,
N1-3, 5. SRR ITE ST H K H IBCEE S

L Sae

R R BT E B

RERER
SRR B R P AT AR i 4
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ZN)
RGBT E RS R

TL-SL5428-Combo# show rmon alarm 1-2
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#5343 LLDPEC B @74

g 2R LY LLDP (Link Layer Discovery Protocol) o425 15 4% J& W1 B 1 Ab T 5] — s
(48 JE B A B SRS B o AR &I ENE B 5 F H LR #EIMIB (Management Information
Base, EHHFEEE) HALRIERDR, M3 H R4 0 LLUELEHMUSNMP (Simple Network
Management Protocol, i . 25 & B B0 B ELEX 2(E 8

34.1 lidp

% 4 T4 R FILLDPIRE, & fnod 4 T8 FILLDP ) i

4
lidp
no lldp
B
2 JR e B AR
AR K
RAEERGL . AE RS 20 P 2R - m] DA i i &
A~

i RELLDP I fE

TL-SL5428-Combo(config)# lidp

34.2 lldp hold-multiplier

i T ETTLRE. TTLSRBUH LIS A e AL FILLDPDU R TTL B i, TTLRIAA
5

A5 BAE SRS B EIAEE I [a]. TTL=TTLIHREC KR EIE. EHnofr & H TR ERINKE .
kg

lldp hold-multiplier multiplier

no lidp hold-multiplier
2

multiplier —— TTL3fe%L, JulEh2~10. BRIAE 4.
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B

RFRUE R

A~

34.3

R C B
RAAEH O BfE SR P R P T LU Y iZ a4

BEETTLIRAUE N5:

TL-SL5428-Combo(config)# lldp hold-multiplier 5

lidp timer

i A F T B B AR & T (8 240 B fnodr & H T IREBUA R E .

e

B

Idp timer { tx-interval tx-interval | tx-delay tx-delay | reinit-delay reinit-delay |

notify-interval notify-interval | fast-count fast-count }

no lldp timer { tx-interval | tx-delay | reinit-delay | notify-interval | fast-count }

tx-interval—7A 115 4% [ 4T J& 15 4% &% 1% LLDPDU I 1] ) Rg ,  BXU{E 3 FEl /95-32768, Bk
IME N30

tx-delay —— A5 & ) 4T 5 15 4% % 1% LLDPDU R SE R I 7] 24 A i Jic B % A2 AR 1Lt
K SEAR Fi5 5 I 1] P 536 LLDPD USRI SR i 504 AT AT LA 3BE i by A M i B2 A9 35 A2 4 T
SHLLDPDURSME ik . BUETEE1-8192, BRINME N2FD.

reinit-delay ——HJHG AL TER N 1] o 243 1 LLDP TAERE R A8 I, 4 4E 38 — Bt i) gk 47
WG4, LARE G 3 1 LLDP LA AR 0 % o3 3 80 HA Wik AT 9444 - BUE G 9110,
BRNE N3

notify-interval ——7< 15 £ 7] 4 4% 7 B R Gt K IR Trap {3 2 B I [A) AT RG o i i 1 B I [A]
IR, AT DA 40 B A5 B A E AT 5 B TrapfE B AN E R i% . UG 5-3600,
NNV T

fast-count 3 LLDP TAREREAMEE A (BRSO Uiy kil (BUR ki%)
I, AT iR R A R %, K0 P A IENLE], B LLDPHR ST K JH A
G 1RD, FESE RIS E SR MLLDPDU S Wk & 1E 5 1 3% A . BUA Y Bl
1-10, BRIME N3,

4Ry B AR
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RERER
SRR BRI AR 2 P AT B % 4
i

B2 B LLDPDU K3 W A5 RS, 179 4458 R 0K trap (3 S8 1 22 % 161 1] 9120
2

TL-SL5428-Combo(config)# lldp timer tx-interval 45

TL-SL5428-Combo(config)# lldp timer notify-interval 120

34.4 lldp receive
Zdn 2 T A $8 2 b 1 I LLDPDURR Dy RE. & HInofin 2 H T4 1z hfe .

e

lldp receive

no lldp receive

L E
B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RPALEER

RAOAEH G BlE GG R -l U i 4
il

JF /8 3 111 F LLDPD Ui 3 B

TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lldp receive

34.5 Illdp transmit
Zan A T I A 48 € i O (LLDPDU KA DiRE. B ffinofr & M T2 HiZ k.

kg

lldp transmit

no lldp transmit
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B
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RRLER
ARSI FBAE A R R AL 7T B T Z i &

7~

FF J5 5t 1 FILLDPDU A 35 T RE -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lldp transmit

34.6 lldp snmp-trap

%A H TR M O SNMPERI DI RE 5 FH UL ThRERS , Wk A trapHAt, A iR 2 il K1SNMP
M55 & . Efnodr & M 145 M i 1 I SNMPE AT RE »

Cig
lidp snmp-trap
no lidp snmp-trap
L Sae
O AL & 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
KL R
ARSI #AE A R B AL 7T B T Z i &
7~

J& 5t 11 I SNMPIE K1 2 RE -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lldp shmp-trap

34.7 lidp tlv-select

%4 T lC B R IAILLDPDUH A& I TLVZE A . LLDPDU WA ZRINFF B & =AM A ATHITLY, SRJE 42
HEETLY, a2 AUEND TLV. R] DLAE I U % #0532 LLDPDUR (& (1 Al i TLVE AL .
B finofir & A T MIERLLDPDUH AL & AR TLV AL BRI L, LLDPDUELE T IITLVE AL
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e

lidp tlv-select { [port-description] [system-capability] [system-description]
[system-name] [management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name]

[link-aggregation] [mac-phy] [max-frame-size] [power] [all] }

no lidp tlv-select { [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name] [link-aggregation] [mac-phy]

[max-frame-size] [power] [all] }

port-description —— f#LLDPDUL sy I HARTLY, PAWR AR & & A A i T IEEE 802
JRE I ARl R P 4R

system-capability —— fLLDPDURL & RGREITLV, LLRIL & K AT A H i £ SCHRER D)
REFIIX LE D) HE 2 5 O vFIIAE B

system-description —— f#iLLDPDUSL & RAHARTLY, I PA AR & A A Hh b £ 7%
RYGUEIE. AR RGHE B HHIE .

system-name —— {£LLDPDURL & REGLFRTLY, LARISE B R AT AL B % (1 KRG LK.
management-address —— fLLDPDUGL & & B ETLV, RATa] €08 FE A A 3 150 9% 1) 5 2
bk, D28 R B SCRT DA I i bk o A 1 5 AT R

port-vian-id —— {#LLDPDU, &3 IVLAN ID TLV, BAIARJE & Af A3 E1 AT 46802.1Q
VLANHID,

protocol-vian-d —— f#LLDPDUML & HMVLAN ID TLV, PAIAAR JE & A A 1R AL i
VLANHIID .

vian-name —— {fLLDPDUAL & VLANAZFRTLV,  LAIAI4E R & A A st 1 BT A VLANA FR IR
DR

link-aggregation —— fSILLDPDUGL & H#EREEEATLY,  LAIAI &R 5 & AR A Sy 11 24 11 1Y) B 2 2R
AR, AEAROEELERBESRT. 2ELTEREASRE A TREBR SRS
B 135 111D o

mac-phy —— f#LLDPDUALZMAC/PHY TLV, LAEAR & & A A s & 1t A4
i 1 SRR Ty 24 Bl T A 38 2R 0 T A e T T A A [ sl i 1 £ 8 s R
AT

max-frame-size —— {ELLDPDU L& i KM FETLY,  RAR) <0 & & A A i 1 - MAC ]
PHY SCHF IR ORI

power —— fHiLLDPDUM & LB AE /I TLV,  PAIAIAR & A A 1 (R JE A L fs 2
all— fHLLDPDUR % LA E A TLVE AL,
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B

B0 B 2 X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

KL R
HAEEH A BAE NPT P R ) mT LU % 2

zN il
M3 11 3% I LLDPDUH A, & U TLV 28 2 v fib B 7 2R ik TLV A3 FTVLAN 1D TLV:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if}# no lldp tlv-select management-address port-vlan-id

34.8 lldp med-fast-count

%4 T E LLDP-MED Hui# A& %ML & 3% i) LLDP-MED Mift) %k H . 24 LLDP-MED [Pt &
ENLE R B, SEaRIERs BN 4 LLDP-MED 13 2.1# LLDPDU, HERIMEN 4. 1 no
A TR E .

£
lidp med-fast-count count
no lldp med-fast-count
S
count —— PUERERCAH, BUETEE N 1~10, EIMEN 4.
B
2 R B AR
AR K
RS FAERAE 5 2R P o] LA % 2
A~

BEE PREIE RN 5:

TL-SL5428-Combo(config)# lidp med-fast-count 5

34.9 lldp med-status

% F T8 F o ) LLDP-MED RZS. 8 Al 1 #) LLDP-MED Ljfg), i 1 H) LLDP RS2
BB NRIEE . e/ no fir& H T 45T ) LLDP-MED Zh#é.
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e

lidp med-status

no lldp med-status
K

B OB B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

LB R
RAEHE G e BB PR T DS % 4
A~
Jea i 1 2 1) LLDP-MED Yjfg:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# lldp med-status

34.10 lidp med-tlv-select

A T #E & 0% 1 LLDPDU H 4 & ¥ LLDP-MED 1) TLV 28%¢, BRAEHL T, LLDPDU H &
FTA I TLV 283, B R no & F ARG F K TLV S84

4
lldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}
no lldp med-tlv-select { [inventory-management] [location] [network-policy]
[power-management] [all]}

¥

inventory-management —— {# LLDPDU &% %75 & TLV, %775 B A& LRiEA
R F=E R TLV, 2R TV, FEAFERRAS TLV. 3R TLV. 7515 TLV,
HE ) T 44 RR TLV. BEERZ R TLV 1857~ BREE ID TLV.

location —— i LLDPDU L& 45k TLV, g Hhhl TLV 324t 7 m AR 4% & A A
P A& Y P RS B RE

network-policy ——fif LLDPDU £, W 2% 5K BE TLV, 2% 508 TLV oV W28 2 H 150 £ il
A RATASE T VLAN i 8 5 — EZM =R @ik,

power-management ——f§ LLDPDU &4 L fEE /1 TLV, ¥ EftdEe)) TLV Rir
LLDP-MED &2 15 % Fl & 1 £ 2 (A1 BV EAII AL S 2, Flinpt /et fLaiRaE
%,
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all — f# LLDPDU £ KA EFT A ) TLV 284,

L E
B O A B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

REBUE SR
HAEH A BAE RGN P R v LU % 2

7~
M T 1 5% ) LLDPDU H 8085 1) TLV SR il B 9 2% s TLV Al s ik TLV:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)j# no lldp med-tlv-select network-policy inventory-

management

34.11 lidp med-location
et A F T B R I%) LLDPDU FREL [k & ik TLV {5 E..

kg

lldp med-location {emergency-number identifier | civic-address [language
language | province-state province-state | county county | city city | street street |
house-number house-number | name name | postal-zipcode postal-zipcode |
room-number room-number | post-office-box post-office-box | additional additional |

country-code country-code | what { dhcp-server | endpoint | switch } ]}

emergency-number —— X5 510 S ST I AR &E H 58S, A BN CAMA B0
PSAP, FRKENT 10 3| 25 2|,

civic-address —— il HLbE ] IETF e fHuhE(E B .
B

O AL B 15 :0 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

R SR
RAAEH O BRfE SR P R P T LU Y iZ a4

A~
BB NG 2 K%K LLDPDU iz thbik TLV 8 b il i, 15 BRSO 08E, W
AR
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TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# lldp med-location civic-address language English

city London

34.12 show lldp

%4 M T 5oRLLDPH 4 RBC B 1E B

iRy
show lidp
B
R AU AT T A E B
RALER
x
i

ERLLDPH) 4R Be EA5 B -

TL-SL5428-Combo# show lidp

34.13 show lldp interface

24 T 5 D LLDPRD B 15 .

LilSe
show lldp interface [ fastEthernet port | gigabitEthernet port |
2%
port —— ELE/RLLDPEL & A5 B 5 .
B
AU ORI BT E B A X
RRLER
p
A~

ERi H1HILLDPRC & (5 S -

TL-SL5428-Combo# show lldp interface fastEthernet 1/0/1
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34.14 show lldp local-information interface

P A T B T ILLDPS &

[ig
show lldp local-information interface [ fastEthernet port | gigabitEthernet port ]
ZH
port —— B IRLLDPAE B s 5, 848 2o I A i H ILLDP1E &
L Sae
FEBUE M BT A i A 2
KL R
T
7~

BN 1 HILLDPAE B -

TL-SL5428-Combo# show lldp local-information interface fastEthernet 1/0/1

34.15 show lldp neighbor-information interface

A T BRI %0 1 AAT S R .

[ig
show Illdp neighbor-information interface [ fastEthernet port | gigabitEthernet
port ]
¥
port —— ERIRARSEAF SR A I 1, SR BRI S AR RS R .
B
R AT A i &
REBUE SR
p
zN il

S RIERE R S RSB R AE

TL-SL5428-Combo# show lldp neighbor-information interface fastEthernet 1/0/1
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34.16 show lldp traffic interface

24 T R R B2 B AR % AIET fE A ILLDP S 5 B

e
show lldp traffic interface [ fastEthernet port | gigabitEthernet port ]
2
port —— B IRAH A AL R & A& FILLDP S v1HE B 13 15, B8 R Bom AT A i
HgEiHEE
B
R R BT A i 4
RRLER
p
A~

BoRIERS ] H1HILLDPSTHE &

TL-SL5428-Combo# show lldp traffic interface fastEthernet 1/0/1

264



=EMEBERZENL AT T

353 ARP LB 44

ARP (Address Resolution Protocol, #ilif@E#THr) &4 IP HulikAEHT N LK MAC Hitik B
SHHYES—A 1P 3] MAC JE R B2, XU R A T 7% 1P i Gt~ —Bkihk 1@ b . ARP
Wbt RS PR SE AL ARP K0 : ShAFIHA ARP £, 354 ARP £t ARP 32 [ 3h4: il
Yedpr, #AS ARP RIUES F TR E Mgt

35.1 arp

% T InER S ARP 2R3, No fiv% H TR ARP £ 1.

4
arp ip mac type
no arp ip type
¥
ip —— A& ARP RIUHY ip Hubik.
mac — #i7s ARP £ 5] mac Hudil.
type —— ARP {255, E N “arpa” .
L E
2 JR e B AR
LB R
RAEHE G e BB PR T DS % 4
A~

B — 2 H A ARP R I, FH IP Hihikh 192.168.0.1, MAC HilikJy 00:11:22:33:44:55:

TL-SL5428-Combo(config)# arp 192.168.0.1 00:11:22:33:44:55 arpa

35.2 clear arp-cache

i MR 20 ARP 2RI
kg

clear arp-cache
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B

R R BT E B
R SR

RAAEH G Bfb GO P R P T LU Y iZ a4
A~

MIER T BBh A ARP 2K :

TL-SL5428-Combo(config)# clear arp-cache

35.3 arp timeout

e M T E =E% ) ARP ZAL T

e
arp timeout timeout
no arp timeout
2
timeout i e ZACIS ], a1 03] 3000 7. BRINE N 600 5.
B
P e B
R SR
ARSI FAE A 2R R B AL 7T DU T Z i &
A~

BLE O 1 1) ARP AL A4 60 F5:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# arp timeout 60

35.4 show arp

2 H s ARP 2RI, WEREATTRESE, R LmHra 1 ARP &I,
e

show arp [ip ][ mac]

showiparp[ip][ mac]
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2%
ip 18 5E TN ARP R IUH 1P Hihik
mac it € T E LR ARP R I MAC Hiik.
B
R AU AT T AT BC B AR 2
RFRUE R
e
il

Eon IP Hilik Ay 192.168.0.2 (1) ARP It

TL-SL5428-Combo(config)# show ip arp 192.168.0.2

35.5 show ip arp(interface)

e 4 ) A = R ) ARP 2.

e
show ip arp { fastEthernet port | gigabitEthernet port | port-channel /agid | vlan id }

ZH

port fE e

lagid &% LAG ID.

id fi % VLAN ID.
B

R BB 2N i A T B A 2
AL R

I
7~

En$2M0 VLAN 2 (1) ARP It :

TL-SL5428-Combo(config)# show ip arp vlan 2

35.6 show ip arp summary
Zan 4 T Ros ARP R I % H AL
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4

show ip arp summary
B

RERCBE AN BT G B A
AR K

i
7~

B ARP 2T 4% H 4

TL-SL5428-Combo(config)# show ip arp summary
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FI6E HAKHELENS

FEALHNL L, AT ERAS A H . Al By, v LEE HoE A i B Ak £k
AR VA BRAT, ARJE DR B 0 R BN — 2% 74 o R AN PR I e X 2% 48 B T3 e
ANBEE W28 AN R T B 33l 2RISR, ShAhai [ E M2 b . 2 2 1 3 4
2R BB RS RS R A AR, A8 B DA 7 B P sl B i R AR SR I S Bt A5

36.1 ip address

e F TG B AR E 4 R 1P AN R RS o 122 DR G4 B ehidim 11, PAIR3% 1A VLAN #2101,
LilSe

ip address { ip-addr} { mask} [ secondary ]

no ip address { ip-addr} { mask}

¥
ip-addr —— ZJZ#17 IP bk
mask — = JEFE T RIS .
secondary —— W E Ui IS AN IP Huhl. SRR, BECEM IP Ml yse O bk
B
2 1 g B A
AL R
ARSI FAE A 2T R R AL 7T DU T Z i &
7~

BoE VLAN £:10 2 1) IP Hutik o 192.168.1.1, 4R A 255.255.255.0, 55— IP Hihi:
9192.168.2.1, Mk 255.255.255.0:

TL-SL5428-Combo (config)# interface vlan 2

TL-SL5428-Combo(config-if)}# ip address 192.168.1.1 255.255.255.0
TL-SL5428-Combo(config-if) # ip address 192.168.2.1 255.255.255.0 secondary

36.2 ip address-alloc

ity 4 Fl T 6 DHCP % 7 i Dh R Bl & {8 B BOOTP Wl - RE b Th B8 Ji5 , #6 %€ 42 11 AT LM DHCP
JIk 5% s EiE BOOTP k55 as k43 IP uhik. 5 /& BAEFG @ e LRI ThRE, 15/ no ip address
T4 Ao i FH % g A VLAN $20
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Cig
ip address-alloc { dhcp | bootp }
no ip address
¥
dhcp 852 [ =280 LA DHCP JIR 45 25 3K HL IP Mk
bootp fEE M = ZE 00 LA BOOTP filk4s #4338 B 1P Hiuhik
K
AR E
KL R
HAEH . BAE OO P R0 - m] DU 4
zN il

fSEfe s Hom - 1/0/1 _Ef) DHCP % /' i L fie «
TL-SL5428-Combo (config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# no switchport

TL-SL5428-Combo(config-if)# ip address-alloc dhcp
KM VLAN #2110 2 ERELIP Huhik (D fe -
TL-SL5428-Combo (config)# interface vlan 2

TL-SL5428-Combo(config-if}# no ip address

36.3 interface vian

i 4 I T IEVLANEE T, 2 finod 4 FI T MR VLANEE .

e

interface vlan { vid }

no interface vlan { vid }
2%

vid — VLAN ID.
B

4 R B A
RARLEER

RAAEH G e AE A G P SRR AL AT DU 2%
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il
BIEEVLANEE 12

TL-SL5428-Combo(config)# interface vian 2

36.4 interface loopback

Zan 2 T EIEI RN, B8 no fir & H T BRI A .

LilSe
Interface loopback {id}
no interface loopback {id}
2
Vid — 3[40 1D, HBUETEH: 1-64.
B
4 A ic B A X
RRLER
ARSI FBAE A 2T R AL 7T DU T Z i &
A~

BIEIAEHE L 1.

TL-SL5428-Combo(config)# interface loopback 1

36.5 switchport

tedr & TN =ZE R e 2] — Zim D, B8 no a4 T TR i )6 ) = J2 % e o
Ho

4
switchport

no switchport

L E
B2 O B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

RERER
SRR BRI AR GR P 2R P AT DB A % 4
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7~
BEN I 1 1/0/9 F & H o A 2K
TL-SL5428-Combo(config)# interface fastEthernet 1/0/9
TL-SL5428-Combo(config-if)# no switchport

36.6 interface range port-channel

iz T a2 A i L IEE R
LilSe
interface range port-channel port-channel-list
2
port- ERE AL, BUEIEHEDY 1-14, AN 1-3, 5
B
4 Rl B
RRLER
HAEEHO, BAE NS P o B 2 4 R Vs R iX £ 4.
A~

Bzt F@EIE R 1,3,4 A1 5:

TL-SL5428-Combo(config)# interface port-channel 1,3-5

36.7 description

e T4 40 1 e % DA g, RN EARER thim 11, AR N VLAN #2100, B/ no
A F T BRA5 2 % B2 R iE .

[ig

description string

no description
¥

string —— KA 1-16 RLR F 5 .
L Sae

M E A
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RARLEER
RAAEH G, BAE s GRS R A RE VT X a2

il
AN INES %5 1 1/0/9 [IH#IA 9 system-if:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/9
TL-SL5428-Combo(config-if}# no switchport
TL-SL5428-Combo(config-if}# description system-if

36.8 shutdown

s 4 oG TR E M e 1, SRR Bk w1, PRI A VLAN #20. B no wr T
T A i 58 i iz 1

iy
shutdown
no shutdown
B
2 O B A
RPBUE SR
HWHER G, #0E A& PSR P ARV RIX Ly 4 o
15

I A % H v 1 1/0/9:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/9
TL-SL5428-Combo(config-if}# no switchport
TL-SL5428-Combo(config-if}# shutdown

36.9 interface port-channel

Zfr % F TR s e E e . EERR AR E W m EIE R, B E R no A .
4
interface port-channel { port-channel-id }

no interface port-channel { port-channel-id }

port-channel-id i @ IE R /) ID, BUETEREA 1-14.
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B

RARLEER

A~

4 JR i B AR

RAEHG, FAF A= G P O IR 4 R V5 X e 2

Bl gt sy 1 G E B 1

TL-SL5428-Combo(config)# interface port-channel 1

36.10 ip route

w2 ORI 2 H, nofr & M TR SR 2 H

e

B

RARLEER

A~

ip route { dest-address } { mask } { next-hop-address } [ distance ]

no ip route { dest-address } { mask } { next-hop-address }

dest-address —— Wt & # H1 5% H BERS BIA R H A5 M 2% il o

mask —— LB HH 2% H RENS BRI B BRI 2% (1 - X HERD .

next-hop-address —— J81E: H x4 1 2% B EE A TR — NP2 s 1 IPHiAE o
distance — sk BRI BAE, EEEBD, %M.

4Ry B AR

HRAAEH G, BAE A GRS R A RE VT X 6 2

G H 1IPHiE9192.168.2.0, T P65 °9255.255.255.0, T — Bk 4192.168.0.2
s

TL-SL5428-Combo(config)# ip route 192.168.2.0 255.255.255.0 192.168.0.2
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36.11 ipv6 routing

4 T2 R IF R IPV6 B i, 210 no #ir4 T3k IPv6 B

e
ipv6 routing
no ipv6 routing
B
4 JeyiC B A
R SR
WAEHR, AE AR Z P R B 4 5E Vs Rl X L &
~pl

A JRITE IPv6 B i

TL-SL5428-Combo(config)# ipv6 routing

36.12 ipv6 route

P FITCE IPV6 W&, 200 no fr4 I THI IPV6 Ak .

[ig
ipv6 route { ipv6-dest-address/mask length } { next-hop-address } [ distance ]
no ipv6 route { ipv6-dest-address/mask length } { next-hop-address }
¥
ipv6-dest-address/mask length —— Tt & % 2% H 8698 2IA 1 H bx IPv6 Motk
next-hop-address —— "~ — Bk IPv6 Hutik .
distance —— JLEEHHEE B FE R, YR 1 3 255 BE )N, ek .
B
4 JRi e B R
KL R
WAEHR, HE AR Z P 0 B 4 RE Vs Rl X L &
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A~
A H R RIZ 0 IP 3l >y 3200 /64, T —BkihikJy 3100 :: 1234 A -

TL-SL5428-Combo(config)# ipv6 route 3200::/64 3100::1234

36.13 show interface vian

24 H T B oR i B VLANSL LIS .

kg

show interface vlan vid
ZH

vid —VLAN ID
B

AU AT T E B
RFRUE R

x
ZNl|

EIRVLANEE L2015 B -

TL-SL5428-Combo(config)# show interface vlan 2

36.14 show ip interface

et 4 T R = R A 5
e

show ip interface [ fastEthernet port | gigabitEthernet port | port-channel

port-channel-id | loopback id | vlan vian-id ]

port Ut 115,

port-channel-id Uiy 1 3EAE PR 1D WH By 1 380 A 8 07 i 1 08 2 D % e g 11

id — ¥ EE 0 1D,
vlian-id —— VLAN #11 ID.
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B

R AN T BE B
RARLEER

T
A~

B7R VLAN #2100 2 FIVEGNE 2 -
TL-SL5428-Combo(config)# show ip interface vian 2

36.15 show ip interface brief

% 4 T R = R O I

4

show ip interface brief
LSz

RS R A T B AR 2
R R

pn
il

E%EE'}‘% l:l E‘]?E/E’\’fg A%\i
TL-SL5428-Combo(config)# show ip interface brief

36.16 show ip route

AT BRI S BR e R B Ak H .
[ig
show ip route { static | connected | rip | ospf }
ZH
static — SR & FOREN#HSHRbER.
connected —— WIR I I ELE M 2% S S S
EIRRIPEMA B {5
Z/ROSPFHMMAE MR 15 S

rip

ospf
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B

R AN T BE B
RARLEER

T
A~

BREHSEHER

TL-SL5428-Combo(config)# show ip route static

36.17 show ip route specify

A T RoR BT 1P bk B 1A RO S R

kg

show ip route specify { ip } [ mask ] [ longer-prefixes ]
ZH

ip 572 How IP Mk,

mask a5 Hr IP sl A% ip.

longer-prefixes 7€ i ip A1 mask Z 30 & LT X B B AR5 19
B

R B A BT A S B AR X
R SR

x
Nl

A E] 192.168.0.100 5 K17

TL-SL5428-Combo(config)# show ip route specify 192.168.0.100

A EH M BN 192.168.0.0/24 [l H1 2% H & B AL

TL-SL5428-Combo(config)# show ip route specify 192.168.0.0 255.255.255.0

AL H B 192.168.0.0/16 Fr A & BT+ M 1% 15 5 -
TL-SL5428-Combo(config)# show ip route specify 192.168.0.0 255.255.0.0

longer-prefixes
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36.18 show ip route summary

w2 RoRi i gitE .

4

show ip route summary
LSz

RS R A T B AR =X
R R

pn
il

BRAHHL BRI RS THE R

TL-SL5428-Combo(config)# show ip route summary

36.19 show ipv6 interface

Zan 2 T RoRE R ORCE R IPv6 (58, G35 ipve MIIREIRE, SRR A hEA 4 Ribil, 1Pve

IR
e

show ipv6 interface

LB
BB L B

RFRUE R
x

il
BoRE IR IPV6 5 B :

TL-SL5428-Combo(config)# show ipv6 interface

36.20 show ipv6 route

wn M Ron e LR SR IPve Bk H o
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fir s
show ipv6 route { static | connected }
¥
static | connected femg R, RS E, BERIARMMMSEEH .
static: FHAEEH
connected: 7~ L& I A ELE 4% 1% B S
s
AU DA K Pl A T A X
FRAUE R
o
i

EoR IPV6 F A

TL-SL5428-Combo# show ipv6 route static

36.21 show ipv6 route summary

w2 M Ron s LR SRR IPve Bk H o

e

show ipv6 route summary
B

BB DL A A T B AR
RARLE R

y
Nl

TL-SL5428-Combo# show ipv6 route summary

280



=EMEBERZENL AT T

$3TE AAATLE S

AAA SEINIE. BT 9% (Authentication. Authorization. Accounting) =AM Ha O AR .
BT U 100 A8 3 LB SR AR U7 [ R ACES SR B P AT OAE B B U7 R AU - AT DAk
WRLEHR S5, T ferxd TEAEAE FH W9 2% BRI P kA7 1t 2% . RAAR DI RER I A

1. iAiE(Authentication): AIUEH] & 75 T EAERAGS IRFAL 5K 5

2. FRU(Authorization): AU F* AT LAY FHMBLE R4

3. 1% (Accounting): 1.5 FH ;8 FH I £ B YR A 1 L«

37.1 aaa enable

Zin 2 HT AAA 2RECE, B no frd T4 IIRE .

LilSe
aaa enable
no aaa enable
B
4 Ry i B A
KL R
WA E AR A REVS H X i &
~pl

JHIE AAA 4 JRIC B DI fE :

TL-SL5428-Combo(config)# aaa enable

37.2 tacacas-server host

Zan S H T RCE — ) TACACS+R S5 4%, B no air & H TMIER4r € TACACS+ik 55 4=

e

tacacs-server host jp-address [ port port-id ] [ timeout time] [ key { [0 ] string | 7
encryped-string } |

no tacacs-server host jp-address
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B

RFRUE R

L

A~

5 & TACACS+)IR 5524511 IP k.

52 AAA RSS20 115 BRINTEIL T A2 49,

T 5 RIS Y B P S5 AR IR 45 e S AR B T o (RIS LA 1 31 9 72, BRI 5 7).
[ 0] string | 7 encrypted-string ——0 1 7 ;& #3180 RomiBIE— N AEINE %, 7
FOREAE— e KBRS PRI 8 BRAEOLS, &R 0. “F A e 7 A8t
U S 3 GIE RS ds 3L %8, e 2 PRI B 31 M FRFRIME R . 5 Mk
ARVFH) e “CINEFRFER” 22— B KR RFRIN S E S, nTLN 5 — DAL
Mo B S RS R . R B BN A R LU T R . T AR 2RI B
N2 iR G — Tl

[p-address

port-id

time

4Ry fic B AR

RAE IO 7 A REV R IX 2 &

fic & i) TACACS+/R 55 23 ¥ BR AN N2 “tacacs” k4522 .

B & TACACS+RZ5#51 IP Hikiky 1.1.1.1, TCP iyl 1500, &K A 6 #, KRin#%H
BHE Y 12345,

TL-SL5428-Combo (config)# tacacs-server host 1.1.1.1 port 1500 timeout 6 key

12345

37.3 show tacacs-server

Zin 2 H T s TACACS+IR % #5 HBC B A5

e

B

RFRUE R

show tacacs-server

R ORI BT E B X

RAAEHE RGO 7 A RETT I L5 a5 2
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il
R TACACS+R % (5 .

TL-SL5428-Combo (config)# show tacacs-server

37.4 radius-server host

%% M TECEH) RADIUS [R5 4%, MRS E RADIUS fi558%, W EH no 4.
[iss

radius-server host jp-address [ auth-port port-id] [ acct-port port-id] [ timeout time]
[ retransmit number] [ key {[ 0] string | 7 encrypted-string} ]

no radius-server host jp-address

&2 RADIUS IR 45251 IP Hihk,

auth-port port-id — R EE R 4552 UDP H 1. BRIAMEHLT & 1812,

acct-port port-id — R+ E R FG 2 UDP H K5 1. BRAIAENL T 2 1813,

Fi 0 AR Y ] P9 S R R 45 e S PR ) TR RN 1 3 9 AP, BRIACA 5 D

number——UNF R 55 85 5 H KR, $5 52 RADIUS &R I0KE BRIME DL R A2 2 1K,
[ 0] string | 7 encrypted-string —0 1 7 2% KA. 0 Kl —MENEEH. 7
FORIENE— A BT KBRS 5. BRAESL T, IR 0. “F A H 7 st
BT E DGE RS 2 3L 238, ER 2 v I HA S 31 M FRAINE R WSSk 2
ARV N FRFH 7 R — A HA BE KRS, w7 LS — NS
e B SO R S k. BB S A U PG O # T R . TR LS I E HHE
N A B fE — T

[p-address

time

B
EBLWEL S
RERUEER
SUAT R I PP A RV B e iy %o
L
B B ) RADIUS fif 55 24 BRIV INE] “radius™ i 2541
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A~

Fic & RADIUS JIr45 2= 1P Hihik oy 1.1.1.1, tAiiEsm 24 1200, HiN 6 7, SAERECN 3,
RINE P E N 12345,

TL-SL5428-Combo(config)# radius-server host 1.1.1.1 auth-port 1200 timeout 6

retransmit 3 key 12345

37.5 show radius-server

Zfr % T 5ox RADIUS JikR% 23 0T B 15 2.

kg
show radius-server
B
R B A BT e B AR K
R SR
RAEH RGO 7 A REVI X L a4
Nl

ZIRFTH RADIUS 554315 B.:

TL-SL5428-Combo(config)# show radius-server

37.6 aaa group

AT RS A, KT IAER TACACS+RADIUS M4 #s &3, i Zar 2 AR
F AR BRI, MBRAER. AAA RS20, 1EEH B no frds

e

aaa group { radius | tacacs } group-name

no aaa group { radius | tacacs } group-name

i€ MR 55 420 126714 5 RADIUS 5 TACACS+.

=13

radius | tacacs

e
7N o
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B

R C B
RARLEER

RAEE RGO 7 A RET 11X L5 2
A~

B —~ 44 Radius1 f¥] RADIUS JIR %5 #4541 :

TL-SL5428-Combo(config)# aaa group radius radius1

37.7 server

i A AR O SUIRSS A AL P IS (IR 55 48, AR 55 e 4L BRAH B 55 4%, TR E /T no

LilSe

server ip-address

no server ip-address
2%

ip-address e R 5545 1 1P Hidik
B

1k 55 %5 4H e B A X
R SR

HAEEHE AR A REVH H X Ly 2.
~pl

] RADIUS Jili45 %% 1.1.1.1 | RADIUS Jilk% #3841 “Radius1” H:
TL-SL5428-Combo(config)# aaa group radius radius1

TL-SL5428-Combo(aaa-group)# server 1.1.1.1

37.8 show aaa group

ZAr M T Es AAA IRSFAANIER, AHREd A, A AR T IR A A 451
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[ig

show aaa group [ group-name ]
2

group-name —— & IRk 55 &% 41 ) 45K
L Sae

R ORI BT E B X
RARLEER

RAEE RGO 7 A RETT 11X L5 65 2
A~

BT IR S5 A 1 B
TL-SL5428-Combo(config)# show aaa group

37.9 aaa authentication login

Za A T RCE — DB S NIE T ESNZR T IEFIRFR 7% P 34T SRR 758 7 51,
MBRFE B NE 7 1E512%, 1EHEHEM no 4.

e
aaa authentication login { method-list } { method1 } [ method2 ] [ method3 ]
[ method4 ]
no authentication login method-list
ZH
B T 155 R B4R
method1, method2, method3, method4 —— & SGAIE T E TS . QISR AT TH 7775 A
W, ST — N B AIE T, AR R, AT
TRBEHI 5245 radius. tacacs. local Al none.
B
4 R Tie B AR
SRLER

HAEE R RO B 7 A BE Vs R X L i 4
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7~
BB —MILJe 77k 1 N radius, 487775 2 24 local (18 SIMIE T V5513

TL-SL5428-Combo(config)# aaa authenticaiton login list1 radius local

37.10 aaa authentication enable

i H T E R BCESRYAE TR, S5 3R IR 1T+ H P R BCESR 9 B A VAIE 75 32 At
Fo MHERAEE B VAETTESIZR, TEMEHER no .

fré
aaa authentication enable { method-list } { method1 } [ method2 ] [ method3 ]
[ method4 ]
no authentication enable method-list
e 2
EN R E R
method1, method2, method3, method4 ——& SAE 5055 o 40 SR I 0 5 V2 AN )
N, 2T — NS E 7R, SRR, AT
T ) 77 A0 4 radius. tacacs. local 1 none.
B
4 R lic B
RPBUE SR
HAEER RGP ARV AIX ey 4 o
7~

Fo B — MY T7i% 1 Ny radius, 567575 2 79 local FURFRUESRIMIETTVES IR :

TL-SL5428-Combo (config)# aaa authenticaiton enable list2 radius local

37.11 aaa authentication dot1x default

Za A HTHCE 802.1x MIE AR . 1ZHIEVIRMIAR T 802.1x H P &S IMET 7%, MIBRERIA S
T NIETES R, EFEHTR no .

kg

aaa authentication dot1x default { method }
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no aaa authentication dot1x default

¥
method —— $&E /LA FR. Sk RADIUS MR&-AN, BATERIR S 44
LB
A R B
RERER
PGP B P A T I B
i

fic B 2N 802.1x AIE T AN “radiust”:

TL-SL5428-Combo (config)# aaa authentication dot1x default radius1

37.12 aaa accounting dot1x default

it 4 FIFICE 802X i B s, MR BO7 5%, USRI no .
ke

aaa accounting dot1x default { method }

no aaa accounting dot1x default

¥
method —— $RE /LA FR. HSH RADIUS MR&-ALN, BRI 44
LB
A R B
RERER
PG B P A T I i
i

W B BRI 802.1x 113 77 0 “radius1”:

TL-SL5428-Combo (config)# aaa accounting dot1x default radius1

37.13 show aaa authentication

wan 2 M RoR S NIEE X R, FH dotix JiiksEK.
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e

show aaa authentication [ login | enable | dot1x ]
ZH

login | enable | dot1x Fe e IEFI R,
B

R ORI BT E B X
RARLEER

RAEE RGO 7 A RETT 11X L5 65 2
A~

R FANIETESIRNE R

TL-SL5428-Combo (config)# show aaa authentication

37.14 show aaa accounting

i T BRI R B EE R .

LilSe

show aaa accounting [ dot1x ]
2

dot1x T8 IR R HIEAL.
B

UL ORI BT E B X
R SR

RAEH RGO 7 A RETT 171X L5 a5 2
Nl

ZRERIN 802.1X T2 T AI R HE B

TL-SL5428-Combo(config)# show aaa accounting
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37.15 line telnet

4 T ARG B, AL E R T telnet 52k B I J 45112
[iss

line telnet
B

4 R B A
RFRUE R

RAE RGO 7 A REVI X 2 &
Nl

HEN telnet 2% b 28 B Aic B AR 2 .

TL-SL5428-Combo(config)#line telnet

37.16 login authentication(telnet)

=EMEBERZENL AT T

A ﬁﬁ?ﬁ Telnet £ i 2k N IS SETNESIR, 5 2R FOVBONE RITEPIR, EHE

1] no
Cig
login authentication { method-list}
no login authentication
¥
method-list A€ telnet A4k FIEFITESIR . BOIAMHOL T Z “BULN”, &
% “local”.
K
AR E A
AL R
ARG JO B A BV ) X iy 4 o
7~

lLE telnet ik b E SANUE T VEFIR N “list1”:

TL-SL5428-Combo(config)# line telnet
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TL-SL5428-Combo(config-line)# login authentication list1

37.17 line ssh

%4 H THERIRACE R, ACE R T ssh Z60iLkBE 1 INIE B A1 .
[iss

line ssh
L Sae

4 e B A X
RRLER

WA E AR R A REVS R X i &
zN il

HEN ssh 2 4 % e B AR
TL-SL5428-Combo(config)#line ssh

37.18 login authentication(ssh)

%A M T/E ssh Zimek g BN S FVAETNESIZR, #HEIRFONBRNE RITESIE, EHERER

no 4.
Cig
login authentication { method-list}
no login authentication
¥
method-list 8 5E ssh &k LSS ESIR . BB T & “BL”, a8 hik
“local”,
B
WS
REBUE SR
HAEEH AR A REVH H X L 2.
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7~
Be & ssh £ b ENIETESIR A “list1”:
TL-SL5428-Combo(config)# line ssh

TL-SL5428-Combo (config-line)# login authentication list1

37.19 enable authentication(telnet)

%2 THE Telnet Zimkitt b N IR BUNIETVESIZR, 5 L FONBRINE XI55, HHHE

] no i %,

Cig
enable authentication { method-list}
no enable authentication
¥
method-list i€ telnet Ak g FIJE T ESIR . BUAEOL T2 “Bhl”, aF
J5i% “none”.
K
AR E AR
AL R
HAEH AR A REVI H X Ly 2.
il

i & telnet 4% b 1B FAUETTESIR N “list2”:
TL-SL5428-Combo(config)#line telnet

TL-SL5428-Combo(config-line)# enable authentication list2

37.20 enable authentication(ssh)

Zan A 15 ssh &2kl b N FRFBOAE 15 503R, #5 Bl 5UNERIN G S8R, EEHER
no %o
iy

enable authentication { method-list}

no enable authentication
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2%
€ ssh Ak B HITEIR . BOAEIL T2 “ERIL7,
“none”.
B
2 e B
RFRUE R
FAEE R RO B 7 A BE Vs R X L i 4
Nl

e ssh Ll B EHITIESIR N “list2”:
TL-SL5428-Combo (config)# line ssh

TL-SL5428-Combo(config-line)# enable authentication list2

37.21 ip http login authentication

=EMEBERZHNL AT FM

(ACWIRFS

i M TR Bl HTTP #4705 i B9 P 2B AT VAR T I RAE T VESIER, 3 SR BN sk T7 1%

2%, 1EEHER no s .

[ig
ip http login authentication { method-list}
no ip http login authentication
ZH
method-lis FE HTTP Uil G iriksizk, BOAELLTA “BLN7,
“local”,
L Sae
4 JRi e B R
REBUE SR
WA EH AR R A RV ) 1X iy &
7~

FCE HTTP Ujinl B EFIETESIZR N “list1”:

TL-SL5428-Combo(config)# ip http login authentication list1
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37.22 ip http enable authentication

A TECE @ HTTP #4715 18 (I Pt AT A IE T F AE 71036, I8 R BRI S %71k
5%, HHERHEM no 4.

e
ip http enable authentication { method-list}
no ip http enable authentication
ZH
method-list f8E HTTP Vil ER R T %s3, OGO T 8 “B0N7,
“none”,
B
LI B
KL R
WA E AR A REVS H X i &
7~

FCE HTTP Uil EHVAET Ry “list2”:
TL-SL5428-Combo(config)# ip http enable authentication list2

37.23 show aaa global

ZAn 4 AT 5o~ AAA THEER) 4 Rl B ALEE A R Loz (console. telnet. SSH Fl HTTP) #4T
Vi W RAEAZ BT 1513

e

show aaa global

B
REBUE AN BT L B

RARLEER

RAEH RGO 7 A RETT 171X L5 a5 2
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A~
IR AAA TIRER) 42 R E AL AT REAS B I D5 81K -

TL-SL5428-Combo (config)# show aaa global
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#38%E DHCPR & HEEE ML

A HHLTT LAC B ADHCP RS 2%, M4 b (2 NVLANTR s fib i, SCBIAS FIVLANF % % 3545
ANTE] R B T IP A
38.1 service dhcp server

Zan 4 H T4 R DHCP 55 Thit, E4EDHCP S #3 FIDHCPH 4k TR . ‘B finodr & H K M
DHCPJR %5 Zh fE .«

e
service dhcp server
no service dhcp server
B
4 e B A X
R SR
RAAEH G BAF oA R SR AL AT B T % &
~pl

4= )5 3 FHDHCPJIR %5 i fie -

TL-SL5428-Combo(config)# service dhcp server

38.2 ip dhcp server extend-option capwap-ac-ip

% T BB IZFEDHCP IR S5 &2 HIIPHukE, & HInodr & ] T MR 45 2 Iz FEDHCP ik 55 2% kit .

ip dhcp server extend-option capwap-ac-ip ip-address

no ip dhcp server extend-option capwap-ac-ip

2

ip-address —— W B FEDHCPR 55 25 (1] IPHbE
L Sae

4 JR e B AR
KL R

RAAEH O BRfE SR P R P T LU Y iZ a4
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A~
W B FEDHCPIR 45 25 (1P # i /192.168.3.1:

TL-SL5428-Combo(config)# ip dhcp server extend-option capwap-ac-ip

192.168.3.1

38.3 ip dhcp server extend-option vendor-class-id

24 T BB R H AR W B IDHCP IR 55 4% fU 8 (9281, & Knodir & F TR iz 5 & .
e
ip dhcp server extend-option vendor-class-id class-id

no ip dhcp server extend-option vendor-class-id

ZH
class-id — W EK HHE M B HDHCPEHE KD,
K
2R E R
AL R
HAEH A BAE RN P R v LU %
7~

WE Ok B H e B DHCP &4 131D 4y 34

TL-SL5428-Combo(config)#ip dhcp server extend-option vendor-class-id 34

38.4 ip dhcp server pool

% fr % T8 kit 2 ADHCPRC BN, & iInodi 4 H TR+ & it bk .
£
ip dhcp server pool name

no ip dhcp server pool name

S5

name — BLEMMLIATK, 18T, BT FEOCTHRE, AT R TR R
LB

A R EA
RERER

RAAEH G BAF oA R SR AL AT B T % &
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15
B Hhkit “product” I ADHCPHEC & 15 5 :

TL-SL5428-Combo(config)# ip dhcp server pool product

38.5 ip dhcp ping timeout

st 4 H 455 ping RIS E], "B no dr& M TR EEIAE. DHCP /] ping #AEKHINTEE
(¥ 1P bk & A7 1E

Cig
ip dhcp server ping timeout value
no ip dhcp server ping timeout
¥
value — & B pingiB I i ], [ J2100-10000ms, ERA{E 100ms.
L Sae
4 JRi e B R
REBUE SR
ARSI FBAE A 2R R L 7T B AT Z i &
7~

1% B pingi it 15 ] }9200ms:

TL-SL5428-Combo(config)# ip dhcp server ping timeout 200

38.6 ip dhcp ping packets

thar A M TR E K H ping BHEAKANEL, R REERN 0, WAAT ping #:1E.
£
ip dhcp server ping packets hum

no ip dhcp server ping packets

¥
num — & KikpingBEE, JuRIZ0FN.
B
4 JRi e B R
REBUE SR
ARSI FAE A 2R B AL 7T DU T Z i &
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7~
WA ping T A IEHE N1
TL-SL5428-Combo(config)# ip dhcp server ping packets 1

38.7 network

% fir 2 F 0 B 3 1k 1) X 2% b

LilSe
network network-address subnet-mask
2
network-address —— g B St EB A 28 bk, [F)— 9 B b i ik B 1 B ik DA
R IE A8 AT DIAE W] 73 e bt o
subnet-mask —— HC B LI )7 RS . 4% 7 I A LGt BE Tl SR U P iE I, HF
W RS LA S HOHE
B
DHCPF & 15 X
R SR
RAEH G BAF oA R SR AL 7T B T % A &
zN il
yHihbit “product” HBc B M 2% Mk AT AL -
TL-SL5428-Combo(config)# ip dhcp server pool product
TL-SL5428-Combo(dhcp-config)#network 192.168.10.0 255.255.255.0
38.8 lease

i 4 I B ki o A 1P B T At 7y S A AR ST

[ig
lease lease-time
¥
lease-time —— TiC B it bkt r (1) 1Pl 1k 7T (it 23 e AR ARSI TG, d5e1 92880 734
BB N1205 1
L Sae
DHCPHC & 1=

299



=EMEBERZENL AT T

KL R
HAEEH A BAE NPT P R ) mT LU % 2
zN il
F itk “product” AL B H207)
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# lease 20

38.9 address hardware-address

%A T O EE MACHILAE ) B2 4% T M bk th T 95 € IPHAE, & finoi& F T ER IR A998 5 5%
Fp

Cig
address ip-address hardware-address hardware-address hardware-type { ethernet |
ieee802 }
no address jp-address
ZH
ip-address —— it & 75 227 B 1P btk o
hardware-address —— % NEE B4 IMACHEHL .
ethernet | ieee802 —— M AN FfE A& A RAL, fUFEEthernetsllH IEEEB022K 4L,
B
DHCPHC B 1 5
REBUE SR
HAEH A BAE NPT P R v LU %
zN il

Pkl “product” I H4E192.168.10.50 41% £-00:19:66:20:d4:1afilfy, 1%k 451
figif+ 258 NEthernet:

TL-SL5428-Combo(config)# ip dhcp server pool product
TL-SL5428-Combo(dhcp-config)# address 192.168.10.50 hardware-address

00:19:66:20:d4:1a hardware-type ethernet

38.10 address client-identifier

2 O 2 7 i I D Y TR ik b i 52 I IP 3L, & inodir & F IR IR 99052 R &
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e
address ip-address client-identifier client-id [ ascii ]
no address jp-address
ZH
ip-address —— it & 75 B FURE A bk .
client-id — BCE % i 1D, %309 16 it
ascii —— &/ ID FIH% A ASCIH S,
S
DHCP Fit. & A5
AL R
RAERLG . AE RS 2 P 28 - m] DA i i &
7~

i ASCII 744y abe {2 5 1D B Hudil-it product AR IP 3l 192.168.0.10:
TL-SL5428-Combo(config)# ip dhcp pool product

TL-SL5428-Combo(dhcp-config)# address 192.168.0.10 client-identifier abc ascii

38.11 default-gateway

22 F T B A A SRR K

[ig
default-gateway gateway-list
¥
gateway-list —— P B L IE I ERIA M oG, %2 ml DIkt it B 84N X O, +H H. 22 [A]
PUZ SR BRAEOLT, 0 n] DLLAVLANE FPHMEAE BRI 56
L Sae
DHCPHC B 15
KL R
ARSI FAE A 2R B AL 7T DU T Z i &
7~

kit “product” FCEMANMIE, 737i08192.168.10.171192.168.10.2:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# default-gateway 192.168.10.1,192.168.10.2
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38.12 dns-server

i 4 I T AL LI MIDNS RS 2%, ' Hinotr & il T-MIBDNS R4 2

LilSe
dns-server dns-server-list
no dns-server
2
dns-server-list —— BB IIHHEIBIDNS RS %%, & 2 7] LAk AC B 8 NDNSHR 55
aedtihl, AR 18] UE S AR o
L Sae
DHCPHiC B 15X
RRLER
ARSI #BAE A 2R B AL 7T B T Z i &
~pl

¥ DNSHR % #$192.170.10. 10/ & AHbtibith “product” HIDNSHR % %5 -
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# dns-server 192.170.10.10

38.13 netbios-name-server

% A T B Netbios IR 55 25 1 IPHuAE, & iInofir 4 B T i Netbios Ik 55 25 .

netbios-name-server NBNS-list

no netbios-name-server

¥
NBNS-list —— 5 E Netbios/Ik 55 % ki 715, 55 % 7T LA Netbios Ik 55 45 5 B 81~
dk, AR H.Z (8] LLIE 5 )RR
K
DHCPiC B 55X
SRLER
WAHER R BE SR P B A T DS A 4
il

¥ & Netbios/Ix 55 &= ] IPH /9 192.168.0.141192.168.1.1:

TL-SL5428-Combo(config)# ip dhcp server pool product
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TL-SL5428-Combo(config-dhcp)# netbios-name-server 192.168.0.1,192.168.1.1

38.14 netbios-node-type

Zfn 4 M T ¥ ENetbios I 55 & (17 m2R A, B finodr & M T IERIZ B E .

Cig
netbios-node-type type
no netbios-node-type
ZH
type —— X B Netbios ik 55 4% (1717 fi28 A, WIETIA: b-node, h-node, m-nodefll
p-node.
B
DHCPHC B 15
REBUE SR
HAEH A BAE RN P R v LU %
il

W E Netbios Iz 55 2% 1717 28 yb-node:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# netbios-node-type b-node

38.15 next-server

ZAr ST E S RN T MRS S, Efnodr &M T MIERIZBLE

next-server ip-address

next-server
2%

ip-address —— W E T — R & asHhht.
B

DHCPiC B 55X
RRLER

RAAEH G BAF oA R SR AL AT B T % &
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Nl
WE T — RS 2 ihE4192.168.2.1:

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# next-server 192.168.2.1

38.16 domain-name

i T BER T imidd, Efnofr &1 TR %I E .

Cig
domain-name domainname
no domain-name
ZH
domainname —— B Z k4 .
B
DHCPHC B 1 5
KL R
HAEH A BAE RN P R v LU %
7~

WHE % imif 4 edu:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# domain-name edu

38.17 bootfile

w2 M E 5 ST B EG S, Efinomr & H TR iZ s E .
kg

booffile file-name

no bootfile
2

file-name —— 1 & 3 3304
B

DHCPiC B 55X
R SR

RAAEH G BAF oA R SR AL AT B T % &
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Nl
W E A 3344 boot :

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# bootfile boot1

38.18 show ip dhcp server status

Zan 4 M T & DHCPIR S 4 R E A5 B

e

show ip dhcp server status
B

R ORI BT E B X
RRLER

p
~pl

# A DHCPR 55 1) 42 R lE A5 1«

TL-SL5428-Combo(config)# show ip dhcp server status

38.19 show ip dhcp server statistics

%4 M+ & EDHCP Serverfi Sk SCRUA B LIS THE R

LilSe

show ip dhcp server statistics
B

R ORI BT E B X
RRLER

T
A~

HA 2 1T DHCP Server B SCNUAIE IR LI SETHE B«

TL-SL5428-Combo(config)# show ip dhcp server statistics

38.20 show ip dhcp server extend-option

izl T AFIZIEDHCP S5 4l & -
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Cig

show ip dhcp server extend-option
L Sae

RO BT TiE B AR X
REBUE SR

p
7~

BEIEFEDHCPR 5545 AL & -

TL-SL5428-Combo(config)# show ip dhcp server extend-option

38.21 show ip dhcp server pool

Zam AT EE MBI ER .

Cig

show ip dhcp server pool
B

R B BT A e B AR K
REBUE SR

I
zN il

A A EE

TL-SL5428-Combo(config)# show ip dhcp server pool

38.22 show ip dhcp server excluded-address

%4 M T EA B G R A A IR P S
[iss

show ip dhcp server excluded-address

B
R AN T BE B

RFRUE R
x
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i
BARE bk Tt OR B AN ) BC A TP HB I B -

TL-SL5428-Combo(config)# show ip dhcp server excluded-address

38.23 show ip dhcp server manual-binding

i T EE AT SIE IPHUAEE R .

LilSe
show ip dhcp server manual-binding
B
AU ORI BT E B X
RRLER
p
~pl

A ATEASINE IPHIELE B

TL-SL5428-Combo(config)# show ip dhcp server manual-binding

38.24 show ip dhcp server binding

i T EF TR E IPECE FT A IPHULE I ZRE 6 H -

Cig

show ip dhcp server binding [ ip ip-address ]
¥

ip-address FEIPUE B ZIPHIbE 4R E S H .
L Sae

RO BT TiE B AR X
REBUE SR

p
7~

A AT IPHbE ) gh e % H -

TL-SL5428-Combo(config)# show ip dhcp server binding
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#39%= DHCPH 4 A E 4

DHCP 4k 75 % 1 3 R 55 3 2 171 )R DHCPJE 61 19 = R ¥4 o 478 /S RIS 88 e ) — B
FI_LR, DHCP 4k % it KA .

39.1 service dhcp relay
Zan 2 T4 )5 A H DHCP 4k Thfe.  #45H] DHCP 4k Djfe, EMHEM no .

Lile

service dhcp relay
no service dhcp relay

LB

LRI B
RERER

WU, B BRI GUH P GO A e % B
i

4= J5 Ji Fil DHCP R4k ThRg:
TL-SL5428-Combo(config)# service dhcp relay

39.2 ip helper-address
Zn AT =28 0% 0 DHCP fRgsgetthhl . BRI & 2 tthhl, 1B S no 4.
e

ip helper-address ip-address
no ip helper-address [ ip-address ]

2%

ip-address ——DHCP IR 55 # ik«
B

M E A
RARLEER

RAAEHGL, Bfb GG o i 7 A RE VT 11X L5 65
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A~
+4 DHCP Jik %5 #s itk 192.168.2.1 s INEHZ 1 VLAN 1:

TL-SL5428-Combo(config)# interface vlan 1

TL-SL5428-Combo(config-if)# ip helper-address 192.168.2.1

39.3 ip dhcp relay information

%4 H T-7EDHCPrR1 4k 1 /il Option 8215/, nofr4 il T4 H Option 8234 1 Lt .
fir 4

ip dhcp relay information

no ip dhcp relay information

B

4R C B
RARLEER

RAAEHGL, Bfb GG GO i 7 A RE VT 11X L5 a5
Nl

J& FlOption 82i& 1 1) RE -

TL-SL5428-Combo(config)# ip dhcp relay information

39.4 ip dhcp relay information policy

ZAn 4 F T8 K H EHLFDHCPIE Rk 3C 1 Option 827 B A . AR BIBRIEDL, 5 H &

FINofi 4. .

ip dhcp relay information policy { drop | keep | replace }

no ip dhcp relay information policy

drop | keep | replace ——3K [ 1 H1f) DHCP &Kk 3.4 Option 82 FELf#1E. BRI
EAE A keepo

drop — ZEF+ 4 Option 82 FE I IE ..

keep —— PR B £ 4 1 Option B 5 &

replace — E i A M OptionFBE B, B AL E & I RGUE AN ZE .
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B

4R C B
RARLEER

RAAEHG, BAE A GR P GOa R A RE VT X 6 2
A~

Iic B A2 W LAE YR 24 4 Option 827 EX [IDHCPi# sk ST, 4+ Option 827 B 1 P 25 £ 4t
NAMSHE K -

TL-SL5428-Combo(config)# ip dhcp relay information policy replace

39.5 ip dhcp relay information custom

%4 T Hic & Option 82i& 11 H 2 X DIfig, nofir& Tk M H E X fg.

e
ip dhcp relay information custom
no ip dhcp relay information custom
S
2 R B AR
AR K
WAEHGY, 5AE RS P B - A Re V) iR iX L dr 4.
7~

Ja HOption 82i& 1l H & X Wik

TL-SL5428-Combo(config)# ip dhcp relay information custom

39.6 ip dhcp relay information circuit-id

%4 /£ /5 Fl Option 82 H 7E X INREM 48 E B & X AEEID.  ZHERHERID, 151 EfInodr &

e

ip dhcp relay information circuit-id circuit/D

no ip dhcp relay information circuit-id
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2%
circuit-id fREHERID, BUETEEDN1 6410747
B
4 R B AR
RARLEER
RAAEHG, BAE A GRS R A RE V5 X 6 2
A~

fic & Option 827 B 1 FLERIDFIE A 29 “TP-LINK”:

TL-SL5428-Combo(config)# ip dhcp relay information circuit-id TP-LINK

39.7 ip dhcp relay information remote-id

i 4 H 72 J5 Fl Option 82 H & L THREMT 4R E H 72 SUZFEID. EERRZFEID, 1 H EHInofr 2
kg

ip dhcp relay information remote-id remotelD

no ip dhcp relay information remote-id

¥
remotelD —— Specify the remote ID, ranging from 1 to 64 characters.
L Sae
2 R B AR
REBUE SR
HAEEHRA, BAE ARG P O B 7 REVT R X £y 4.
zN il

fic & Option 827 Bt i A ID-FE TN &5y “TP-LINK”:

TL-SL5428-Combo(config)# ip dhcp relay information remote-id TP-LINK

39.8 show ip dhcp relay

A4 1T BoRDHCP 4k 1) 42 5 lk 45 A Option 821K & .
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4

show ip dhcp relay
LSz

RERCBE AN BT G B A
R R

y
il

A FHDHCPH 2k D) RE L B 2 4L

TL-SL5428-Combo(config)# show ip dhcp relay
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$F£40= LBARPH E 14

ARELARPAEARPYM ) —FR o 38 % B T MR IE R A R 28 I, AR 2% i) o SR it
ARPAELARSS o WSCHC IR SEL I H AR R 26 tH LA IARPIE SKIN, H B CAIMACHNE 5 H
PR SEALAIPHUAERT IR T SENLREATARPRLIE 1S AN R P26 (1 T SHLRENS 1E 58 15 17 A 2 5200
2k o ARSZHNLHARELARP I RE AT LAY AL ELE M 2% SR A EEARPAR 55

40.1 ip proxy-arp

ZAn 2 TR 3 D ARBARPR S, notin & T JC A BRI F AR EEARP R 55
£
ip proxy-arp

no ip proxy-arp

B

2 L B AR
RARLEER

RAAEH O BfE GO 7 M P T LU Y iZ a4
Nl

i HEVLANEE M 2[R EARP I 45«
TL-SL5428-Combo(config)# interface vian 2

TL-SL5428-Combo(config-if)# ip proxy-arp

40.2 ip local-proxy-arp

2 A T A AT ARP THAELETE £ /) VLAN 2 8% i . no iy 4 F T-2% 4 D i A AR
P ARP IhfE.

4

ip local-proxy-arp

no ip local-proxy-arp
S

O E AR
AR K

RAAEH G BAF oA R SR AL AT B T % &
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7~
fEREVLANTZ F 29 A H A EEARP R 55«
TL-SL5428-Combo(config)# interface vian 2
TL-SL5428-Combo(config-if}# ip local-proxy-arp
fdr e 2%t i 11 1/0/2 ) A M AR ARP R 55«
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-ifj# no switchport
TL-SL5428-Combo(config-if}# ip local-proxy-arp

40.3 show ip proxy-arp

2 M os e LR AAEARPIIRERLE (S 2.

LilSe

show ip proxy-arp
B

R BN BT A S B AR X
RRLER

T
A~

A HTAVLANF R ELARP I BEAE AE (5 5«

TL-SL5428-Combo(config)# show ip proxy-arp

40.4 show ip local-proxy-arp

e T Ros s B ABACEEARP I RERC B A5 S .

e

show ip local-proxy-arp
B

R BN BT A S B AR X
R SR

p
~pl

A HTAVLANF A ELARP I BEAE AE (5 5 -

TL-SL5428-Combo(config)# show ip local-proxy-arp
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¥a41ZE RIPECE 4

RIP (Routing Information Protocol, % H {5 2 & &5 AHMCHL (Interior Gateway
Protocol) 2 —, FEZLFHTHUBHE/INEIMZE L anss el i DL B 25 A6 35 187 S R b X PR 4% . RIP S —
b B8 ) S R, (% UDP 4ROSCRASH H1E B RIP 4 FT/ELE RIPV1 Al RIPV2 BNl
PN

41.1 router rip

Zfr % H TfRE RIP JEaE N % HC B . &) no #r 4 FH T K M1 RIP L.
£
router rip

no router rip

B

ERREBR
RERUEER

x
N

ffE RIP, JFREA RIP % b AC B A
TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config) (config-router)#

41.2 network

% T RE S E W BURIHE T RIP DhRE, BRI no & T 58 M Bk 11 #) RIP Zh e

network network_ip

no network network _ip

network_ip —— ZZHHLEIEM B IP Mk, #%3X4n 192.168.0.0.

& T B AR
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KL R
p

zN il
EREATH BT B 192.168.0.0 HACHebLE: 11 RIP Thfg:
TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo (config-router)# network 192.168.0.0

41.3 version

ZmAH TR E RIP B, R no A TWERAGE . BREN T, il k1% RIPv1
e, AN RIPVT AT RIPV2 #7052,

[ig
version { 1|2}
no version
2%
1 —— STHARIEAE RIPV 43,
2 —— STHNURKIEFEL RIPV2 3L,
L Sae
% e B A
RRLER
T
~pl
ML & RIP i FIAA RIPV2:

TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo (config-router)# version 2
41.4 timer basic

Zan A TR E RIP R TH 3.
e

timer basic { update update-value | timeout timeout-value | garbage-collect

garbage-collect-value }

update-value —— ¥ B F I 2%, HUEVEREIY 1 2100 #0, ERIAER 30 7.
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timeout-value —— B HZZALTIR 25, BUEIEHEN 1 2] 300 72, ERIME N 180 #b.

garbage-collect-value —— %3 [T 2%, RIS HH 2% H REE ARC AT, 2R
BN BRI T DIt A, BUE TGy 1 £ 500 5, ERIMESN 120 #.

L5

B ph LA
RERLE R

x
i

FC & RIP 1 83t a8y 80 -
TL-SL5428-Combo (config)# router rip
TL-SL5428-Combo (config-router)# timer basic update 80

41.5 distance

ZAr A TR E RIP 26 A B &

LilSe
distance distance-value
2
distance-value — RIP fIE HEE R, BUETEEDy 1 3] 255, BRMHERZ 120.
L Sae
I T B AR
R SR
T
~pl

BLE RIP FEHERE A4 20:
TL-SL5428-Combo (config)# router rip
TL-SL5428-Combo (config-router)# distance 20

41.6 auto-summary
Ibir 4 H T HCE RIPV2 fEM 2% 54 B ZhIC R W B2k H oA E M i, DU S8 B 2% B 0 3E: .

FOATEOL T, RIPv2 B3 RIIEERM . B/ no drd H kM BshLERIIEE. Ji5h, RIPVI B3]
IR DR ST R
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LilSe

auto-summary

no auto-summary
B

% e B A
R SR

T
~

KM RIP s R4S 2 1) A 3 R DR
TL-SL5428-Combo (config)# router rip
TL-SL5428-Combo (config-router)# version 2

TL-SL5428-Combo (config-router)# no auto-summary

41.7 default-metric

a4 HTHCE RIP W5 N BE B BESE, E 0 no 4 Tk E BRIME .
fré
default-metric metric

no default-metric

2%
metric —— SAE TR, HUEVER 1 2115, BRMEN 1.
B
& C B AR
RARLEER
e
Nl

FCE RIP 5\ H H) e B B 5 5:
TL-SL5428-Combo (config)# router rip
TL-SL5428-Combo (config-router)# default-metric 5

41.8 redistribute

tedr M FEE RIP E AN, ER no drdH TIREBARE . BOAMELT, RIP kA
AR S H T RE R SR I o
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kg

B

RFRUE R

A~

redistribute { static | ospf } metric metric-value

no redistribute { static | ospf } metric

static —— FI AAMERER S 4 H 3| RIP #h3,
ospf —— 5| N4hi OSPF % Hi 4% H 2] OSPF #3i%.
metric-value —— ¢ B 5 N AN M B A B S .

i T T B AR

T

Mo & RIP PRSI NSNS H, EEENS:

TL-SL5428-Combo (config)# router rip
TL-SL5428-Combo (config-router)# redistribute static metric 5

41.9 passive-interface

s 4 HC BB O TARERHIRGS, AKIEH R R B no ar & M TIREEALE, RiE
RE % I AE % B HT R SC

kg

B

RARLEER

A~

passive-interface interface { interface-type } { interface-number}

no passive-interface interface { interface-type } { interface-number}

interface-type —— %1125, f14F fastEthernet, gigabitEthernet, loopback £ VLAN
B,

interface-number —— %115,

i T T B AR

T

i # VLAN £210 1 TAEFESNHPIRAS -
TL-SL5428-Combo (config)# router rip
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TL-SL5428-Combo (config-router)# passive-interface interface vian 1

41.10 ip rip receive version

Ui A T C B 48 2 0 AT LAY RIP $ROCRAS, B no A TR EEAACE . 25 ANAC B 4
F RIP #hR A, RIP A2 R EMRA (I version fi74).

kg
ip rip receive version [1|2]
no ip rip receive version
2
12— BLE RIP BUGRSCHIRCAE . AR E S, MR BicA 1 MR 2
I HE .
B
P e B
RARLEER
x
Nl

FCE VLAN #2111 2 RAZI RIP A 1 AR
TL-SL5428-Combo (config)# interface vian 2

TL-SL5428-Combo (config-if)# ip rip receive version 1

41.11 ip rip send version

a4 H T RCE 5 e e 0 k% RIP #OCHIRRAS, E/ no A TWERIAGRE . AR EZ DK
RIP RiEhA, RIP ¥ HEREEEMRA (I version 4 ).

LilSe
ip rip send version {1 | 2}
no ip rip send version
ZH
1|2 — #HOREEHR AN RIP Hhil Ak . BROIMER T, #0Kki% RIP MOAR 1 1I%dE
(R
L Sae
2 1 e B A
RRLER
p
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~pl
BeE VLAN #% 11 2 HKIE RIP A 2 FEE
TL-SL5428-Combo (config)# interface vilan 2
TL-SL5428-Combo (config-if)# ip rip send version 2

41.12 ip rip v2-broadcast

Zn 2 T E R O RIP PR 2 R AIERSON 1288, no ar @ FI T IR BN E . BRIAT
OUR, RIP WA 2 RGBS ARREAL, Aty 224.0.0.9.

e

ip rip v2-broadcast

no ip rip v2-broadcast
B

P G B A
RRLER

p
A~

B & VLAN #2112 K% RIP iliAs 2 (I SCRBy) T Fikoc:
TL-SL5428-Combo (config)# interface vian 2
TL-SL5428-Combo (config-if)# ip rip v2-broadcast

41.13 ip rip authentication-mode

Zar 2 TR E RIP MSGMERER . VAT, RIP PR CAME AR,

Cig
ip rip authentication-mode { simple | md5 key-id } {[ 0 ] password | 7
encrypted-password }
ip rip authentication-mode none

¥

simple | md5 key-id — & & RIP FIAIEELR . simple R NUEAEH SCAZ TS ; md5
TR NIEE I SCAC B RS A MD5 S % . 45 fFH md5 In%id 21 & key ID 1A, HUH
WA 1 3] 255.

0 —— IR, 0 FoREE FRMARZIME N HL . BINFINEIESA 0.
password —— 1~16 {7 [)% s, 7R, HPMFFSHEB. FUX 0 KNE, Thed
E kg A S . BRINE O T A A 7.
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B

RFRLEL R

L

Nl

7 —— IR, TR TR AN E K R S X RN ) A
encrypted-password —— [i] 52 K B (1 2 3 6 B 2 (1) 2565, AT DU FLARAZ e bl (1 fic B
AR EHIASE. BCE TINEEN G, EHREE NSRRI, 7 A R AR ZE N
BRI TP

none —— ANMER N .

M E A

¥

SR G & F DA A IS RS, {H 2 service password-encryption iy 4 )5
T &R e hae, 3438 Bl LEC B S0 A B3 00K 2 o N FRIN 2 # 2K.

BLE VLAN #:10 2 1 RIP ERE A simple, #6554 123:
TL-SL5428-Combo (config)# interface vlan 2

TL-SL5428-Combo (config-if)# ip rip authentication-mode simple 123

41.14 ip rip poison-reverse

2 M TAE4RE RIP #2 0_EAERET MR THRE, &/ no v Ml T R MAIF MR ThgE .

kg

B

RARLEER

A~

ip rip poison-reverse

no ip rip poison-reverse

R E A

T

f£ VLAN #2112 EJF)H RIP #PEH Dhfg:

TL-SL5428-Combo (config)# interface vian 2

TL-SL5428-Combo (config-if)# ip rip poison-reverse
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41.15 ip rip split-horizon

Zan A I TAEARE RIP #:H LI R FIThEE, B/ no fir & F T % HK-F 70 EI DI fE .
£
ip rip split-horizon

no ip rip split-horizon

B

5 DG B AR
RERER

x
il

f£ VLAN 211 2 FAEREK- 73 B D fg:
TL-SL5428-Combo (config)# interface vian 2
TL-SL5428-Combo (config-if)# ip rip split-horizon

41.16 show ip rip

2 R 2R RIP BCEAE B

4
show ip rip [ interface | database [ specify ip-address mask ] ]
¥
interface —— R RIP B0 3EAE .
database —— Zx RIP B HHEE S .
specify ip-address mask —— 7R455E IP il (1) RIP % H115 .. ip-address N1E E )
H IR IP, mask AHHER .
S
BB G LA P A G B R G
AR K
i
7~

s HIM BN 192.168.1.0/24 1 RIP % H{E S

TL-SL5428-Combo (config)# show ip rip database specify 192.168.1.0
255.255.255.0
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